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RENEL CUERATRY Issue, ¥ issue 235, RINE T Assignee,

1£ GitHub  fork 2IECHYG/ZE, W docker_user/docker_practice, PA/G clone BRI, FHiRE
%F{Dlu\o

$ git clone git@github.com:docker_user/docker_practice.git

$ cd docker_practice

BRRIEERR, FHEXRIECHEE, ERIESURSHER XN Issue SHIfER

# Update the content
$ git commit -a -s
# In commit msg dialog, add content like "Fix issue #235: describe ur change"

$ git push

1E GitHub 3232 Pull Request, HIARES, FHEUSYEHPEIHIT Review,

EHERNE CERTEHNECEERE.

$ git remote add upstream https://github.com/yeasy/docker_practice
$ git fetch upstream
$ git rebase upstream/master

$ git push —-f origin master

HERRRS

AFHRERFEB B HRISE e,

Built with mdPress


https://github.com/yeasy/docker_practice/issues
https://github.com/yeasy/docker_practice/issues/235
https://github.com/yeasy/docker_practice/fork
https://github.com/yeasy/docker_practice/pulls
https://github.com/mzlogin/chinese-copywriting-guidelines
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

g—E Docker &1}

AEEGHSTHN Docker BIHER,

RAER: A BRBERMGIET Docker Engine v29.x RLA LA, {ESEERIZ, B Docker
Engine v29 {2, BEAEEHLEIART SRAFAT containerd image store fEARIGFHEGH

(BT RRRIZEFES 240 overlay2 graph driver) . XTBUREEFHTMRAIEIRT Docker X3
Z BB/ (Multi-platform) | LAR I M N < £ T EIE ( Attestations, SBOM,
Provenance) BYAMBSZIFRAM.

FERE
° '|£j§ﬁ t%

o BIT—/MEIERAY Web MRFIF, THIRERIE(RL Docker RILAE: 1WR2IRE. B1TH
5.

o 4.2 Docker

o 148 Docker BUEEIR. AEHFERUNRESENZOEN (Cgroups, Namespaces,
UnionFS, LM containerd 5|Z2R95EH).

o Tf% Docker EUMAIRZIIAAR(T A,
o MMt4ZEH Docker

o MUEFREMNIA, ik Docker EEFNEE. WFEMAR, IWERSHENEAMN
&,

o ¥R Docker 7£ DevOps. HBRSZZAFAITIEIER.
FIHiR
BEAENZES, (RIGeEs:
1. A% Docker BIZOMES 55844,

2. BB Docker R TR AT A Siz4P R RER.
3. BRI BRI, FEERAISEARIFF T TR,
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1.1 R L=
11 RELEF

AT BT — B Web IFBFIF, HRHUEMS Docker FIBLTIE: MREER. EIHH,

111 )ﬁﬁ{‘%ﬁg
BIE—E 9 hello—docker US4, HAEEFEIE— index.html 3{4:

<h1>Hello, Docker!</hl1>

1.1.2 485 Dockerfile

ERREZTEE— B dockerfile (F/EE) BISUL:

FROM nginx:alpine
COPY index.html /usr/share/nginx/html/index.html

11.3 TR
TR, HANZER, RS
$ docker build -t my-hello-world .

e docker build: HJEEap<
e -t my-hello-world: {IRGEGENBF (I5E)
o .. IBELTXEREANHFIER
11.4 1E(7588
SFRNIA SRR R GBS — 1 S8s:
$ docker run -d -p 8080:80 my-hello-world
e docker run: =785
o -d: FRIE(T

e —p 8080:80: EEEHNAY 8080 im[1IRGIZIZSEFAY 80 im
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1.1.5 i5|a)k

FIFFXIEE8i]a) http://localhost:8080, {REIZEEEZ! “Hello, Docker!”,

1.1.6 ;5
B LEFIIRRE =S

## BEIFEIETHIER ID

$ docker ps

## (BLLESEE

$ docker stop <CONTAINER_ID>
## IREEE

$ docker rm <CONTAINER_ID>

HR=! (REE5TH 75 —IK Docker SE8%. 3 N RIBIFIE Docker IO HERN T 7.
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1.2 H+42 Docker

1.2 42 Docker

Docker AJERSE T REFRMRZALANESBERAR, FTRMNRORES. SEREIIAIXY
tb. BABMUURBEESESNMERE, TIRRNIEFETAS Docker,

1.2.1 —a)i5E8f# Docker

Docker B—HMEERNEMNUEA, BilNARFREKBARTLEITER—MRERIER
70, HE(HAURTERRE—BUtIE T, WMRAB—MEEFRIELL: Docker 2T, MGEFERZ
FE&H.

EERMEABZE, BRUNEEE—HMRINSEE—FrRNEYRERRNEE. FRVEETS
U, R—Mizm T EMEENRE., ERENHINETX—): TIeEEENRHA, £&E10
SN RINERY, ATLARBRFRISTURED. HEMANEE.

Docker HYEEEM: TIS(RAIRBRER Python, Java, Node.js REEMESERN, LTiLEH
B AR EIINE, —B#FIEA Docker $51&, #LABBRRARE(E[SHEF Docker B9
¥25_bisT.

1.2.2 Docker BS#ZCMIME
£E1\, Docker fERHIIRIGTF AP ELENER—: “EHA 28 LAARREMK! -
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EFINR

Python 3.11
Ubuntu 22.04 BITRM!
AENRAROE

bl

FARINE
Python 3.14 |- F—a"
Ubuntu 24.04
— /T ks
B TR AR % EhER
&7 Docker:
HrTINE
AR IEITIER!
FZe—3) '
/
F?iﬂ\i%/
Docker &% —

(BEREEE) —— >  ETES

1.2.3 Docker vs I
R ANSE—IR$Zf Docker B&(A): “XAFREREINE? " ZXEE: A2, MAEIERK.
fEGEEIN

EREINAREUH—EREZNE G, EHEET M BURERS, BEZEF LETN
A
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B e
Docker 2588
M Docker BEEMBIN BT T BTN, SRR SEECHNE, tSEHTEME:

leZDocker

KEgX5!
M Docker 2588 RGEHIN
[EaEE R DR
HRGHA MB 43 GB 5l
HRE BnRE BRI
PRE A HIERIRE ==RE
B¥E aEf T LT BRI+

EBZXERAXELEER. EUTGRES M NAREE—RRINEFE (BECHIE. K
HES), MEREEARTER—FLBRENARERE HEEFKERS, BREMI),

1.2.4 Docker BB ARER
Docker 8/ Go iIBE=FA&, &ETF Linux RZAILL TR

e Namespace: SLHFFERE (HFE. NE. ERFRE)
o Cgroups: SCIVEIRRE (CPU. AR 1/0 %)

e Union FS: sCI%EfFME (20 OverlayFS)

NRIFIXLRERARNKE, AILASEABREELIE

Docker ZR¥aiEiH

Docker IEBESLMAR T Zx EH
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Timeline

containerd + runC

1 am

LXC libcontainer runC
(2013) (2014) (2015)

ocCl
TR

LXC (2013): Docker &#J&ETF Linux Containers

libcontainer (2014, v0.7): Docker BRIz TR

runC (2015, v1.11): 18RS OCI Bt ES SIS/ TAY
containerd: BRAWRciTH, EEREEHEE

QDocker p2Izh A

runc 2—" Linux s<$1TTE, BFIRIE OC| B8z TRl e e)E s TS .

containerd 2—1"FiFiER, EEESSREGAY, BRUHTETRLTESRNEEREN

/\IREE.

1.2.5 Docker ISR S54EZ

Docker &=#J& dotCloud AN EIBIIE A Solomon Hykes FEiEEH B ARRHN— "N ABIAEINE, F
2013 £ 3 B Apache 2.0 UMY FFE,

Docker A RHIE:

e 2013 3 B: FFREM

e 2013 fJiK: dotCloud ~EIX#Z A Docker, Inc,

» 2015 £F: PRIZFEIEERERER (OC!), HERNEFIREN
o F4: GitHub TEBIT 7 2R
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Docker BB INHERN TN SSRESHARE, ELET Kubernetes, Podman EREZHEXINE. £&
A, Docker RKHIGEAANMNERARS, ERE BB ANRAERRN TR TEMNTAR
HEPREERNIRETR.
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1.3 I{+AZEF Docker
1.3 IHLEFH Docker

EEIZ "7+ 4R Docker” ZaI, EHBSLE—NIR: (FERELHITXLIZR?

1.3.13%%8 Docker JJtHR
£ Docker HIIZ R, TG AT NGHAEIREESHFNIERE, HIREEUT = HEMNERT

=
2o

BR—: "TEIFEIN_CRARARER"

BETF 5:00

— F&#E: RIE5xT, AtlilEd, B! &
— B—8RLt 9:00

| = i EAREES SRR
L— Frg&E: "FsE, (ERAER AAREEE. ...

FENT, XNIREFEBLTRESE:
e Python/Node/Java fRAF—EL
HREEERR AR —E
BFRFEER
RUMREZEIRBIRE

"B, ST ISR T AN XXX

7R RERENEY

EICEING!

|— Day 1: 4ReBfmw, EFNE

|— Day 2: UmEERE, BEITRE

|— Day 3: Hekhys BRI

— Day 4: EEEEEARMN, {bRET

L Day 5: &FAIERT! ERRIENH A

BR=: RSHFIBATHE

B4 "RFE RS TR "
FR: "IBRSEE EAOECESETER? "
B4 "ERE— EEBRNESRN....."
FrEA: @
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1.3.2 Docker QAR RIXLL AR

Docker RIS EIRERRIRMH T 5eRRIBRTT R, BEY "—REE, ZIbEiT" BFI%O0ES, N
A L TR RI7A

BOES: —RigE, BbET

Blf2—>  Docker Hf&  ——MEXERIEIE
T

Nl
FREA THXEIA —;‘Eﬂ—» HeFEER
IR -
RIRIEMAIES

1.3.3 Docker BRI MR

BRT MR AR, Docker IMAEIEZ BEEIRAME, SR E—HME. RS, SER
FA%E.
1. B

Docker RGBT MAIETAHAHN —: 1B, BT, ZEIR. F EE. XEK®RE:
o U FARINSHEFIMRETE—
o U 7=BA "ER=s RS R
o U AN, —FapOMBERaITARER

# HEFENRE—X

$ git clone https://github.com/company/project.git
$ docker compose up

# STRHIIT R ERLESIF T

2. P REah

EREMNEHER/ LD SI1SIRIERS), M Docker FEEINEERTE IWEELBE.
EELNEE:
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BiIRE RN Docker &8

TRG ~60 ~0.5
MySQL ~90 ~3 b
522 Web KZF ~120 b ~5 b

ENESNUTHENEE:
o CI/CD itk BXMETEILoH, —KEHTEHE L/
o MY R RESIEREEIRIERSINES LS
o FFERAFLE: HREEZRSHTEL

3. BRABE

Docker REEHEREFHAIZ, TEAENNEETEBIRIER S, LI—8 64GB NFHIYIIRIRSS
==y LR

o EREMNGR: SMEIMNBTRETENRERSE (B8189MAW 2GB A7) |, ™4
RERFFH, LRIJBTNANREFTEREY 18GB,

o Docker FE: BREEHEBEINES, REMCHBDOEMITE (0S X524y 4GB) , B
A54Y 60GB BN EFEEERFEF LR A,
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Docker 5%
A 2 R X
YIEIRSSES (64GB WF)
&% 4GB OSK 5 |2t E IS5 5 (64GB PYFF)
X < 4N
STFRRIFIRE: 4 60GB FIFRRLAEPYS: £ 18GB
VM 1: 1
B 1 A 1 (& ZGEFOES)
(RESTE) -
VM 2: [y, 2
B 2: A 2 & 205?5)
(ZFTDEL)
VM 3: v
ERR 3: A 3 & 565?3)3
(ZFEDE)
4. TSRS
Docker 5832324 DevOps BT ERFE:
AR BoiEER& Bahilhd BohEE
(Git push) (docker build) (BERIEIT) (BERNER)

{&£F Dockerfile FE X RGMIEITIE, (£15:

o (EITE ATES. TEH
o HIABEMRIEER2ERENER
o F2& GitHub Actions £ Cl RFSCINBE RN
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5. IRHNER
Docker BILATESLFEEFA _HiET:
o @ HFFEM (macOS, Windows, Linux)
« @ AB= (AWS, Azure. GCP, HE=. BflZ)
o U FAE=HBEESIETD
o W jn%ag%EF loT
F—MER, EEEMSETERE N, XINATREERREHIER,
6. MIRSSZRENER
MARIMBRS AL FEMK IR B 28R, Docker 1ERATLA:
o BEERS: SMRBSSITEEISSETR, BEATH
o MR MMRSREE, BT WA
o MUHE: FH—MRSAHIMEMIRS
o BARZH: FARRSEILBAAEIESFIESE
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MRS 2RI
NAE
EIIEAES
(Node.js)
AP| B8 Worker 2528
(Python) (Go)
Redis 8§ PostgreSQL 2§

1.3.4 Docker ME&SHIz=2
EEINN, BARBIES=, Docker FHIFEM, LU THETREAKNES:
o FETLRENIGR: BEHEFETNNZ, BEEARINELYNL., NREETAZEENR
e, BN TeEERE,

- TERHFAZNZR: SRERBIENA%Z. NRNAFESFEMANRINZERZER, B8
BRI,

o Windows BE4RF: B Docker 373 Windows 2538, {BAEDSAY Linux SEEEN. (B4
Windows N RIS EHE.

o SMEMMA: Docker TEMEMIRSSIHAA, KH GUI MANSRUERTT, BBEE/AE
K.
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1.3.5 SEREMTAIRILRE

XTFERSEATEMSEIL, 558 1.2.3 Docker vs HPHIAN, ShAIRILLER, MR

o MEEER: RUWUBES 5-20% HMEERFE, MAssLREMRE,
o R{EHF|: Docker BRREGHIRSS. CICD. FEME, EMWIEGEZHER. BREFRT

=
2o
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AENE

FENG

o Docker B—MEREREIMITA, ONER FE—HE
o SEHINAELL, Docker EifE., EiRE, FFEFIEEXEES
e Docker E7F Linux A Namespace, Cgroups 1 Union FS AR
o Docker & T B RARREN (OC) FIESERE
Docker B9z OMNMERTLAB—aiEEE: ERANFA. Ui, PEEREF—H, RARXKIESERF

FBSE, £E5AA, WTFRRKEFARERN, Docker BEARR "BEAEE" NI, MR V&K
BE. ZTiCIRERIm. fRin. THEERESHEITAE, ZE Docker EBRELLRAI TIFES.

7 RIEReAEMOHEN? WS Issue 8 PR,
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F_EEFES

Docker EiF="NEARNTS:

o &R (Image): Docker {HGEE—MARINMRS, BT IRUSHETIHFARIRER. E. &
R, EESXMI, EEET—LNETHESN—LRESH WERSE. NEXE. AR
F). REMESEHIEHE, ERSENEZGEASHEEL.

o 7588 (Container): $%f8 (Image) FIZSES (Container) FUKER, HMEREMNSEFRRITHAY %
0 ) —+F, BEBRESRSHEN, DB EGEITIIAISEA, BETLKEIE. B, =1k,
bR, EHiEE.

o BFF (Repository): REIETAE, ALUMRBZAIEISRIBENLIEIT, BR, IRFER
HElkSs= LERAX MRS, HIIMFE—IEPRIEE. DKEERIIRSS, Docker Registry
BBIXFFRIARSS.

BfF7IX="MEZ, BiEMEFT Docker RIEENMERREHA.

FERE

e Docker =&
e Docker g8
e Docker BFE
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2.1 5%
21 5R%

Docker REIFNTREITHIED, HRITESHSTIWSIZEXEE., ATRRNRTRERER.
SEFRFIRR. ABHERLANZ OIS ERMETH.

211 —EERER

Docker FEE—MRIENRR, G2 TETMARBN—I: A8, &7, E. RRTEM
BCEXM. WMRA—IEL: REFGR IR 1S0 X, (RAILIRR—KERERREMN
ERERG, MAREABASWENR. B, —MRETLUEIRSIMER, MREFAESRELR

iy
o

2.1.2 FESBMERGHIXER
HAEPAIE, BIERGS Y P A IS

BFP=a)

MR, TR, E. BE&
...
(XEBD#FT BBk Docker
BR)

Linux PI#%

Bt EEENRIAZ
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SIF Linux TS, RZBIESESR root MIERFAKIRHEFTIESZE. Docker Hig AR L2
— root XI4H&RS.

f5lan, B ubuntu:24.04 BT —ETERM Ubuntu 24.04 F/INERSH root RS —1B
AEE Linux Rz (RABSEHEZBEENNARZ).

213 BEEIMTA?
Docker FERE—MIFFILIFRSE, B8

RERE anl

BFH RIFA 34T, Python/Node fi#FRS8
3 libc, OpenSSL. &FKifiZE
ECB~Y nginx.conf, my.cnf &

N PATH, LANG &7Ri&(E

ToHEE B, BEIRO. BEEEN
Kt

. @ B g

. O B85 F1E8 hSEE

o O BEEE NERAHEE
2.1.4 S EEME: SEenztigit

RED EFMETLHEIR Docker RECIFTERUMFEZ—. BT Union FS £, Docker BEMEERHTE
MEMEIRRE.

I LFESE?
E£EZINH, DEFER Docker RITIHIRITZ—.

BRIAFE=1NA, &ETF UbuntuizfT:
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Docker 32/ Eit: 620MB
NRE
App A 50MB App B 30MB App C 40MB
A
Ubuntu
(#£=) 500MB
S ERMMITERS?

EEZ A LFRAY Dockerfile KRS E

FROM ubuntu:24.04
RUN apt-get update
RUN apt-get install nginx
COPY app.conf /etc/nginx/

MR IERIRGREN

# %1 2 BMRSE (49 78MB)
# %2 B &@raxs/

#E3E TF

nginx

# F 4 F: SEHEEXH

Built with mdPress

EHAR (RHE) Hit: 1568 X

App A
Ubuntu 500MB

App B
Ubuntu 500MB

App C
Ubuntu 500MB



https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

28 4 2: COPY app.conf (R
1)
< BmaIIRYE

2 3 B nginx =X H (R
1E5

52 = apt BEEFT (RiX)

% 1 2: Ubuntu EMR %
(RiE)

<« BitiRGE

BEiER:

o RiE: MESHEATIEN
o IHE: SMREITUHREERNE
BT REUNEASEIZ

DEFHER Bkt

L EESHIRE. BEfX—mr LIS RERAEHENNRG. XERE: 8-BEINARKS
WICR, (B MRRERRRC, FERIERVMNERIFRA.
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## G X

FROM ubuntu:24.04
RUN apt-get update
RUN apt—get install -y build-essential # ZZ45ETE (9 200MB)

RUN make && make install # FHEH
RUN apt-get remove build-essential # HEMERmEELE

## ER BEAEE 200MB AIHELA!

## [Framt &

FROM ubuntu:24.04

RUN apt-get update && \
apt-get install -y build-essential && \
make && make install && \
apt-get remove -y build-essential && \
apt-get autoremove -y && \
rm —rf /var/lib/apt/lists/*

# RSl R, (. FE

BEERENSE

# BERGHIDE (BEA9ZICR)
$ docker history nginx:latest

IMAGE CREATED CREATED BY

abbd71f48f68 2 weeks ago  CMD ["nginx" "-g" "daemon off;"]
<missing> 2 weeks ago  STOPSIGNAL SIGQUIT

<missing> 2 weeks ago EXPOSE map[80/tcp:{}]

<missing> 2 weeks ago  ENTRYPOINT ["/docker-entrypoint.sh"]
<missing> 2

2.1.5 BEAIFRR
Docker H&EZHIREAT:

1

- RGBS

RI: [OREth/ ] S [HFE]

Built with mdPress
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SIZE
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## TEEDL
registry.example.com/myproject/myapp:v1.2.3
## 55 ({#FH Docker Hub)

nginx:1.25
ubuntu:24.04

# BISRE (BAA latest)

nginx # Z[F@F nginx:latest

2.8 ID: Content-Addressable friR

BMREE— N ETASITERE— D!

$ docker images

REPOSITORY  TAG IMAGE ID CREATED SIZE

nginx latest abbd71f48f68 2 weeks ago 187MB

ubuntu 24.04 ca2b0f26964c 3 weeks ago 78.1MB
3. RRHE

EiRHIR, BETREAERI SHA256 57!

$ docker images —-digests

REPOSITORY TAG DIGEST IMAGE
ID
nginx latest sha256:6db391d1c@cfb30588badbf72ea999404f2764184d8b8d10d89e8a9c6... abbd71f48168

FEEN: EEFNEERRGEENIFRE, EAGETLURES, BREEARTRAT,

2.1.6 FHEEIKR

Docker $#{&A]LABIS LA T A ZUIREN:
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Pap o

M Registry filEX
M Dockerfile f3&
MEREIRRZ
MIHHEEN

188

RHEAGI
SRS
REFERTE ()

BT

Built with mdPress

Nl

docker pull nginx
docker build -t myapp .
docker commit
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2.2 NE&
2.2 7588

Aea Docker FARIZL, BMNASLFHE TR, ATRBNERINAR. SEMTIIXE]. FiE
BEHILAR EasERIEESSHE, SEMEHT Docker &85,

2.21 —IREBEERR

DREREGNETIA. NRIERERVERR, PBASSHEMEHE. FERNREENAIEER
Wi BHREE (Class), FEEEMR (Instance),

o —MEEALILIESN B
o BYASEENY, BRI
o BesJLAEIE. Bah. FIE. Wkk. &HE

2.2.2 RENAR
. EEINA, ERX—RRER Docker BIXHE: BENARE— MTFHRIGHE.
Beritig (ETEBENAZL) e
- JIZHFZZ(E) g
- MY NHRG ;Ez o
o zﬂﬁm)ﬁlfﬁél‘a—_l /\?I{q:/%—fﬁ

XMPEEREET Linux #ZAY Namespace FRNLEIRY., BEARERINS:
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HESE: SEREFABEEN LAEMHTE,

RILE: SEEEIHNN P, WOASMEER.
XHRSGE: BEABMRIAY root BR.

FAF: A88MAY root FAFAREFEENAY root FAF.

2.2.3 %8 vs BHINL: ZOXE

REFESRETEMNTL. E&A—KERRA:
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Bes FrERssH=mEAZ) B (8 VM IE{T522 0S)
N FRE WA=Z) =
App A App A
App B App B
REE Guest OS (FBEEE%)
Container {8 Guest OS
Container {8 Guest OS
Docker Engine Hypervisor
Host OS Host OS
Hardware Hardware
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it
FRE 5!
[SE0RTE]
"@RGA
MEREIE
R

2.2.4 FRNEHE

3)%

FE4% (Namespace)

rﬁ
MO

AR (EEED)
MB %351
NFNE

HEBEENAZ

RN

4R (Hypervisor)
PEER

GB 3

5-20%

BEMIIAZ

BERASNEEETE TEENFANNRENMUERER. ATBENATRNITSEEAR

Copy-on-Write ¥l

BB + HER

LARS(TRY, Docker RERGHNRIZEZ LolE— AIBR (BR=FHEE):
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BeRFEE (UES)
BRisiThIEIE, ICRXG

T

BEENE (R

BHEEN-1E (RiF)

BEE1E (RiX)
BiiRGE

Copy-on-Write: ErtE4!
R B B R G EP ISR :
1. Docker iz 314 Sl DR FHEE

2. EAREEHTIEN
3. ELEE R

R BERNEERER (=, 530
Essft: SERRIESRRE, KRN (REXMEREEIER)
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L BEEFHEENERER

EERER: XENFREZRNN SRFHESEREGRABNE. SRR, LEMIR
g

#t BIERES, EAHIE

$ docker run -it ubuntu bash

root@abcl123:/# echo "important data" > /data.txt
root@abcl123:/# exit

#t MIREES

$ docker rm abc123

# HIEXT! REEIIERE!

IEFRREHRIFAMTT
ZPR Docker BRIELH;, BRFMENIZRET RS, FTEFANIEIENIZER:

ap: Tl ERBR
#iE# (Volume) Docker EI2AY7FE FuEZE. NFEEERE
48R (Bind Mount) EHBEINER FERIHZERD

## (EEEIES (1E7F)
$ docker run -v mydata:/var/lib/mysql mysql
## (EFIEES

$ docker run -v /host/path:/container/path nginx
XEUENES RS SHREHE, EEBEAET, MRy, UAREEEMiRmER.

2.2.5 FEEmER

EREEFRAEGEIXSTEEMELN Docker NAIFEEE. WE 2-1 i, BHRSEHMEIZEZIM
PREVTCEIRSIREE.
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T

docker create

RN

docker rm  docker stop

Stopped

docker rm

Deleted

®

= 2-1:

docker start

ker un
docker pausecIOC ERUnpause

Paused

docker rm

BeeEmEHINSREEE
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EREGESS

#H BIEHSHEE (REH)
$ docker run nginx
it DHEHEE

$ docker create nginx # BIERES (T550)
$ docker start abc123 # EIBEE

#H(EIEERE

$ docker stop abc123 # (LFEIE (K% SIGTERM, ZfFE41% SIGKILL)
$ docker kill abc123 # fEHEIE (EfERZE SIGKILL)

# HIE/%E (FHEH, EEEH)

$ docker pause abc123 # EEEEEAEHRE
$ docker unpause abcl23 # K&

## RERE

$ docker rm abc123 # MIBREIFILAIZES
$ docker rm -f abc123 # BEHIERE T RIS

2.2.6 FREHENRR

BOHES:: BRRREaEE = EHZ (PID 1) K944 EH7

#H FHEElT, BHE(T

# FHIERL, BEFLE

XHENA:

# X PBHELSVANRSY (bash REHABIELT)
$ docker run ubuntu
# XD BEESIFEEET (nginx (EAFFHFEIFEHE]T)

$ docker run nginx

HFAERISSERakia="h.
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2.2.7 FRENRENE

Docker Z28i@idLAT Namespace SCINRES :

Namespace EERE
PID HFZE ID
NET 2%

MNT XHES
UTS Fi<A

IPC HIZEEE
USER R

BIRNTHE? BIREESLI - 5= El,

Built with mdPress
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BeEA PID 1 Z2NAHE, &
FEEEHE DHE

JRIZTAIPIERAE, 1P HAE, U]
JRSZAIRBRANERR
IRSZAYEN AU
IRAESE. HEMS!

HIZA9FEFFI4E ID
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2.3 BFE
2.3 CE

Docker Registry RE& D AMNEEIZOEME. KTENE Registry PIEAEES. AHFIFABIR
SHNER, UEGNZEETE,

2.3.1 —aiFEEfR Registry
Docker Registry 2@ & Docker FEHIRSS, FUTFHBH GitHub HEEEK npm,

BEMETRE, TUELEELDET. BNREETEHMRS SR LFERAXNER, MEE—
EFAIFEF D 2RSS —IXHiZ Docker Registry,

2.3.2 IS
BB (HF Docker Registry, BEISEEHEC 5B (Repository). #7& (Tag) ZERIXZ,
Registry, BF. #REAIXER

Docker Registry E] LA &5 Repository, &4 Repository AJLAEEZA Tag., WE 2-2 Ff
=~ ElIZEEEEMNERXR.

Docker Registry (% Docker Hub)

Repository (BFE) : nginx

D

Repository (GF) : mysaql

B

2-2: Registry. Repository 5 Tag IBRKFXZHR

BREASEAIT:
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LA 1588 <l

Registry FHERERRIIRSS Docker Hub. ghcr.io
nginx, mysql,
Repository (BFF) E—HRRGES
mycompany/myapp
Tag (F72) CERBRAIRR latest, 1.25. alpine
RERTEER

—5eEAY Docker R&ZFRE Registry ik, FAFR/BARAE. CERMRSHN. THRESEE
BT RAEEREERE. EAEIUT:

[registry it/ 1 [BFR&/1BER 1RE]
=~

## TEET

registry.example.com/mycompany/myapp:v1.2.3

| | | L &
| | L oEg

| L mrg/an

L Registry it

## Docker Hub EBEFES (&5 registry FIFEFE)

nginx:1.25
ubuntu:24.04

## Docker Hub fBFE5
jwilder/nginx-proxy: latest
## Bfth Registry

ghcr.io/username/myapp:v1.0
gcr.io/google-containers/pause:3.6

FERT: WMRAIETE Registry Htit, BN Docker Hub, MIRAIEERE, BIAER

latest,
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2.3.3 A1t Registry IR

3L Registry IRSBZNFFAERM T ERAREHKEIERE. HPHERZEAYZ Docker Hub,

EAR Docker Hub

Docker Hub & KAIAEE Registry, thH2E Docker BYEKIA Registry,

R

o WBEXEELER (nginx, mysal, redis &)
o BEIKFOILIBIEATCRE
o MERKFXIFIAECRE

## M Docker Hub #7EViS(5

$ docker pull nginx # BHEG
$ docker pull bitnami/redis # FB=HiEE

## HEESEEZ Docker Hub

$ docker login
$ docker push username/myapp:vl1.0

Hfth/ 3t Registry

f& 7 Docker Hub, iABLATILNERIZALE Registry:

Registry it

GitHub Container Registry  ghcr.io

Google Container Registry  gcr.io

Quay.io quay.io
RSB RERIRS registry.cn-*aliyuncs.com

BR=ESBE GRS ccr.ccs.tencentyun.com
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2.3.4 BRINERS

HTFNERE, FEEREREE Docker Hub AIRERTRIE. HJLARCE HRIKINERS (Registry Mirror)
SKAME T8, ECERGIENT:

// /etc/docker/daemon.json
{
"registry-mirrors": [
"https://your-accelerator-url"
]
h

R ES RS E EARIIESRTTI,

L SERE. RENESFNTBMESERN, ERMEEINEETA.

2.3.5 fAT Registry
HFZ2MEFARNERE, W FFEFEEREECIFAB Registry, LUTR/UMERABESZE,
'B75 Registry &%

Docker E/FHRMHLT registry $5%, TTLARIEEZEFAR Registry:

## JSEI— 12 Registry
$ docker run -d -p 5000:5000 ——name registry registry:2
#Ht HERIEGE AN Registry

$ docker tag myapp:v1.0 localhost:5000/myapp:v1.0
$ docker push localhost:5000/myapp:v1.0

## MM Registry #7EX

$ docker pull localhost:5000/myapp:v1.0@

RAVRRRRTT S

B/ Registry THEeAEM, ©WIRSERUTAE:
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HE

Harbor

Nexus Repository

= RS

EEHEWN

R

CNCFINH, Inge<E (AFEE. mmEE.

REER)

ZHEFZMHImSEEY (Docker, Maven, npm )

fIEEZ ACR, B5Ilz= TCR, AWSECR

o /NEFIBA: BILASCRIE T Registry, fIZF3RIAT
o hABUEBA: 7S Harbor, IHEEs==RA RS Z:
o EFETIRS: BiZBs @Y Registry IREE&E

2.3.6 RRAUHEEFIAIE

ERHESAEX (Push) FOHEX (Pull) 24EM Docker Registry FUEAIf,

SR T{ERE

SNE 2-3 frr, BN ITAIMEIIZEHEXE! Registry, BHEFMEREGFHETT.

FREN R

docker build

HEERG

Registry ErERSSES

docker puysh ——» |

HEERG

| hems |

|

| «——————— docker pull |
| HIENGR |
| |
| docker run |
| BrEE |

2-3: REMRE. HEESHEE
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AW

## B3R Registry

$ docker login # &R Docker Hub
$ docker login registry.example.com # Z#EfH Registry

## UG

$ docker pull nginx:1.25

#H IRICEE (ESHEE)

$ docker tag myapp:latest registry.example.com/myteam/myapp:v1.0
#H IEEEG

$ docker push registry.example.com/myteam/myapp:v1.0

$ docker logout

2.3.7 RENREN
FEERALRESEP RGN, RETABNEERT.
EREARE

Docker Hub NE$E& (fr8 “Official Image” ¥xiR) 219 Docker BPANEF#Z, HEXEZRE., AN
T:

# B GTH

nginx + @ 275
mysql + @ 275
redis # @ 275

#H BoHEE (FEETHIAEE)

bitnami/redis # 4 ZETE
someuser/myapp # 4 FEELFHE

HBIEHETF(HE Sigstore [ Notation ARHITIRGFE B SIUE, Docker Content Trust (DCT) B
NEZMNER, REMESFIMBELZE.

T8 Cosign AR BERERIRGMECE, BERIFEHEENIRAREMELL,
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#H EE—TMIBSIIRAGE S

$ export IMAGE=<{REIBESZ>/nginx:1.27
$ docker pull nginx:1.27

$ docker tag nginx:1.27 $IMAGE

$ docker push $IMAGE

## EREERSH (24 cosign.key / cosign.pub)
$ cosign generate-key-pair

## (& Cosign BE5IGIE

$ cosign sign ——key cosign.key $IMAGE
$ cosign verify ——key cosign.pub $IMAGE

Pt i ]

## (& Docker Scout 1HEEGEH
$ docker scout cves nginx:latest
#t (EFF Trivy (FFREITH)

$ trivy image nginx:latest

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

AENE

RENG

RENET Docker U= MzUMEES:

BaEEMt4
258 vs EHIHL
R
LaERAN
“apfEHA

Registry

BEE (Repository)

& (Tag)

Docker Hub

FAB Registry

MEMRBEZ T H#E T Docker =zl
Docker, mhFSCEE!

w&. SRGE.

B

FUERORI FRER, BEIEITATER—Y]
ZEEIN, HEEME, BEx=a
MREARIER, R
HIBRRIERZIRC, ARV
BIRAEITEG], AREREAIHE
HEWZ, FRE, (ERETRES
EESIEb =S GINEPS

{59 Volume &% Bind Mount
572 (PID 1) 4B&

FEID REBEARS
F—HENREES

ARAHRIR, BKIAJS latest
EOARIRZE Registry

IV IERERS, 1E7F Harbor

2 BR BRETEE. BTk, ERMNFBRE

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

SIE{ERFSE

o ZREVER: M Registry THiR&

o {FFH Dockerfile FE4liE&: SIE2EINEG
Dockerfile Fz{ESCEs: MWESREREGAKIS
[EESCH - BXENHRS: RNIERD BEIRARE
o EnNEEE: FHANBSEREHIEIR

EaiET: BRSSEAAs ZENBRH"
HAS=E: WEREE TSR
HARETE: Volume FIEURIFANIER
Docker Hub: Docker Hub B4
NETE: BEFAE Registry

: JNIE, TLSECE
BENNERES: EEREINE

7 ROGERSEMGHEIN? IR Issue B PR,
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F=F L& Docker

Docker 939 stable test ¥ nightly =/ NEFHE,

BAMut RIS TILEESE, XBFENE Docker £ Linux, Windows 10 F] macos Y

e

RS
» Ubuntu

e Debian

e Fedora

e Windows 10/11
o EHRNOERES
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3.1 Ubuntu

3.1 Ubuntu

Ubuntu & Docker & BANIETIMNEZ —. ATENBUMAE Ubuntu RS EZ%E Docker, FHBi
EERNEGINE,

e ESBEE Docker APT RSN FEEHFEH apt a5 S %% Docker,

311 EETAE
a2 A, RNBEMARGIRAESEREER, HEETLHFEN AR,
RAER

Docker 3Z¥FEZ AR Ubuntu #ERSK. BRERIBAIRA LEARSE Docker FrhRAHIIFLEE
1, LAELZE 2026 F40H9/17 Ubuntu LTS (Long Term Support, HESZI) MR

e Ubuntu Noble 24.04 (LTS), Docker v29.x

o Ubuntu Jammy 22.04 (LTS), Docker v29.x

iR Ubuntu 20.04 LTS BF 2025 FERNESSS, FBHEFRTEE.

1€ Ubuntu LTS kAL, BB#J Docker x#f amd64, arm64., armhf, ppc64el, s390x & 5 NE
& MIE LTS IASTHEHNESEERL. B, LTS IRASIEE 5 RGPS, XHENRS
SIREBERKINLTEFRE, EItEErF=IMEhHEFER LTS RA,

EDER| AR A
|BhRAHY Docker #RA docker B docker-engine, {HFELATap<SENELIBMRA:
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$ for pkg in docker \
docker-engine \
docker.io \
docker—doc \
podman-docker \
containerd \
runc;

do

sudo apt remove $pkg;
done

3.1.2 {5 APT &%&

FT apt JIRER HTTPS LIBARIXIG PEUTIE R AKENR. Ett, FHIECHFRRINGER HTTPS &
BRARERLUR CAES.

$ sudo apt update

$ sudo apt install \
apt-transport-https \
ca-certificates \
curl \
gnupg \
lsb-release

ETEANSERE, BRENERERIE, BENRSEIRTES.
ATHEPART FEREBNEGENSE, FERNIEAIRRT 6Pc ZH.

$ curl —fsSL https://mirrors.aliyun.com/docker—ce/linux/ubuntu/gpg | sudo gpg ——dearmor —o /usr/shar
e/keyrings/docker—archive—keyring.gpg

# BOR
# $ curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg —--dearmor —o /usr/share/keyri
ngs/docker-archive-keyring.gpg

RIE, BAJFEZEE sources. list AN Docker #4R

$ echo \

"deb [arch=amd64 signed-by=/usr/share/keyrings/docker-archive-keyring.gpgl https://mirrors.aliyun.
com/docker-ce/linux/ubuntu \

$(lsb_release —cs) stable" | sudo tee /etc/apt/sources.list.d/docker.list > /dev/null

# BER

# $ echo |\

# "deb [arch=amd64 signed-by=/usr/share/keyrings/docker-archive-keyring.gpg] https://download.dock
er.com/linux/ubuntu \

# $(lsb_release —cs) stable" | sudo tee /etc/apt/sources.list.d/docker.list > /dev/null
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LA Ean S 2 INARERR AR Docker APT &R, WNRFEMiZhRZAH Docker 1545 stable 27

test,

4L Docker
B apt WHBETF, FHL%E docker—ce:

$ sudo apt update

$ sudo apt install docker-ce docker-ce-cli containerd.io

3.1.3 ERMIABaIR%=
MR BFFRFR R Docker BN T BNEREERIE, IRIMT —EEENZEMA, Ubuntu REE
DU EM AR, BINTLNEE —nirror METHERERIRHTRE:

R EENhRAY Docker, IBM test.docker.com XKENRAS

# $ curl -fsSL test.docker.com —o get-docker.sh

$ curl —-fsSL get.docker.com -0 get-docker.sh
$ sudo sh get-docker.sh ——mirror Aliyun

# $ sudo sh get-docker.sh ——mirror AzureChinaCloud

PTXAN LR, WAMSBEmRE—IIES TIFEEr, FEBIE Docker BIRSE (stable) MRAZETE
B,

3.1.4 551 Docker

$ sudo systemctl enable docker
$ sudo systemctl start docker

3.1.5 &7 docker FHF4H

BRABRT, docker §5<2(ER Unix socket 5 Docker B|25&if., T1RA root FAF# docker 2
BB AT LAEE Docker B|E2AY Unix socket, HFZeERE, —8#8 Linux RFK L ASEEGFEH
root FAF. Allt, EFRMMIERIEETEF docker BIFAFINA docker FHF4H.
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L 2B docker FAFPHEERET root 1R

BRFINA docker BRE TEIRIIT docker apPATEIA sudo ER], BXBRKEZAFT
R ZRNENRIRS root IR (FIUIBSESIREREITER) . NRFE—NSHEFH=
NEFRFE LERE, 7RSS ERFIALA, tit, EXefB8RXAEE2FERESRMEN
Rootless t53{, (Rootless mode), BRIFHEIRBET root IRRAYIEN FIE1T Docker SFHFHTE
MIB=R,

3237 docker 2H:

$ sudo groupadd docker

BHBIAAFI0N docker 4H:

$ sudo usermod —-aG docker $USER
BHIER®RmAEMER, HTTUE,

3.1.6 Ui Docker EEZLEIFH

$ docker run ——-rm hello-world

Unable to find image 'hello-world:latest' locally

latest: Pulling from library/hello-world

b8dfdel27a29: Pull complete

Digest: sha256:308866a43596e83578c7dfal5e27a73011bdd402185a84c5cd7f32a88b501a24
Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:
1. The Docker client contacted the Docker daemon.
2. The Docker daemon pulled the "hello-world" image from the Docker Hub.
(amd64)
3. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.
4. The Docker daemon streamed that output to the Docker client, which sent it
to your terminal.

To try something more ambitious, you can run an Ubuntu container with:
$ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https://hub.docker.com/

For more examples and ideas, visit:
https://docs.docker.com/get-started/
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HREEEBEHIALER, Wik,

3.1.7 GRENINE

NERAEEAEFEFARIAEN Docker & +24&18, BILABCE Docker

3.1.8 &E& 4

e Docker EF7 Ubuntu ZE=ESTRY
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3.2 Debian

3.2 Debian
Debian LAEHISEMZEFR, £ Docker FIBEBEERS., ATIEIES/RE Debian £55AY Docker Y%
i,

= {8 BEES Docker APT JERYIE RN FEEH apt i3S %2 Docker,

3.2.1 /BB TF

LARANBFAIGE Debian MRASHEN, FHEIEIBARALUERINR,
REK

Docker 3Z#5LA ™ hRASHY Debian #F&RSE:

e Debian Trixie 13 (stable)
e Debian Bookworm 12 (oldstable)

e Debian Bullseye 11 (LTS)

EDER| Bk A
|BhRZAHY Docker #RA docker B& docker-engine, {HFELATNAp<SENELIBMRA:

$ sudo apt—-get remove docker \
docker-engine \
docker.io

3.2.2 f§5F3 APT 23

FAT apt &£ HTTPS LUBIREA FEASIEFARER. Fit, HIESCFERINGER HTTPS £
BRI BN CAER,
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$ sudo apt-get update

$ sudo apt—-get install \
apt-transport-https \
ca-certificates \
curl \

gnupg \
lsb-release

ETERMNEER, BXNENERERE, BRRSEIRTES.
ATHEPART FESEENEGESE, FERIIEGRR GPC &R,

$ curl -fsSL https://mirrors.aliyun.com/docker—ce/linux/debian/gpg | sudo gpg ——dearmor -o /usr/shar
e/keyrings/docker—archive-keyring.gpg

# BER
# $ curl —fsSL https://download.docker.com/linux/debian/gpg | sudo gpg —--dearmor —-o /usr/share/keyri
ngs/docker-archive-keyring.gpg

RIE, BAIFZEM sources. list 70 Docker ER{4ER :

F—EHET Debian B9 Linux &1ThRS $(1sb_release -cs)' TIEALIRE Debian FILRALE, 4l
an [Kali Linux](https://www.kali.org/docs/policy/kali-linux-relationship-with-
debian/). [BunsenLabs Linux](https://www.bunsenlabs.org/)., EXEETRIENEEE TE
&SR " $(lsb_release —cs) &#aJg https://mirrors.aliyun.com/docker-ce/linux/debian/dists/

F373507 Debian fRAMCS, f5/40 buster,

$ echo \

"deb [arch=amd64 signed-by=/usr/share/keyrings/docker—-archive-keyring.gpgl https://mirrors.aliyun.
com/docker—-ce/linux/debian \

$(lsb_release -cs) stable" | sudo tee /etc/apt/sources.list.d/docker.list > /dev/null

# EFR

# $ echo |

# "deb [arch=amd64 signed-by=/usr/share/keyrings/docker-archive-keyring.gpg] https://download.dock
er.com/linux/debian |\

# $(lsb_release —-cs) stable" | sudo tee /etc/apt/sources.list.d/docker.list > /dev/null

LA Eap SR INiaERAR Docker APT J&, SERFJBENXIRAAY Docker {51 stable 224
test ., Debian11 B 88 A~ {# F§ /etc/apt/keyrings/ , 31 gpg BRI UUEREBR A
/etc/apt/trusted.gpg.d, Ul issue 15727,
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L4 Docker
BT apt SFBEF, FHLEE docker—ce,

$ sudo apt-get update

$ sudo apt-get install docker-ce docker—-ce-cli containerd.io

3.2.3 (FREHABE R
EMREFF A FRMET Docker B/ AT B RETTR, RHT—SFEENZEMA, Debian RSt
ATLVEFXERAZSE, BHMTLNET ——nirror Ml FRERIER 755

EREZEENARAY Docker, 1BM test.docker.com $REXRIZAS

# $ curl -fsSL test.docker.com -o get-docker.sh

$ curl —-fsSL get.docker.com —-o get-docker.sh
$ sudo sh get-docker.sh ——mirror Aliyun

# $ sudo sh get-docker.sh ——mirror AzureChinaCloud

PTX R, HAMSERIS—IIES TIEEEF, FEE Docker BIRE (stable) iRAZIEE
R,

3.2.4 [355] Docker

$ sudo systemctl enable docker
$ sudo systemctl start docker

3.2.5 #37 docker FHFR4H

TIANBIRT, docker apS<{EH Unix socket 5 Docker 5|Z&fl. MRA root FAF#F0 docker 2H
R P AT LAEIA Docker 5|2HY Unix socket, tHFEZEFEE, —h& Linux RFE_ L ASEHIZGER
root FAF. Alt, FHFIMIERIEEE(FER docker BIFFINAN docker FEF4H,
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L 2B docker FAFPHEERET root 1R

BRFINA docker BRE TEIRIIT docker apPATEIA sudo ER], BXBRKEZAFT
R ZRNENRIRS root IR (FIUIBSESIREREITER) . NRFE—NSHEFH=
NEFRFE LERE, 7RSS ERFIALA, tit, EXefB8RXAEE2FERESRMEN
Rootless t53{, (Rootless mode), BRIFHEIRBET root IRRAYIEN FIE1T Docker SFHFHTE
MIB=R,

3237 docker 2H:

$ sudo groupadd docker

BHBIAFI0N docker 4H:

$ sudo usermod —-aG docker $USER
BHIER®RmAEMER, HTTUE,

3.2.6 iz Docker AT

$ docker run ——-rm hello-world

Unable to find image 'hello-world:latest' locally

latest: Pulling from library/hello-world

b8dfdel27a29: Pull complete

Digest: sha256:308866a43596e83578c7dfal5e27a73011bdd402185a84c5cd7f32a88b501a24
Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:
1. The Docker client contacted the Docker daemon.
2. The Docker daemon pulled the "hello-world" image from the Docker Hub.
(amd64)
3. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.
4. The Docker daemon streamed that output to the Docker client, which sent it
to your terminal.

To try something more ambitious, you can run an Ubuntu container with:
$ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https://hub.docker.com/

For more examples and ideas, visit:
https://docs.docker.com/get-started/
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FREEEBHIEER, Wik,

3.2.7 HRINE

NERAEEAEFEFARIAE Docker &5+, BILABCE Docker

3.2.8 &E& Y

e Docker E77 Debian &Z3EXTRY
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3.3 Fedora

3.3 Fedora
Fedora fEAFARBIIGAY Linux &1T7hR, XI Docker BERFAISF. ATNAE Fedora LHIZE

=L Y)E 2B HEE Docker dnf JRAYE R FEIEER dnf dpS$%%E Docker,

3.3.1EFTE
RN Fedora KRAFESTSFIRS, FHEERIAARA.

RETEK
Docker SZ#5LA FHRAAY Fedora #B{ER S :

o 41
o 42

e 43

EDER| Bk A
|BkRAS89 Docker #RJ9 docker & docker-engine, {EFALATNER<EIE|BMRAS:

$ sudo dnf remove docker \
docker-client \
docker-client-latest \
docker—common \
docker-latest \
docker-latest-logrotate \
docker-logrotate \
docker-selinux \
docker—-engine-selinux \
docker-engine

3.3.2 {#iFH dnf 23
£/ dnf B EESRLRERFRAN, BETRENETNEE.

PUTIA T ap SRR :

Built with mdPress


https://getfedora.org/
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

$ sudo dnf -y install dnf-plugins-core

ETEANSERE, BRENERERIRE, BENREEIRTES.
AT NERYE AN dnf ER4R:

$ sudo dnf config-manager \
——add-repo \
https://mirrors.aliyun.com/docker-ce/linux/fedora/docker-ce.repo

$ sudo sed -i 's/download.docker.com/mirrors.aliyun.com\/docker-ce/g' /etc/yum.repos.d/docker-ce.rep
0

# ETR

# $ sudo dnf config-manager |\

# ——add-repo |

# https://download.docker.com/linux/fedora/docker—ce.repo

ANERFBEMXMRAR Docker iBERLA TS

$ sudo dnf config-manager —-set-enabled docker-ce-test

{REETLAZE R AR ASAY Docker

$ sudo dnf config-manager --set-disabled docker-ce-test

L% Docker
B5f dnf IR ETF, FF&%E docker——ce,

$ sudo dnf update
$ sudo dnf install docker-ce docker-ce-cli containerd.io

{RBATLAERRLA T A S RS EMRANHY Docker

$ dnf list docker-ce --showduplicates | sort -r
docker-ce.x86_64 18.06.1.ce-3.fc28 docker-ce-stable

$ sudo dnf -y install docker-ce-18.06.1.ce

3.3.3 [FANABmRE

ST AIMEF Docker ES AT BHEERE, RET —E[ERILEMA, Fedora Rt L
AILERXERAZR, BIMTLUEE —-nirror EIEREMIRHTRE:
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RSN kA Docker, 1BM test.docker.com FKEXRAS

# $ curl —-fsSL test.docker.com -o get-docker.sh

$ curl —-fsSL get.docker.com —-o get-docker.sh
$ sudo sh get-docker.sh ——mirror Aliyun

# $ sudo sh get-docker.sh ——mirror AzureChinaCloud

PTG LE, WAMSBEHMIS—IIERTIFEYF, FEIE Docker BIISE (stable) lRA%RE
TERFF.

3.3.4 [355 Docker

$ sudo systemctl enable docker
$ sudo systemctl start docker

3.3.5 &17 docker FAF4H

POANBIRT, docker apS<{EH Unix socket 5 Docker 5|Z&&. MRA root FAFF0 docker 2H
BIE A 8] LAI58] Docker 5|22/ Unix socket, HFZLEE[E, —i% Linux RFZ_LELASEEFEH
root FAF. Allt, EFRMERIEETEF docker BIFAFINA docker FHF4H.

L RLEE: docker FAFPAFRT root PR

RPN docker HEETEIRIAT docker dpSHIEIAN sudo FIER], BXBEKREZAFT
PR ZIRENENIRISRS root IR (HIANBTHERIRERETEE) . NRGFE—NSHFHE=E
HNEFRFELEE, 2RSS ERAFIMALAE. i, BEXeiERAZEEAESIRE
Rootless t£3{ (Rootless mode), BRIFAEIRBEA root tRRAIIER FIZE1T Docker SFRHFE
FNZses.

7237 docker 4H:

$ sudo groupadd docker

FERIAEFINA docker 4H:

$ sudo usermod —-aG docker $USER
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BHIRI®RAENER, #T0 N,

3.3.6 i Docker B 23 TEH

$ docker run —-rm hello-world

Unable to find image 'hello-world:latest' locally

latest: Pulling from library/hello-world

b8dfdel27a29: Pull complete

Digest: sha256:308866a43596e83578c7dfal5e27a73011bdd402185a84c5cd7132a88b501a24
Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working correctly.

To

1.
2.

To
$

generate this message, Docker took the following steps:

The Docker client contacted the Docker daemon.

The Docker daemon pulled the "hello-world" image from the Docker Hub.
(amd64)

. The Docker daemon created a new container from that image which runs the

executable that produces the output you are currently reading.

. The Docker daemon streamed that output to the Docker client, which sent it

to your terminal.

try something more ambitious, you can run an Ubuntu container with:
docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https://hub.docker.com/

For more examples and ideas, visit:
https://docs.docker.com/get-started/

HEEERERHULER, WiRAAZERRI.

3.3.7 FRINE

ANRIEFERIFET AR Docker (& +44218, ATLABCE Docker

3.3.8 &E

Docker E77 Fedora %4 =
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3.4 CentOS

3.4 CentOS

CentOS (RREZM A Rocky Linux, AlmaLinux) 2V RIRSZEEEBIRMER T, APNBEIXL
G L4 Docker BULER,

=& Y0ELEEE Docker YUM JERYIER FEEFEH yum f$%%E Docker,

3.41EFTIF
RRANEFDARGNRAFIPIARAHE Docker MIEITER,

REEK

L EERR: CentOS 8 BF 20214 12 B 31 HIELE4EH, CentOS7 2F 2024 4F 6 B 30
H&ER>S. ZBiIGRIB#R Rocky Linux g AlmaLinux {EAE.

Docker S7$5 64 SIhRZS CentOS Stream 9. Rocky Linux 8/9. AlmaLinux 8/9, FHBEEXRKNIZkRA
HNMETF 3.10.,

37 Rocky Linux, AlmalLinux Y CentOS Stream, ¥ETF(FEF dnf &S,

EDER| AR A
|BkRA89 Docker #RJ9 docker & docker-engine, SEFALATaR<EIE|BMRAS:

$ sudo yum remove docker \
docker-client \
docker-client-latest \
docker—-common \
docker-latest \
docker-latest-logrotate \
docker-logrotate \
docker-selinux \
docker-engine-selinux \
docker-engine \
docker-ce-cli \
containerd. io
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3.4.2 (F yum &%
{#F yum/dnf ZEEEETE Docker LapEEARIARAES .
PUTLA T an S &M -
§ sudo dnf install -y dnf-utils
ETERMNKZEE, BRENERERIR, ERNREEIRTES.

AT NERYE AN yum ERHR:

$ sudo dnf config-manager \
——add-repo \
https://mirrors.aliyun.com/docker—-ce/linux/centos/docker-ce.repo

$ sudo sed -i 's/download.docker.com/mirrors.aliyun.com\/docker-ce/g' /etc/yum.repos.d/docker-ce.rep
0

# BHR

# $ sudo dnf config-manager |\

# ——add-repo \

# https://download.docker.com/linux/centos/docker-ce.repo

WNEREENXIRARY Docker BHITLA TS

$ sudo dnf config-manager --set-enabled docker-ce-test

L2%E Docker
BT dnf BHRETR, F%%E docker—ce,

$ sudo dnf install docker-ce docker-ce-cli containerd.io

3.4.3 CentOS8 VMR E

CentOS 8/Stream BAIA{EFH nftables, Docker fEFThRAFEIRM nftables SCIGE I, (BE—LLIR
B TMAE e BRIFRS AR, HIRERIFEEMERE, TJLATIHRE] iptables [Gin:

B /etc/firewalld/firewalld.conf

## FirewallBackend=nftables

FirewallBackend=iptables

BEHITIN Ras<:
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$ firewall-cmd ——permanent —-zone=trusted ——add-interface=dockero

$ firewall-cmd —-reload

3.4.4 (FRMAB%RS

ENREFRIAEF Docker BN AT ENRIEME, RET —EERAZENAR, CentOS R L
AILAERAXENARZR, BINILUEN —nirror IEI{ERERIREH TR

EREZLEENLARAY Docker, 1EM test.docker.com SREXRIZAS

# $ curl -fsSL test.docker.com -o get-docker.sh

$ curl —-fsSL get.docker.com -0 get-docker.sh
$ sudo sh get-docker.sh ——mirror Aliyun

# $ sudo sh get-docker.sh ——mirror AzureChinaCloud

PTG LE, WAHMSBEHMIS—IIES TIFEYF, FEIE Docker RIFSRE (stable) lRAZIRIE
R,

3.4.5 [355 Docker

$ sudo systemctl enable docker
$ sudo systemctl start docker

3.4.6 #37 docker FHFR4H

FANBIRT, docker apS<{$H Unix socket 5 Docker 5|Z5& . MRA root FAF#F0 docker 22
BB Z | LAaE] Docker 5|EA3 Unix socket, HFLEEE, —f Linux RFR LASEZEFEH
root FHF. Alt, BFAMMIERIEEE[E docker BIFBFINA docker FHF4H,
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Z2EE: docker AFPEERT root IR

BRI docker HREETEIRFIT docker SpSHIHIN sudo IR, (BXBEWREZAFT
LR ZIRENENRISRS root IR (FlIaNEHEHIRERIZTESR) . UIRFE—SHAH=
NEFREALERE, 7BESSERFIIALA, Wi, E2efBXAREFERESREN
Rootless 3 (Rootless mode), BRIFEREIE root I PRAYIENR FiEfT Docker SHFHE
A8,

ZEN7 docker 4H:

$ sudo groupadd docker

BHBIAFI0N docker 4H:

$ sudo usermod —-aG docker $USER
BHEIARZRAERER, #7an ™,

3.4.7 Mzt Docker EE AT

$ docker run ——-rm hello-world

Unable to find image 'hello-world:latest' locally

latest: Pulling from library/hello-world

b8dfdel27a29: Pull complete

Digest: sha256:308866a43596e83578c7dfal5e27a73011bdd402185a84c5cd7f32a88b501a24
Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:
1. The Docker client contacted the Docker daemon.
2. The Docker daemon pulled the "hello-world" image from the Docker Hub.
(amd64)
3. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.
4. The Docker daemon streamed that output to the Docker client, which sent it
to your terminal.

To try something more ambitious, you can run an Ubuntu container with:
$ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https://hub.docker.com/

For more examples and ideas, visit:
https://docs.docker.com/get-started/

Built with mdPress


https://docs.docker.com/engine/security/rootless/
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

FREEEBHIEER, Wik,

3.4.8 HFFIHE

ANERIERE ISR AIIALEY Docker & +94518, TILAECE Docker

3.4.9 HRINRZSE
YNER7E CentOS {3 Docker BEZ| FHAUXLEE (= :

WARNING: bridge-nf-call-iptables is disabled
WARNING: bridge-nf-call-ip6tables is disabled

B IIAZECES LS RIXEIIRE.

$ sudo tee -a /etc/sysctl.conf <<-EOF
net.bridge.bridge-nf-call-ip6tables = 1
net.bridge.bridge-nf-call-iptables =1
EOF

RIEEFINEL sysctl. conf BIE]

$ sudo sysctl —p

3.4.10 && 34

e Docker BE77 CentOS &aE371Y.
o https://firewalld.org/2018/07/nftables-backend

e https://github.com/moby/libnetwork/issues/2496
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3.5 Raspberry Pi

3.5 Raspberry Pi

WEIRE ARM RERFEVMENMASITETENAT Z. AN BNEENEIR ERR

Docker,

28 YR BBECE Docker APT JRAYE R FEIEFEHH apt spS %% Docker,

3.5.1 RFEK
Docker XJ ARM ZEH5 5 RIFAISTES.

Docker AN 3245 x86_64 ZR{GAVITEN, REATESZHF ARM ZBHRVITEN, AXNTARBUNERE S
FEAX AR ARM Z249%2%E Docker,

Docker LA FIRAAY Raspberry Pi OS 12{E& %t :

e Raspberry Pi OS Trixie
e Raspberry Pi OS Bookworm
e Raspberry Pi OS Bullseye

£ Raspberry Pi 05 HRIBIRINF A SHEFNRERESSE A, HEERENEIRNE
%5 %, HET pebian,

3.5.2 {#iF APT &3
R APT BEERHITRR, MHBRRARREEEIRZ 2 M.

i apt V(R HTTPS LURIRIE TR s, Eit, BAIESSBERIER HTTPS f&
BRI CA R,

$ sudo apt-get update

$ sudo apt-get install \
apt-transport-https \
ca-certificates \
curl \
gnupg \
lsb-release
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ETEANSERR, BRENERERIE, BENREEIRTES.
ATHIART PR ERIGIENE, TERINXEIRRY GPC &1A.

$ sudo install -m 0755 -d /etc/apt/keyrings

$ curl —fsSL https://mirrors.aliyun.com/docker—-ce/linux/raspbian/gpg | sudo gpg —--dearmor -o /etc/ap
t/keyrings/docker.gpg

$ sudo chmod a+r /etc/apt/keyrings/docker.gpg

# BHR

# $ sudo install -m 0755 -d /etc/apt/keyrings

# $ curl —fsSL https://download.docker.com/linux/raspbian/gpg | sudo gpg ——dearmor —o /etc/apt/keyri
ngs/docker.gpg

# $ sudo chmod a+r /etc/apt/keyrings/docker.gpg

RE, BAiJFEZEM sources. list 70 Docker ER{4R :

$ echo \

"deb [arch=$(dpkg ——print-architecture) signed-by=/etc/apt/keyrings/docker.gpgl https://mirrors.al
iyun.com/docker-ce/linux/raspbian \

$(lsb_release -cs) stable" | sudo tee /etc/apt/sources.list.d/docker.list > /dev/null

# BER

# $ echo |

# "deb [arch=$(dpkg ——print-architecture) signed-by=/etc/apt/keyrings/docker.gpg] https://downloa
d.docker.com/linux/raspbian |\

# $(lsb_release —-cs) stable" | sudo tee /etc/apt/sources.list.d/docker.list > /dev/null

LU LSS ESHRINTREMRAAY Docker APT iR, MIRFZNIIX M ASAY Docker 1545 stable A

test,

IR

S

1E Raspberry Pi 0S Bullseye/Bookworm #, WNER{/R{EFH add-apt-repository i®I0JR, BIRESH
WA TIREE EFXHLER tee FAEXB N /etc/apt/sources. list.d/docker. list, BB

[AJRR) :
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Traceback (most recent call last):
File "/usr/bin/add-apt-repository", line 95, in <module>
sp = SoftwareProperties(options=options)
File "/usr/lib/python3/dist-packages/softwareproperties/SoftwareProperties.py", line 109, in __init

self.reload_sourceslist()
File "/usr/lib/python3/dist-packages/softwareproperties/SoftwareProperties.py", line 599, in reload
_sourceslist
self.distro.get_sources(self.sourceslist)
File "/usr/lib/python3/dist-packages/aptsources/distro.py", line 91, in get_sources
raise NoDistroTemplateException(
aptsources.distro.NoDistroTemplateException: Error: could not find a distribution template for Raspb
ian/bullseye

BISLA NS SFENRINEZIRE] /etc/apt/sources. list 4B OTfRR

$ echo '"deb [arch=$(dpkg ——print-architecture) signed-by=/etc/apt/keyrings/docker.gpg]l https://mirro
rs.aliyun.com/docker—ce/linux/raspbian $(lsb_release —cs) stable" | sudo tee —a /etc/apt/sources.lis
t

L =vey ]

# $ echo "deb [arch=$(dpkg ——print-architecture) signed-by=/etc/apt/keyrings/docker.gpg] https://dow
nload.docker.com/linux/raspbian $(lsb_release —cs) stable" | sudo tee -a /etc/apt/sources.list

L4E Docker
B apt MABETF, FHL%E docker—ce,

$ sudo apt-get update

$ sudo apt-get install docker-ce

3.5.3 ERAMAEMES

M EFF AR F Docker ES AT BN RERIE, RET —EEENTEMZA, Raspberry Pi
0S RF LAILMERXEMA TR, BH4LUBE —nirror IBERERIFFITRE

R EENhRAY Docker, 1BM test.docker.com FKENRAS
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# $ curl -fsSL test.docker.com -0 get-docker.sh

$ curl —-fsSL get.docker.com -0 get-docker.sh
$ sudo sh get-docker.sh ——mirror Aliyun

# $ sudo sh get-docker.sh ——mirror AzureChinaCloud

PITRENLE, WAMSBEHMIS—IES TIFEEF, FEIE Docker RIFSRE (stable) lRAZIIE
Rt

3.5.4 355 Docker

$ sudo systemctl enable docker
$ sudo systemctl start docker

3.5.5 &7 docker FHFP4H

FANBIRT, docker apS<{EH Unix socket 5 Docker 5|Z&&fl. MRA root FAF#F0 docker 2H
RIEF A8 LAiIE] Docker 5122/ Unix socket, HFZEEE, —MR Linux RF L ASEZFEH
root FAF. Altt, FHFIMIERIEEE(ER docker BIFBFINAN docker FHF4H,

L RZeEE: docker HFPEAFRT root PR

BRI docker BRETEIRIIT docker ApSAIHIAN sudo FIER, BXBEKREZEFT
AR BIRENENAIERS root KPR (FIINBISEHIRERIETHE) . URGE—NESHAFPHE
HWEFRZLERE, IBEESEAPMALEA, i, EXefEBRAEEERAESIREN
Rootless #&3{ (Rootless mode), BARIFEZBEHA root L RAVIENR NIZE1T Docker SFHRHE
AR,

ZE7 docker 4H:

$ sudo groupadd docker

BHBIAFPI0N docker 4H:

$ sudo usermod —-aG docker $USER

BHAERRIGFEFER, T TN,
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3.5.6 it Docker REZAETFHE

$ docker run ——rm hello-world

Unable to find image 'hello-world:latest' locally

latest: Pulling from library/hello-world

4ee5c797bcd7: Pull complete

Digest: sha256:308866a43596e83578c7dfal5e27a73011bdd402185a84c5cd7f32a88b501a24
Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:

1. The Docker client contacted the Docker daemon.

2. The Docker daemon pulled the "hello-world" image from the Docker Hub.
(arm32v7)

3. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.

4. The Docker daemon streamed that output to the Docker client, which sent it
to your terminal.

To try something more ambitious, you can run an Ubuntu container with:
$ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https://hub.docker.com/

For more examples and ideas, visit:
https://docs.docker.com/get-started/

FREERBHIALER, NIRRT,

“ER: *ARM FEEABE#H x86 $R1%, EE Raspberry Pi OS alff R &RiF A arm32v7 &
arme64v8,

3.5.7 GRGINE

ANERFEFEFAIFER AT Docker #{&+4518, TLABCE Docker
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3.6 Linux B&:L&3s
3.6 Linux &%

EFIMREP—IRERRIRB AMEIRR, A M BINAEEF RS =5 EBEERE Docker
SR FRRAR PRS2SR LT

QDocker—offile—instaII—top

3.6.1 CentOS/Rocky/AlmaLinux BZ:&%E Docker
ALEERIINNLZEIMNER, BELTEEHE—NIEE., ATNERWAE RHEL REITHRPHITE
i,

TR LAT4SLA CentOS 7 A, XF CentOS Stream 9. Rocky Linux 9 & AlmaLinux 9,
1518 yum B4 dnf, FEIKEGEREER e 17 B e19,

YUM ZB3 e 5
HEXTLIN, REATEEFMNEP—RSIGER MR SRR ER.
BT AR

# T EUB IR SR

wget -0 /etc/yum.repos.d/docker-ce.repo https://download.docker.com/linux/centos/docker—-ce. repo

sudo sed -i 's+download.docker.com+mirrors.tuna.tsinghua.edu.cn/docker-ce+' /etc/yum.repos.d/docker—
ce.repo

yum update
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sudo yum list docker-ce —--showduplicates|sort -r

Loading mirror speeds from cached hostfile
Loaded plugins: fastestmirror

docker—ce.x86_64 24.0.4-1.el7 docker—ce-stable
docker—ce.x86_64 3:19.03.7-3.el7 docker-ce-stable
docker—ce.x86_64 3:19.03.6-3.el7 docker-ce-stable
docker—ce.x86_64 3:19.03.5-3.el7 docker—ce-stable
docker-ce.x86_64 3:19.03.4-3.el7 docker-ce-stable
docker-ce.x86_64 3:19.03.3-3.el7 docker-ce-stable
docker-ce.x86_64 3:19.03.2-3.el7 docker-ce-stable
docker—ce.x86_64 3:19.03.1-3.el7 docker-ce-stable

THEFEREX 4k

sudo yum install —-downloadonly —--downloaddir=/tmp/docker24_offline_install/ docker-ce-24.0.4-1.el7
docker-ce-cli-24.0.4-1.el7
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Dependencies Resolved

Package Arch
Repository Size

Version

Installing:

docker-ce x86_64
docker 25 M

Installing for dependencies:

container-selinux noarch
extras 39 k
containerd.io x86_64
docker 23 M
docker-ce-cli x86_64
docker 40 M

Transaction Summary

24.0.4-1.

24.0.4-1.

24.0.4-1.

24.0.4-1.

el7

el7

el7

el7

Install 1 Package (+3 Dependent packages)

Total download size: 87 M

Installed size: 363 M

Background downloading packages, then exiting:
(1/4): container-selinux-24.0.4-1.el7.noarch.rpm
| 39 kB 00:00:00

(2/4): containerd.io-24.0.4-1.el7.x86_64.rpm

| 23 MB 00:00:00

(3/4): docker-ce-24.0.4-1.e17.x86_64.rpm

| 25 MB 00:00:00

(4/4): docker-ce-cli-24.0.4-1.el7.x86_64.rpm

| 40 MB 00:00:00

Total
118 MB/s | 87 MB 00:00:00
exiting because "Download Only" specified

SHEIBRIRGSR|ZEHNRZIE: C-N
o BRI, WRERA rom HSARERBINS RS

rpm -Uvh *.rpm ——nodeps —-force

BERIAhRA: C-N
THBIERAR G

AISE NN EIREE

sudo yum install yum-plugin-versionlock
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BRI

sudo yum versionlock add docker

BEEUEIIR

sudo yum versionlock list

Loaded plugins: fastestmirror, versionlock
3:docker-ce-24.0.4-1.el7.%
versionlock list done

WERTT=EEH

sudo yum install docker-ce

Loaded plugins: fastestmirror, versionlock

Loading mirror speeds from cached hostfile

Excluding 1 update due to versionlock (use "yum versionlock status" to show it)
Package 3:docker—-ce-24.0.4-1.el17.x86_64 already installed and latest version
Nothing to do

e

sudo yum versionlock delete docker-ce

Loaded plugins: fastestmirror, versionlock
Deleting versionlock for: 3:docker-ce-24.0.4-1.el7.%
versionlock deleted: 1

USRS

sudo yum versionlock delete all

YUM FithiRiRS25EE L% Docker
HEE 1SO FRSIBEEAH File JR

#t MIBRE SR
rm —f /etc/yum.repos.d/*
#t EEEASEIsoE &

mount /dev/cdrom /mnt
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##RINAHER

cat >/etc/yum.repos.d/local_files.repo<< EOF
[Local_Files]

name=Local_Files

baseurl=file:///mnt

enabled=1

gpgcheck=0
gpgkey=file:///mnt/RPM-GPG-KEY-Cent0S-7

EOF

#t TR IR, Z#createrepo it

yum clean all
yum install createrepo -y

HRIEA IS (5 BASE MR

## LdFapache JREES

yum install httpd -y

#H R

mount /dev/cdrom /mnt

## Fri#Ecentos HR

mkdir /var/www/html/base

#H SHPERARIXHEEINA ER E R

cp -R /mnt/Packages/* /var/www/html/base/
createrepo /var/www/html/base/

systemctl enable httpd
systemctl start httpd

TZ: Docker-CE & GE
EEMEIRSSES E & Docker-ce 8%

## FELEERIEGIRSI
wget -0 /etc/yum.repos.d/docker-ce.repo https://download.docker.com/linux/centos/docker—ce. repo

sudo sed -i 's+download.docker.com+mirrors.tuna.tsinghua.edu.cn/docker-ce+"' /etc/yum.repos.d/docker—
ce.repo
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## #F#E docker-ce HRE
mkdir /tmp/docker-ce/
# IEEGIREL G

reposync —-r docker-ce-stable -p /tmp/docker-ce/

SIECERS|
BT HAY docker-ce MRS HIFIELAIIRSS 25

## #HBdocker-ce X{4HSEESHIZE/var/www/html/docker—-ce
#t HEERS/

createrepo /var/www/html/docker—-ce/

YUM EFimZE: C...N

rm —f /etc/yum.repos.d/x

cat >/etc/yum.repos.d/local_files.repo<< EOF
[local_basel

name=1local_base

## MR BARSSESHEE

baseurl=http://x.x.x.x/base
enabled=1

gpgcheck=0

proxy=_none_

[docker_cel

name=docker_ce

## MR BARSSESHEE

baseurl=http://x.x.x.x/docker-ce
enabled=1

gpgcheck=0

proxy=_none_

EOF

Docker &3£: C...N

sudo yum makecache fast
sudo yum install docker-ce docker-ce-cli containerd.io
sudo systemctl enable docker

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

3.7 macOS

3.7 macOS

3.71 R EK

Docker Desktop for Mac BsRZ S EHR({ES macOS Sonoma 14.0 SEShRA, BINFRIISEIFIRA
B9 macOS,

3.7.2 %%k

L. Warning
A ETBREI: B 2021 5542, Docker Desktop X9faERll (AF 250 BERTBFRANDTF
1000 5355T) . NAGER. HEMIEELFRIMEA%RE, WTFEMELRER, FTEM0%E
U, BWEAREIEEMNE, SEBERTRENGE.

Docker Desktop 5 Mac FAF1RMH 7 74203 Docker K38, {RATLAISESR{ER Homebrew S F s &
TEARITRE,
{#5F Homebrew &%

Homebrew B9 Cask B4237#% Docker Desktop for Mac, EtaJLAEAERIER Homebrew Cask
kit TR

$ brew install --cask docker

FITEHZE
WMREFZEFNTE, BRI TEHE TE Docker Desktop for Mac,

ANRIREYEEARIEERTZ Apple Silicon 5 (arm64 2814), iBREIA T8 T Docker Desktop
for Mac, {RAJLATEE A XAEERSAMBVAE,

g0 macOS HERM—#F, RIEmAFEREE, WEHTERY .dng XE, PAEKABRIY Moby RYfiRE
EtRiERE] Application AREIA] (HIEFZBMABFEN).
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g

3.7.3 =17

MEIFBER 2] Docker ElFH AHRIEIT.

P

ET2IE, SEA LARREERS T — M MREEL, X MEFRRBET Docker FHEITIRES.
g

BRI EEFA IR,

m

2R, (RETMERHEIT SR ELEERA Docker KR,

$ docker —-version
Docker version 27.0.3, build 7d4bcd8

WNER docker version, docker info #BIEEAYE, ATLARIRIZIT— Noinx RS32S:

$ docker run -d -p 80:80 --name webserver nginx

R$ZIE1T/E, ®LAISA http://localhost, WNEREZIT “Welcome to nginx! ", HEistBH Docker
Desktop for Mac &3m0 7T .

e
E(Z1E Nginx RS 2EFHMFEHITTERGS !

$ docker stop webserver
$ docker rm webserver

3.7.4 BEIHE

WNEREERIFEFAIAEY Docker &+ E18, BILAECE Docker [E

3.7.5 &%z

== o 4
[
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3.8 Windows 10/11

3.8 Windows 10/11

1£ Windows & L, Docker Desktop 127 522/ Docker FAIRE, AT NEBEE Windows
10/11 ERZEMELE.

3.8.1 RGEK

Docker Desktop for Windows 4% 64 M hR4NEY Windows 11 8¢ Windows 10 (EEFF/ZE Hyper-V),
HEFZ(EF Windows 11,

3.8.2%%

. Warning

BAAFaIBRE): B 2021 &2, Docker Desktop X3faBell (/M F 250 ERTBEFWNDTF
1000 BZE5T) - DNAEA. HEIERIIFRIMBMARE, SSTFEMEW AR, B2
iR, ®UEFEIREINXGE, SEEERFRERAE.

FaTEREZR

mELA T T Z Docker Desktop for Windows,
TEIFZ [EXWTE Docker Desktop Installer.exe FHAZREE,

fEFAwinget®%

$ winget install Docker.DockerDesktop

3.8.3 £ WSL2 i={T Docker

A{RRY Windows iR A3 Windows 10 E MV hRERZREEMR v1903 K LA EARABILAER WSL2 iE1T
Docker, BE{AREEZE Docker Desktop WSL 2 backend,

3.8.4i=1T

£ Windows £ Zt=# )\ Docker 5 Docker Desktop FHRI=1T,
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g
Docker [BaZ =1t Windows {EE+=H IR E EFR,
e

EFRA, HtRaERERIERT, 1B Docker BEIAIN, ZE{RTLAFTF PowerShell {5 F3

Docker,

HE={EF Windows Terminal 7££%im{$EF Docker,

3.8.5 FRINE

SNERFEEFAE R ARIMAEN Docker $Ff&+5%18, FILABCE Docker E

3.8.6 && 4k

e WSL 2 Support is coming_to Windows 10 Versions 1903 and 1909
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9 BRIRIMERS
O FRIRHNIEEEE

EIRM Docker Hub fIERG BRI SIBRIEME, RS LARCE BR&INERS,

LR BEINESENTBEMEET. BiERIB AR docker-practice/docker-registry-cn-
mirror-test BEE R HRIFULAISCAPIAT.

3.9 HEFRENRE
SR RRERAR, RIVEFUT/VRGHRINERESR, IR,

1. =IRSZB/ARF: KA FEREREERHIAZINESS (WATERE)
2. FMARRAR: FRERE N AR E T BRI A T INESS
3. REAR: NBEEKM, ofeE HTTP IEEEi5a) Docker Hub

o MEZNNE:E (FEFRIKETANNELELL)

AT LA AtomHub O[{E5E IME&ARSS https://hub.atomgit. com AFHITNE,

hub.atomgit.com (REBEFHLELEER, ALIREIFENNER.

3.9.2 Ubuntu 22.04+, Debian 12+, Rocky/Alma/CentOS Stream 9+

BaiER Linux ZThHISEER systemd HTIRSEIR, XEBENEIEEFER systemd BY Linux &
Th P EC B SRS MRS,

BRI T®SS, BEZEABE docker. service FPHECEIT FHGMBIE,

$ systemctl cat docker | grep '\-\-registry\-mirror'

MR Zp<SBRE, IBABHIT $ systemctl cat docker BE ExecStart= HIIRIMIE, BRI/
XN B RIS —-registry-mirror SENEE, HiZE T RNSBHITERE.

MR ESGSEEEOmY, BBARBLATE /etc/docker/daemon. json FEAIMNTASD (R (E
RFEEFEZUY)
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{
"registry-mirrors": [
"https://hub.atomgit.com"
1
}

TR, —EERIBZERFS json #58, &M Docker EABERHN.

ZIREFHIEEIRSS.

$ sudo systemctl daemon-reload
$ sudo systemctl restart docker

3.9.3 Windows 10/11

SFFEF windows 10/11 FUFHF, TEES=3E4 Docker BlirAAESERILEE Change settings,
FIAEEEOREANSASKEIERE Docker Engine, EAMIGTIA—1F4RIE json X, ZEaRE
Apply & Restart {RfFf5 Docker iREEFHMNABERYREIIL T,

{
"registry-mirrors": [
"https://hub.atomgit.com"
]
¥
3.9.4 macOS
X3 F{#F macOS RIFIF, TEESS1= /1 Docker Desktop N FBEIFR -> Settings..., FEAMSHR

SCERERE Docker Engine, FEAMIG TIL—HELREE json X, BHTHRZE, =i Apply &
restart #%fH, Docker fiSESHN AR EAVRGEIEILT

{
"registry-mirrors": [
"https://hub.atomgit.com"
]
}

3.9.5 IENNEREETLRL
T $ docker info, WNIRMERPEREITUTHS, HEBBCERID.
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Registry Mirrors:
https://hub.atomgit.com/

3.9.6 Kubernetes B &&itthhT
SR EZSSEERSEGPO->EEIER T,

Kubernetes #t X BIS B &MU M k8s.gcr.io ITFBE! registry.k8s.io, ERINHT(E AT
i.lto

—RRIBR TR RRIRRE

$ docker pull registry.k8s.io/xxx

3.9.7 T BRHUIRSHIRR

REREAFRMRS, FINTHRGINERS, SEERGUEERE, (RTLUNRGERESIRT
HEREA.

e https://dockerhub.azk8s.cn BEFAT

e https://reg-mirror.giniu.com

e https://registry.docker-cn.com

e https://hub-mirror.c.163.com

e https://mirror.baidubce.com

7Y watch (WEALA) B&EMHXA GitHub BF, HMSELERZMNEEMEIIIRES.

3.9.8 =iREH
U RS TIRAL T (VBLPIER HIaMEERIRSS, MG Docker IE{TER AR ATLUEIEEN].

o B&Iflz= https://mirror.ccs.tencentyun.com
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3.10 FrasLietstE
310 FFRESIRHRHE

—L& docker ap S ELINREN Y SEIRRHE FFERTABERER, BIRBIATAEHITIRE.

3.10.1 Docker CLI B{sCi4Fit
CLI fUSCIS B R B ST ATHIFINEE. SFEENE, ERFIRATXESFTEEENZA.
M v20.10 fRAEFFEE, Docker CLI iGN SN, TEBHITREHIRER TN

BTE,

3.10.2 /3 dockerd BYSCIG4HYE
Y@4g /etc/docker/daemon. json, FEUNT%HE

{

""experimental”: true

F
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AENG
ABE

Docker SXFFESHMTFE LLRMER, EFESENTRASTVZINFIEER Docker BIFE—,

Fh = SE
Ubuntu/Debian B APT BFE
CentOS/Fedora BE7 YUM/DNF GF
macOS Docker Desktop
Windows 10/11 Docker Desktop (WSL 2)
Raspberry Pi BATEHA
SR TiHtIaRsE

ge =Ll

KeE, BT TS IIUE Docker EHBIEE TIE:

$ docker version
$ docker run —-rm hello-world

SIE{ER[5isE

o BRINIESS: RRENHENESIENR
o FRESCIOHEM: (FRIEFETINREE
e Docker Hub: BERFE&GE

7 RIGEREBUHEIN? WAL Issue B PR,
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Roo=AIss, HEFAE
SEER L) SELinux BB B SEHE

Efft&EE, 88 Compose
#0 Kubernetes

HEF WSL 2 [5i%
3ZF ARM ZEH4

BT EEMAIARSS 25
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FIIE ARG

EZRIRINBT, F(IFERER Docker I=XAEMHZ—.

Docker IZ{T&R =A% R AMEFENINAYRS, WMRAMATFEXERES, Docker 2MNRGEEBETH
5.

FERE

AEBNEBESXTRENRET, 8fF:

. Bl

o HHBRASIHbERER

o FIFH commit PRARESI&MIAY,
{5 Dockerfile FEFIEFIR
RS E

WRARR: REFHEERIEE

£ Docker Engine v29 R [E4ihRA, Docker £HLEIAERT containerd image store

(BT 1ERB classic store) . X—RERMKRHIAIZET, FWE Docker i TXJ OCI
Image Index F[] Attestations (f5I4N1ER4H provenance EJEIFARS SBOM H{44pklisE) K&
EAMT I, EEEHITZELL docker buildx build ——provenance=mode=min ——-sbom=true &
EfEAREFEETER (U docker buildx imagetools inspect) B, ET#UEREBSHRIGEIE
— A EETAIEFER RS, AENESII NS T Re—RFHE.
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4.1 FREGER
4.1 IREVRAR:

M Docker =& B ERBURESAIIBRE Docker IBERIE—F. ATENBUAER docker pull a5

TEHEER, LARANIERE T EIE.,
4.1.1 docker pull i<
NEECEERERBRAIRSRE docker pull:
docker pull [¥EHI] [Registryltst/ ] QR [:475]
BEEREN
Docker {5 ZFRH Registry ibllt, FFE. CESHIRESER

docker.io / library / ubuntu : 24.04

T T T T

| | | |
Registryittit A& CESZ FRes
(ATEH8) (AT&R%)

BRER 188

Registry itk RIECEIL
FBR& RGRTRRAF /AR
BE& RGER

TREs WRAFRIR
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library (E753%%)
WIETE
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Pl

## RS

$ docker pull docker.io/library/ubuntu:24.04
## BBE Registry (ZtiAk Docker Hub)

$ docker pull library/ubuntu:24.04
## BB library (BEFE4)

$ docker pull ubuntu:24.04

# BisE (BOA latest)

$ docker pull ubuntu

# HRB=TTR5

$ docker pull bitnami/redis:latest
## MEfE Registry fuHX

$ docker pull ghcr.io/username/myapp:v1.0

4.1.2 TEIITERENT
SEAUT docker pull @RS, Docker RINHIFAMAT THVE. LLHAIA ubuntu:24. 04 Fofilsk

RTIXEER.

$ docker pull ubuntu:24.04

24.04: Pulling from library/ubuntu

92dc2a97ff99: Pull complete

bel3a9d27eb8: Pull complete

c8299583700a: Pull complete

Digest: sha256:4bc3ae6596938cb@d9e5ac51all52ec9dcac2alc50829c74abd9c4361e321b26
Status: Downloaded newer image for ubuntu:24.04

docker.io/library/ubuntu:24.04
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) e

BHRE e
Pulling from library/ubuntu IEEMNET ubuntu GEEHIEX
92dc2a97ff99: Pull complete ZENTEIRE (B2 ID A 12 1)
Digest: sha256:... BHEASHHE—REE
docker.io/library/ubuntu:24.04 BRIRRISSEBR

SETR

MNEHFILAESR, RERE 2B TH RY:

ubuntu:24.04 (%

553/ ¢8299583700a
(BFE, BdTH)

22 be13a9d27eb8
(FEHR... BR%)

12 92dc2a97ff99
(FEH... 55Ak)

MRAMWEEHERENE, Docker BT TE, TEToarlAIE.,
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4.1.3 ERiEm

docker pull B TFEMIATKHEARBR TEFER, GINITHABERE., B

il UL

—-all-tags, -a RIENFR

-—platform EEFE

——quiet, —q BRI
EE¥s

7£ Apple Silicon Mac _EH7EY x86 &% :

$ docker pull ——platform linux/amd64 nginx

4.1.4 FIBRIEST
HEGGE, TUETERES:

## HIEREEE

$ docker pull ubuntu:24.04

## BITEEE

$ docker run -it —-rm ubuntu:24.04 bash
root@e7009c6ce357:/# cat /etc/os-release

PRETTY_NAME="Ubuntu 24.04 LTS"

root@e7009c6cel357:/# exit

SHLRE

*F;u

Built with mdPress
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24 1588

-it RERRimED,
—rm BHEBskRESes
bash EE}J'”%/V‘\

docker run EEENSHR pull 5%, BILLEEARAFZTERMEHIT docker pull,

4.1.5 FGIME
M Docker Hub FEATEERRIE. RILABCE FRIGNNERS

// /etc/docker/daemon.json (Linux)
// ~/.docker/daemon.json (Docker Desktop)

{
"registry-mirrors": [
"https://your-accelerator-url"

]
}

BLE/EE/g Docker:

$ sudo systemctl restart docker # Linux

## BY7E Docker Desktop HES

SR RINREET,

4.1.6 Wit GiGs<EE
ATHR THROBERERENENS B, BITTIURREEIHE Digest).
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EERGRE

$ docker images —-digests ubuntu

REPOSITORY TAG DIGEST IMAGE
ID
ubuntu 24.04 sha256:4bc3ae6596938cb@d9e5ac51all52ec9dcac2alc50829c74abd9c4361e321b26 ca2bo
£26964c

S FRFEERIEY

FRERN AR 2 HRAEE

$ docker pull ubuntu@sha256:4bc3ae6596938cb@d9e5ac51all52ec9dcac2alc50829c74abd9c4361e321b26

FEEN: EFRREREEMNIMAE, EAGEENES, BENEARATERY,

4.1.7 BIRERE

fEfEF docker pull T2, AIRERIBEITHEREE. REFAFESHETEAREFRE. LT
—LE REERIHEE .

Q: TEERERE
1. B ERGINE=S

2. I EM RIS
- SIHATEE/NRYRGMRZAS (40 alpine Z&{K)

Q: RTFREAFTE
Error: pull access denied, repository does not exist
AIRERE

o BEBHBEER
o FABRGEARES (FE docker login)
o BERIBSLATFE
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Q: HEERTEFE

# BN EBRIR S

$ docker image prune
i EEERTE A ERER

$ docker system prune
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4.2 5 HER
4.2 FIHES

ETETHREE, FITTLUER docker image s apFIHABEN, ERIHRE.

4.21 EXAE

BEAME TEAVRES:
$ docker image 1s
REPOSITORY  TAG IMAGE ID CREATED SIZE
redis latest 5f515359c7f8 5 days ago 183MB
nginx latest 05a60462f8ba 5 days ago 181MB
ubuntu 24.04 329ed837d508 3 days ago 78MB
ubuntu noble 329ed837d508 3 days ago 78MB

. docker images 2 docker image 1s B9f&E, MBS,

4.2.2 Hth=rEisiae

docker image ls @pEUABIHASIREECER. r&. R=&K ID. CIENEMSATEFER.

=RED Lz

REPOSITORY BER

TAG & (W)

IMAGE ID REE—R (& 1D, 7112 {2)
CREATED Bl E

SIZE Aith 5 A=)

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

RA—R&S MRS

AR LMY ubuntu:24.04 1 ubuntu:noble BB IMAGE ID—EMIRE—1MEGHNAER

&, RAB—pEE=E.

4.2.3 BfREGK

Docker RERIA/NTRESHATEEIEBRISUHKINEGFIARE, XiFREIDEFEIE.

MK/ vs Hub BRA/N

e 1719 Vi
Docker Hub 29MB
docker image Is 78MB
SCRRRE RS

HTRERDEFE FRRETERZAERNE:

ubuntu:24.04 nginx: latest redis: latest

v |

HEEME < |

Altt, docker image s RFRIRFA/NZFD > SCIREEEE S .

BEhR=ESA
$ docker system df
TYPE TOTAL ACTIVE SIZE RECLAIMABLE
Images 15 3 2.5GB 1.8GB (72%)
Containers 5 2 100MB 80MB (80%)
Local Volumes 8 2 500MB 400MB (80%)
Build Cache 0 0 0B 0B
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4.2.4 1 EHEG

FEERHIRGIERIEN, HNFEEFRRILIUREBAFTERER. Docker IR T ZMITIES

=
ROERTE

## FYHFFAE ubuntu 15

$ docker images ubuntu

REPOSITORY  TAG

ubuntu 24.04

ubuntu noble

ubuntu 22.04
ROESTIRETIE

IMAGE ID

329ed837d508
329ed837d508
alb2c3d4e5f6

$ docker images ubuntu:24.04

REPOSITORY TAG
ubuntu 24.04

{EFRIT 5. --filter
e
dangling=true
before=t2{%&
since=t{&

label=key=value

reference=pattern

IMAGE ID
329ed837d508

SIZE
78MB
78MB
72MB

SIZE
78MB

1588

ERREG
ERRG ARl
ERERZREE
& LABEL iJii8

RBFRETU
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## FIH nginx Z/EBIZERIEG

$ docker images -f since=nginx: latest
## FILFTER latest FRESHIBE

$ docker images —-f reference='x:latest'
## FIHFIGE LABEL HIEE

$ docker images —f label=maintainer=example@email.com

4.2.5 BRHEE

EREIIRE, (FUESER—LCERIIREER/ <none> RIRER, XEREHMNERRE.
HLRERESR

BERTIREERREZRA <none> AYRER:

$ docker images

REPOSITORY  TAG IMAGE ID SIZE
<none> <none> 00285df0df87 342MB

1. BIEEFERE: FEGERTIAEGRIRS, HEGIrSEEiR
2. docker pull EHr: HEVEFMRARS, |BRAKEZIRE

WEESHES

## JHESHRE
$ docker images -f dangling=true
## MRS

$ docker image prune
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4.2.6 FEERE

BRYEERIRMER, docker image s BUAFIHMNRARERG. BE—RERN TINEREIE.
BESNARRMFENTFERRR.

BEE%RG: aahEE

$ docker images -a

SETRETFERGE —XERWEIETERNFEE, HEMDREMRIET.

L AERRRPERRE. SNEEMMRGIKE, NrSSBEERETEER. MRRERS
FeEmEEABREENTEE.

4.2.7 g\
ATREMAERRBREXEER, HATTUUER —fornat SEEREE AHIER.

Rt ID

$ docker images -q
5f515359c7f8
05a60462f8ba
329ed837d508

FRTE SRS

# W ErEEG

$ docker rmi $(docker images -q)
## MIRATE redis 15

$ docker rmi $(docker images —-q redis)

B5cE ID

$ docker images —-no-trunc
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BEE

$ docker images —--digests

REPOSITORY TAG DIGEST IMAGE ID
nginx latest sha256:b4f@edbdebs5... e43d811ce2f4
\)
BEXE

{£R Go tEiRiIEZBE N :

#t HE7 ID HICES

$ docker images —-format "{{.ID}}: {{.Repository}}"
5f515359c7f8: redis

05a60462f8ba: nginx

329ed837d508: ubuntu

# R (FhE)

$ docker images —-format "table {{.Repository}\t{{.Tag}I\t{{.Size}}"
REPOSITORY TAG SIZE

redis latest  183MB

nginx latest  181MB

ubuntu 24.04 78MB

B FRtEAR=FRR

=rED UL
.1ID BE&ID
.Repository CER
.Tag FR&S
.Digest wE
.CreatedSince IR EEIRIATE)
.CreatedAt BlERTIE]
.Size NN
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4.2.8 BRw<SHE

##t FIHHrEEGEREX, #XIHF (FEXRE sort m<
$ docker images —-format "{{.Size}}\t{{.Repository}}:{{.Tag}}" | sort -h

## BELHATF 500MB A9EE

$ docker images —-format "{{.Size}}\t{{.Repository}}:{{.Tag}}" | grep -E "~[0-9]1+GB|~[5-9] [0-9]{2}M
BII

#t SHEGSZE

$ docker images —-format "{{.Repository}}:{{.Tag}}" > images.txt

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

4.3 HFRAHI RS
4.3 HFRAHBER SR

SABFERMRER, FNTLUSERNRLEREEZE. AN ERRRGNERGIE.

431 BEXRi%
{#H docker image rm HHPRANHBES (&

$ docker image rm [BEIN] <@&(&1> [<@&E2> ...]

. docker rmi & docker image rm (VEE, FMEZE.

4.3.2 FFIRRTI
IR BEEET, ATLMERSHATIEERE:

B 15388 Bl

5| 1D ID B9RIJ UL (EE 3-4 i) docker rmi 501

KID FTEAYEA 1D docker rmi 501ad78535f0. ..
REEIRE CEATIIRE docker rmi redis:alpine

docker rmi

RIRHE BHRNASRE

nginx@sha256:...
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{sEFa%E 1D kR

$ docker image 1s

REPOSITORY  TAG IMAGE ID SIZE
redis alpine 501ad78535f0  30MB
nginx latest e43d811lce2f4  142MB

#t RFEHNEBX D HIET LT
$ docker rmi 501

Untagged: redis:alpine
Deleted: sha256:501ad78535f0...

EFRRE SR

$ docker rmi redis:alpine
Untagged: redis:alpine
Deleted: sha256:501ad78535f0...

(SEFEFS RS
HERREST, &ERTF CI/ICD 38!

# BERGEE
$ docker images —--digests

REPOSITORY  TAG DIGEST IMAGE ID
nginx latest sha256:b4f0edbdeb5. .. e43d811lce2f4

#t (EEERR

$ docker rmi nginx@sha256:b4f0e@bdeb578043cleab862f0d40ccdafe32a4a582f3be235a3b164422be228

4.3.3 BimHER

HATMBREs </, Docker EH—RIIRIFICR, BERXLEEEEHTRIIZEREGRFRAIT
I8

MpREGITSERIME(EE . Untagged #] Deleted

$ docker rmi redis:alpine

Untagged: redis:alpine

Untagged: redis@sha256:f1led3708f538b537eb9c2a7dd50dc90a706f7debd7e1196c9264edeea521a86d
Deleted: sha256:501ad78535f015d88872e13fa87a828425117e3d28075d0c117932b@5bf189b7
Deleted: sha256:96167737e29ca8e9d74982ef2a0dda76ed7b430da55e321c071fodbff8c2899b
Deleted: sha256:32770d1dcf835f192cafd6b9263b7b597a1778a403a1l09%e2cc2ee866f74adf23
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Untagged vs Deleted

21 ax

Untagged ERRBRBRANRE

Deleted i GREREE NS e
il

Docker 21 MiRGEREE AR RKMEEMITEER, REEMAATARIRINZ 2EIER T
E.
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(docker rmi redis:alpine>

HBRIAE

1. Untag: 8% redis:alpine
FREs

2. i ERARBEMIRESE
Gl

H Untag, AHiBx 3. IR BB K

4. N ERITZEMRR, BE
BEERGWRAMREGER

&g, FEmbR
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iEdaE KA

{ !

REBIZE Deleted (HIERIZE)

4.3.4 HEEMER
FH— P —MURESIREDL, Docker LT inage prune B shell BABSREIUET
H,

HERFTE R R&
FERHRA (dangling): IRBEIMERIRE, BERIBRAEFTHRAESREER

# BEEEREE

$ docker images —-f dangling=true
#H MRESEG

$ docker image prune

#Ht TSI

$ docker image prune -f

HBRFrERAERRERS

# MIBRATEIR BIREZEEBRIE S
$ docker image prune -a
#H (REFRUT 24 /)\ATEY

$ docker image prune -a —-filter "until=24h"
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TR HRRR

## MRS redis 5

$ docker rmi $(docker images —-q redis)

## MIBE mongo:8.0 ZEIHIETEEE

$ docker rmi $(docker images —-q —-f before=mongo:8.0)

## IR ESELZ BIRSE 5

$ docker image prune -a ——filter "until=168h" # 7&A/

4.3.5 MRS H WRE

TEMIFRIRERS, Docker AIRESIRTHIRAHEBIIT, X

[RE—: BE=RMH

$ docker rmi nginx

i

BEATHILRMIEEERIRIR.

Error: conflict: unable to remove repository reference '"nginx"
(must force) - container abcl23 is using its referenced image

fRRAR:

# TTEL: ST RS

$ docker rm abc123
$ docker rmi nginx

# HER2: EFINRRS (BESIANETT,

$ docker rmi -f nginx

RE=: ZMrEiERE—R=E

$ docker images

REPOSITORY TAG IMAGE ID
ubuntu 24.04  ca2b@f26964c
ubuntu latest ca2b0f26964c

$ docker rmi ubuntu:24.04
Untagged: ubuntu:24.04

1B 4B EIEN &a)

# [F—TEE

#t HEBLENE, BEIGFE (FAFE ubuntu:latest JEHE)
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HR—MEEESMRERT, docker rmi REMPRMEEINGFE, T2MRGEERS,

FRE=: #HEMRGES: FEE

$ docker rmi some_base_image
Error: image has dependent child images

FIEEREHREMDRGAE, TiEMiR. FESHRMRENERS.

4.3.6 BRATIEFM

UpE S 183
dangling=true EE%G
before=&(& ERRGZAE
since=fk ERRGEZE
label=key=value iR&giE
reference=pattern REFRER

4.3.7 iSTRRH

B

-f dangling=true

—f before=mongo:3.2
-f since=mongo:3.2
-f label=version=1.0

—-f reference="'x:latest’

HXIRRAIAE FFAEAE vs £773MR), HAIMIZRAFRRIREGBERE.

FRINS

## R EEE SRR
$ docker image prune -f
# —SEEBERTE R EER

$ docker system prune -a
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CI/CD IRi5

# RRERITIEBAIRS

$ docker image prune -a —-filter "until=72h" -f

BEETEGHA
$ docker system df
TYPE TOTAL
Images 15
Containers 5
Local Volumes 8
Build Cache 0

ACTIVE
3

2
2
0

SIZE
2.5GB
100MB
500MB
0B

RECLAIMABLE
1.8GB (72%)
80MB (80%)
400MB (80%)
0B
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4.4 F)H commit IEBREGIERK
4.4 A commit IR EEIIRK

IR MRERNFE, GYUENNEEENAS, BEEFITE—T,

iEE: docker commit S RTFEI 2, EE—LAFHRIIN S, HWIIWNERFREFEIISDE,

BE, AE(FH docker commit EFHES, EHIRENIZEER Dockerfile K5efk. WNR{FEEES!
BHRISEE /5.

RGEARNEM, BXHIT docker run URHMEREBSIEEIMEBIENBRHZTRIEM. TZaIHY
BFh, FERAIFFERRERE3 ETF Docker Hub B9, BHEFERAXLEGETLIEE—ENE
K, MEXLRGLEEERESKE, RIIMFEEHIXLES. F RN/ LS HENAE
HISEE,

FER—TFZaiEMZFRNR, BGREZSEFE, 5—EEEn—ENEM EHTRIEXN,; mAsE
EHELEZSERFME, EEURGAEME, TEEM FI—EEARSZTIINEEE.

WAELEFAILAES— Web BRSZ=2001F, KiAERGRIAMERN.

$ docker run -—-name webserver -d -p 80:80 nginx

XEMSSH nginx RIGEE—1"S88, MBI webserver, FHEMETT 80 imH, XHEERAITLAR
NLEEEEIGANXA nginx FRSSEE.

WMREBEANIZITAY Docker, APATILAEREAA: http://localhost, YNRZBEEMN. =iRS:S
Z%ER Docker, MIFEEIZ localhost AR EE LR IRSS S8,

EEEANSAEE, FIISERIENAR Nginx YOBIRHE,
B

WE, MERNIEBZAERXNWIDRE, FNFBEMHEIIE Docker B9 F, FANIATLAER
docker exec S HADEE, EXHAZR,

$ docker exec —-it webserver bash

root@3729b97e8226: /# echo '<hl>Hello, Docker!</h1l>' > /usr/share/nginx/html/index.html

root@3729b97e8226: /# exit
exit
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BMNUARZRERZRmSVHN webserver FaF, FAITT bash a5, BHRIRE— N TIERIER
Shell,

SNE, A <h1>Hello, Docker'!</h1> &% J /usr/share/nginx/html/index.html FIRZE.
WERNBRIFNERE, SRIIATHENE T,
e

BEAMEN T FIRHIYE, BHEN T BRFEE. T LUBET docker diff apSERIEIRRY
Kzl

$ docker diff webserver

C /root

A /root/.bash_history

C /run

/usr

/usr/share

/usr/share/nginx
/usr/share/nginx/html
/usr/share/nginx/html/index.html
/var

/var/cache

C /var/cache/nginx

A /var/cache/nginx/client_temp
A /var/cache/nginx/fastcgi_temp
A /var/cache/nginx/proxy_temp

A /var/cache/nginx/scgi_temp

A /var/cache/nginx/uwsgi_temp

OO0 o000 00

IMAEFAIERIT 7N, BIBERISERT TRZARS.

EME, SENIET I ERNEHME WRAERBHIE), FIMMREEASXHERSAFCRTE
BEEFMEZEE. M Docker 2T —4 docker commit &3>, BILUEBB/IEFMEERTE FREANE
&. BAFERE, REEREREGENEMLE, BSNLESESNFEE, FERFNER. USRS
ITXNFRGHIR, MSRERERsSRENNHEZIL.

docker commit BOiE/EME S

docker commit [#I] <BFRIDHBRE> [<CER>[:<irE>]1]

HATT LA TERISB SRR TR
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$ docker commit \

——author "Tao Wang <twang2218@gmail.com>" \

——message "{EXTEIARTT" \

webserver \

nginx:v2
sha256:07e33465974800ce65751acc279adcbed2dc5ed4e0838f8b86T0c87aal795214

Hreh —author ZIEEEKEIEE, M ——message MRIBRARIERHIANE., X=F] git MAIEFHIE
B, NEXEXLEEATLISIEES,

FAIRTLATE docker image s REEIXNMHTEHIBIERG:

$ docker image 1ls nginx

REPOSITORY TAG IMAGE ID CREATED SIZE

nginx v2 07e334659748 9 seconds ago 181.5 MB
nginx 1.27 05a60462f8ba 12 days ago 181.5 MB
nginx latest e43d811ce2f4 4 weeks ago 181.5 MB

HADERTLLA docker history EfABEERGANALICR, R nginx: latest FIAFIER,
A IS RIFE T HAININIFRIZ X —F,

$ docker history nginx:v2

IMAGE CREATED CREATED BY SIZE
COMMENT

07e334659748 54 seconds ago nginx —-g daemon off; 95 B
180T BRIARITT

e43d811lce2f4 4 weeks ago /bin/sh —-c #(nop) CMD [“nginx" "-g" "daemon 0B
<missing> 4 weeks ago /bin/sh —c #(nop) EXPOSE 443/tcp 80/tcp 0B
<missing> 4 weeks ago /bin/sh -c ln -sf /dev/stdout /var/log/nginx/ 22 B
<missing> 4 weeks ago /bin/sh —-c apt-key adv —-keyserver hkp://pgp. 58.46 MB
<missing> 4 weeks ago /bin/sh -c #(nop) ENV NGINX_VERSION=1.27.0-1 0B
<missing> 4 weeks ago /bin/sh —c #(nop) MAINTAINER NGINX Docker Ma @ B
<missing> 4 weeks ago /bin/sh -c #(nop) CMD ["/bin/bash"] 0 B
<missing> 4 weeks ago /bin/sh —c #(nop) ADD file:23aa41893e3288698c 123 MB

FHIRGESTE, BATTUARSITX MRS,

docker run ——name web2 -d -p 81:80 nginx:v2

BB RS I RORRSS S web2, FEEMSTE] 813801, VI http://localhost:81 BEIER, &
ABMIZF N BHEXERY webserver —#E,

Zt, HNFE—RTH T EFER, FERIYR docker commit @<, FaHREAIBNBEGRNTH
—E, ARG, MRESEFMEMNZE T EENAIRE.

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

4.4.1 18P docker commit

{$5F docker commit An<>EAAILALLIREMANEBNIRRRE D BFEIES, BESRIMEFFHA
SIXFEER.

B, NRFHEMRZEIM docker diff webserver IR, RERIR T EEBEE NN
/usr/share/nginx/html/index.html 3Z{45h, BFRSHHIT, EEREHESEEHRNT . X
N B ERAREIE, IRELERHE. RmECE, IPSBEAENTXNBWAIEEK, B
SEURGIRIIER,

ItE5h, R docker commit BIAEMEMNRENRFHEEBERIE, ERREGERTRN BER
&, BREER, REKRTHFREGNAMNBRTEFASDS. EAERNRS, BIARKTTMNE
M. mME, BMERXMFRENA, S—REBEBEEZCERARRERE. XMREREGIHE
TERAEREREERY.

mE, BRZBIRMNEEERISEFENRS, RIREN, ZANE—EHRASREN
THY, BEIER, FHAERRNERRNEEISREHITIFS, 0. B, A& E—F. !
SR{EF docker commit FIFHRER, LARBEMEKANE, B—RIEKEILREENEN—X, AR
BREY E—ERRAHASER, 2—BNERRIREX MRS, BERATIELEE, XeikR
REDNRERD.

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

4.5 {EF3 Dockerfile B4i85(5:
4.5 {$FH Dockerfile ‘B45E{&

MRIZARY docker commit R9ZIH, FATTLUTHEER, HRENESISEIR EMEESIE—ERAINRY
BoE. 4. IRTNMTUBE—RER. ©&. HE. BIENGSEHEA—THE, BXMHEER
R, EFEER, BAZAHRRNTEZESHEM, REEERZEPMNER. AREAMES
fRIR, XMHIARZ Dockerfile,

Dockerfile @—1MNAXHEH, EREAET—5%M 18< (Instruction), 5—&KI5S10E—F, EIb
B—XIESHINE, HERAZEN LI,

4.5.1 {5 docker init HiEGIEE: #EE

Docker 12t 7 docker init #p<, RILARIEINB X B Bah4 L Dockerfile, .dockerignore #[]
compose.yam| 314

$ docker init

Zan SR EMIARITIESEES (40 Go. Node.js, Python. RustZF), HAERMSRIELEAIEE
X, ITHIE, XEHEFRELSHE.

4.5.2 FFheIEE Dockerfile
ELAZ BIES] nginx S8, XXRFEAER Dockerfile &,
E—NEABRT, EX—NAXYE, Fap2 9 Dockerfile:

$ mkdir mynginx
$ cd mynginx
$ touch Dockerfile

HREA:

FROM nginx
RUN echo '<hl>Hello, Docker!</h1>' > /usr/share/nginx/html/index.html

XA Dockerfile Rf&ER, —HRR1T, WKRE|THSIES, FROM F RUN,
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4.5.3 FROM 1S EEm (g

FrBEHIHEG, IB—ERU—NMEGAEM, BE ERTES. MEEIIZENETT— nginx £
GBS, BRTEN—EF, BEMRGREYMISEN. M FroM fi2iEE EMEEH, Et—
Dockerfile A FROM 2EAVIES, FEVMZEFE —KIES.

£ Docker Hub FEIFEZHIERENELRSR, BUUERSFREMIIIRSRAIRE, 0 nginx,
redis, mongo. mysql, httpd. php. tomcat ZF; tBHE—LSFEFA. WE. ETEIMESNARY
%%, % node. openjdk. python. ruby. golang &, BILMEEFPIH—MEAEEHIIFLZEIR
BRI ERREHTES.

MRZEHRIFTNRSZSNERS, EARGPIERRMT —LEAHEMBRERSAESR, 0 ubuntu,
debian, centos. fedora, alpine &, XYHR{ERFGEATNNRE T ES @Y B=E.

BRTIEEINBRENEMZFERIN, Docker MFE—MFIARIRE, B scratch, XPMREEEM
RIS, HASLREE, BRI ZEBERE.

FROM scratch

INSMRLA scratch AEMGBGRNE, BEREFRALUETRGHE], BT RMERNIESBIENRE
F—EFHAFE.

RLMEARFAERM, BERGTHITXEHERRRGIMUEAREN, T Linux FEESHRmIFRIE
Rk, AAEERRERARMHIETNSE, MEN—IEHELETRTHERET, EitEE
FROM scratch RULREIAFRENINNG, £ Co IBSTARINABRESFERAXMIIURHIFRE,
XtEEBAINA Go RiFHIEGERMIRS IEINESHREZ—.

4.5.4 RUN HifTap<

RUN 15 ZREHAITa<1Tan ORI, BT <SITRISEARES], RN IBSEEHRIRGHN2RERIES
Z—. HEEmR:

o shell 183\: RN <@<>, BUGERERSTTMARGS—HE. NI S/ Dockerfile FAEJ RUN
IEOHBXMET.

RUN echo '<hl>Hello, Docker!</h1l>"' > /usr/share/nginx/html/index.html

o exec 18T\ RUN [“ETHUTIME", “S#1”, “2#2"], XEGEREEREFRIE.
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Dockerfile PEF—MESESEIL—E, RUIN BAFISN, B— RN 9178, BRFORIZEAIFIE
BERIOIRE—E: FET—F, BENTXEGS, HITERE, commit X—EAUEK, MREh
AURE.

TR
B— RN IEEBETTE—MFRIRGEE. ATHDREERNELR, BIBESBES I wSE
FEI— RUN 15T,

EEET RN ISOMIEERE. BETE AEEER. (58 pipefail &) & Union Fs HIEHIE
HIS7S, 5209 S5 Dockerfile $OEAR T RUN 124 /H5,

BRREMFER Dockerfile, W7 EE—FIESHIERMENER. £ 21E Dockerfile 1854¥
fift =h, FA)EXT COPY, ADD, CMD, ENTRYPOINT SEHi5<SHTIFMIHAR.

4.5.5 MR RR

T, iEBRIBEREIZEIESIEY nginx ${5H9 Dockerfile 3k, MERK(IBAR Ti1X4 Dockerfile IR
B, BBALLEAISRAEXAMERIE.

7 Dockerfile MA4FRFEERNIT:

$ docker build -t nginx:v3 .

Sending build context to Docker daemon 2.048 kB

Step 1 : FROM nginx

———> e43d811lce2f4

Step 2 : RUN echo '<hl>Hello, Docker!</h1>' > /usr/share/nginx/html/index.html
———> Running in 9cdc27646c¢c7b

———> 44aa4490ce2c

Removing intermediate container 9cdc27646c7b

Successfully built 44aa4490ce2c

MaSHEEERP, HAITLUEHRNERIRGEIMEEITE. 7 Step 2 P, WREFBAIZBIFTRAIAR
B, RIN IES BT —1NBE8 9cdc27646c7b, T TRAIEKRMN G S, HARBRRTX—E
44aa4490ce2c, BEEMIER T FTARZEIAYX A28 9cdc27646¢7b,

XEBAWERT docker build gL TIRGMEE, HigZU)9:

docker build [&IN] <Lt 32882 /URL/—>

EXBHINEETREZRGHEIR -t nginx:v3, MEMINGE, BAITLMEZENETT nginx:v2 ABEE
FKIZITXNEER, HERSH nginx:v2 —FE,
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4.5.6 GGt T

NRFE, £F8F docker build BLREE— .. . TSBIESH, M Dockerfile MEXREIE
F, EADZZELUX/MNEREIEISE Dockerfile FRITEIRRR, IXAIBBESCERNERNY, IR
SN _EERNGRSIEI, ReJgtakl, XEFEREE F TR, BBAt42 ETXR?

EISERA TR docker build O T{ERIE, Docker 1EIZ{TATS /9 Docker 3|2 (b EIRSZIHTHF
HIZ) =i TH, Docker B3| E424t T —4H REST API, ##RJ/9 Docker Remote API, Ti#l
docker & IXHNZEFIHTE, NEWITIXH API 5 Docker 3|2 EH, MNMFKETINAEL,
I, BAFRELERINFGEEANBITEF docker THRE, BLfR L, —IERREERINTEERTR
TERRSSim (Docker 5|28) SRk, tBEJXF C/S &I, LI NREITIEIRSSESAY Docker 5|25
mZ4s.

SEANHITREWENIR, FIEMEEFHESET RN 59T, SESFTERF—LEXHNHEE
HEtEEE, L@ copy 1<%, ADD $§<$%F, 1M docker build apdMERER, HLHIMEARMA
2, MmEERSm, W2 Docker 5|EFMER, BPAEXMEFin/iRSHIVZRIT, EFHE
LIRSS ImIRIE A4 e ?

X5 IANT ERXAIEEE. SHERHER, BRSIEEWERE L TXXAIEEIE, docker build Ag<
BAXNRRE, SRBETHREREHIE, AGLLEL Docker 5|2, X Docker 5|ZUFIX
METXEE, BAMSIKEERRETEI—IM

WNERTE Dockerfile FIXAE:

COPY ./package.json /app/

EHAREEHIHIT docker build S ATERIBE R TAY package. json, tHAZEEH Dockerfile flf
EBERTHY package. json, MEEH T3 (context) BRTHY package. json,

A, copy XEIESHHREXENERERENELR, XBERVFELESAN A copy
../package.json /app B COPY /opt/xxxx /app ToiALIEIRE, FAXLEFSEBHT LT
XASEE, Docker 5|ZEFAIRGXLEAIERINM. MNRENFEIL N, MZEBENIEFHEI LT
X EHRPE.

BEMATLIEENIZRIAS<S docker build -t nginx:v3 . XA ., SCRR ERFEIEE L TIXHIE
3R, docker build ApLRRFZBR THIRBFI LS Docker 5|ZLAREIERE.

WNERMER docker build i, FAIESLELER7IXNMNRIXETANTRE:
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$ docker build -t nginx:v3 .
Sending build context to Docker daemon 2.048 kB

BFEE F X TREOESREREN, BRIl —EARZAER. WNELyFETTAIL coPY
/opt/xxxx /app AL{ElE, FRTHERE Dockerfile MEITHERIEEREWE, RAI docker
build #T/E, HRIE—NIL1 GB RIZKRA, RAEREMEREDEELY. IRENXFMLERE
if docker build FJEEMER, XEBARERER.

—RKi, ROZSIE Dockerfile EF—1MTERT, HEFMERERT. IR ZBRTKEMEX
%, BBANZIEFRR S EHI—midk, WRER MELRIHSIA T EERELS Docker 5|2,
BBARILAR .gitignore —HEHUEIZE— .dockerignore, IZMHRATIMRATEEN L TXUE
1#45 Docker 5|2RY,

AR LB ANRUA . BIERE Dockerfile FRIEERIE? XERNAEEANBR T, WRAEIME
TE Dockerfile B9iE, B ETXBR AR Dockerfile BYSUE/ESI Dockerfile,

XRZHIAITS, SEFRLE Dockerfile RUMMHRHARERUINN Dockerfile, MEFAERYLI
FLETXERF, LLAIATLAR -f ../Dockerfile.php SEFEEREANUHHEA Dockerfile,

HR, —RARIBUENSERBIARNESE Dockerfile, IRSBHBTREWELTXER
.

4.5.7 H'E docker build %

EfZH Git repo {713

HIHRELEEET, docker build RSZHIM URL #4952, ECANRTLAEREM Git repo HRHERE:

## $env:DOCKER_BUILDKIT=0
## export DOCKER_BUILDKIT=0

$ docker build -t hello-world https://github.com/docker-library/hello-world.git#master:amd64/hello-w
orld

Step 1/3 : FROM scratch

——>

Step 2/3 : COPY hello /

———> ac779757d46e

Step 3/3 : CMD ["/hello"]

———> Running in d2a513a760ed
Removing intermediate container d2a513a760ed
———> 038ad4142d2b
Successfully built 038ad4142d2b
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XITHSIEE THWEER Git repo, HBEIEEDIZ /N master, BRI /amd64/hello-

world/, #Afg Docker BieBE % git clone XAMNRE. REEES . HIHANZIEEEREF
=i ATE
FRETERY tar E45E R

$ docker build http://server/context.tar.gz

SNERATEEHAT URL 21 Gitrepo, MR tar E488, 8B4 Docker 3IZELTHXANE, FEW
fREge, LIEFA LT, FHataE.

MBI\ FEE] Dockerfile B THa%R

docker build - < Dockerfile

%

cat Dockerfile | docker build -

NRIMEMNENRIR XA, WEEA Dockerfile, FFFAIEE. XM XNBTFEEMIE
BIFPIEEN Dockerfile RS, BiRBLTX, RLWARTLMGEM TS ZEBBFRTLUS A4 copy 1
RIBZRIFER.

MRERA IR E R ER SR T

$ docker build - < context.tar.gz

INREIREBMANRIAEIUZ gzip. bzip2 LAK xz BUIE, BEEHALTYERER, BEEGEE
7, BEEMNLTX, A,
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4.6 HetlFRE&RIS0
4.6 HESHERGATT

FRT PRI Dockerfile ERGRGAVA AN, ATFRMSHRERMBEERER, BEMAT —LHE
FiERLERER.

4.6.1 M rootfs [E48E82 SN\

&, docker import [¥EIA] <3Z{4>|<URL>|- [<BEZ>[:<in&>11]

FEaERRILIRAMI G, T2 Web X4, EEERNRERASER, EREEKaERSE / BRE
7. AERFIREGE—EER.

EEans( MBEEUE—4> OpenVZ AY Ubuntu 16.04 EHRATH(E :

$ docker import \
http://download.openvz.org/template/precreated/ubuntu-16.04-x86_64.tar.gz \
openvz/ubuntu:16.04

Downloading from http://download.openvz.org/template/precreated/ubuntu-16.04-x86_64.tar.gz
sha256:412b8fc3e3f786dca0197834a698932b9c51b69bd8cf49e100c35d38c9879213

X <SHINTE T ubuntu-16.04-x86_64.tar.gz X4, HBEEMBXEHEREFSN, FHEREFA
$5{%& openvz/ubuntu:16.04,

SNINE, FEATTLAR docker image s BEIXMNENRIRGE:

$ docker image ls openvz/ubuntu
REPOSITORY TAG IMAGE ID CREATED SIZE
openvz/ubuntu 16.04 412b8fc3e3f7 55 seconds ago 505MB

INRFANEEHLLRNE, SEZMAPESNRIHEE:

$ docker history openvz/ubuntu:16.04

IMAGE CREATED CREATED BY SIZE COMMENT
f477a6e18e98 About a minute ago 214.9 MB Imported from htt
p://download.openvz.org/template/precreated/ubuntu-16.04-x86_64.tar.gz

4.6.2 Docker EEHNISAFISH docker save F[] docker load

Docker if42{H 7T docker save ] docker load <, BLMEHRGIRTFA— I, AEEREIS—
MIB L, BINEk. XEERHE Docker Registry BIRYHiE, MECSEARHER, RETBNZE
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(/3 Docker Registry, FTiIERHEE(ER Docker Hub iR 2(ERMMFAR Registry #EILA,
REEE

{53 docker save IS A LUSHRIGIRF TR,

EEanFA IR BIRFIX A alpine &,

$ docker image ls alpine
REPOSITORY TAG IMAGE ID CREATED SIZE
alpine latest baa5d63471ea 5 weeks ago 4.803 MB

RFRGIGSA:

$ docker save alpine -o filename
$ file filename
filename: POSIX tar archive

XEH filename ATLAAESEMEREERRE, (BN ARER T4
AR MRERNSESE (FEES)
AR gzip E4E:

$ docker save alpine | gzip > alpine-latest.tar.gz

RIEFATIE alpine-latest.tar.gz XEEHZEI TR T B — WE L, ATLIBTEX NS INEE
%:

$ docker load -i alpine-latest.tar.gz
Loaded image: alpine:latest

NRFAIEEXP N LUK ssh BE pv B9iE, FIA Linux 32BREE, BAITLUE— P ap<S5ohk
N—MERGEIBEIB—Mas, FETHESRAYIIEE

docker save <@&f%&> | bzip2 | pv | ssh <FAP&>@<F#|HF> 'cat | docker load'
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4.7 SCHIRE

4.7 SCHRIE

Docker F{§REASIUEBIVEBTIAINM? It ABSREAMLZHR? X—1I#BIAMF Docker
HBES EEERIT,

4.71 RES 5 EFE

FEZRANEDH, RII—ERARGEIBRERFTEN root HRS, ERFYEERBAR.
b7 Docker iRiH, #FEHFIA Union FS B9RIR, KBHEILIH NS EFHERIZEA.,

Docker {RGHAR—PMERLARIXY, TEB—HXHRGEINIRAT.

RIEENREGRA BT (Base Image), BEEEZF Linux 1ThREY root RS, W
Ubuntu, Debian, CentOS £,

SHEAVERMRGRC TIREFRIRERS (Pli%%T Nginx), Docker AAEEHI—HEMEE, M
REEMERGZ L, HE—E (Layer), AEZEPRICRAT R Nginx TIAERIMHEE (5
hn. 1Es. HER).

it

XM EFEEREERENER. oAZEIFEE

« 8 RS NMNEEFEHBETE—NEMESR (FIWIEET ubuntu:24.04), BBABENREZET
F—{7 ubuntu:24.04, FIBEEETUHETE.

o BRE: SBUUCERTSEMBGNES, EIATRIERN,
4.7.2 FRES5ES
HNEEEN— RS E: BT —ESRRIER (Read-only),
BB, BIREERRE, BRAABEEER?

SA=RE5RY, Docker RERGRIRLE, HFIN—1HRY AIER (Writable Layer), @HEBARA
BRE.
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e RS ERREX
H

(TR

BHRE (A5, Writable
Container Layer)

BB E (R1E, Read-only
Image Layer)

BB E (RiE, Read-only
Image Layer)

B =& E (R, Base

Image Layer)

o EEUMY: SBFRFEZEBCULES, Docker MR ER (BB FHERTE (REE) Sk,
BEEZHALE,

o BRI YAREZEEKENLERS, Docker M TFEBGEHIEZ IS HIZ FEHZSEE
B, REXNEIRHITIEN., XEFRA EifEH (Copy-on-Write, CoW) ZRHE.

o MMBRSZMY: ZESEEMIBREANSU4ES, Docker HAREMETEMMRE (EATEERIER), M
REDHREE—MFARR "BR (Whiteout)” 324, FIERIRCIZUGCSHMIER, MMESRN
EriEREe.

XHENA:
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1. FEMREEERESER: RAMEREIRESEHRFER LENSHRET, BSRER, X4
BHBEZHEERT. (RMERTEHES, FIAIEERE).

2. BEFTE: TICRIESBENRT SO, ERGEOMURSRN, EAEINRA
FETRENRIZET.
4.7.3 REFUSHEK ID

Docker BB —EHE— 1HE—M ID, X4 ID EREBZENABTITELRKNBEE
(SHA256), XEKE:

o ABHID: REENABE—T REMN, IDHEE.
o T2t WRTREATHTENE, THISETINRIGERA, D RIEMEEMY.

o XE: IRAMMENES EERFERRNERS) €218E0E (D 18E), Docker 51Z4E
NEREFE—D, BRES T,

4.7.4 BREXHERSR

Docker {FFHEXE X4 E S (Union FS) RELIXFHo EER. EAIKENEIE overlay2 (BRI
7). aufs (BHEA(FERI). btrfs, zfs &,

EARTIATAR, EE(EHERE LR 58 + Cow 1&=EY,

BERNT#E Overlay2 EXHRAWIENRIINEE, 15 WorkDir, UpperDir, LowerDir 5[
BT, EE B8 RESCH Y BREHRSR =15,
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AENE

N\

KENET Docker FEATREL. FUH. MFRLARES .

BME
VNG
PIENFrEiREE
BEra
FAfERHEN
FIHATEERE
REERITIE
HIHESHES
Rt 1D
ErEE
BEXE
BETAGA
illES RS
S PR
MFRESRE
illE S SEAE S

HEEMRR

we

docker
docker
docker
docker
docker
docker
docker
docker
docker
docker
docker
docker
docker
docker

docker

docker
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pull RS IRE

pull -a %5

pull ——platform linux/amd64 %43

pull $&1%Besha256:...

images

images nginx

images —-f dangling=true

images

|
Neo)

images —-digests

images ——format "..."

system df

rmi BG5S RS

rmi - &%3

image prune

image prune -a

rmi $(docker images -q -f ...)
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SIEERFSE

o FFEVEE(S: M Registry RiEUES
o JIHER: BEENTEER

o MEREE: EEAMEG

o BENNEES: INEREERTE
Docker Hub: BEAHRGCRE
B ERRETS

o fHipRZSEE: EIEAR

HiEs: FIEAES

7 ROGERSEUGHEN? PR Issue B PR,
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PhE BMFaEs

282 Docker X—#z/IUMEE,

BRI, BREMIOETH— I —ANA, URENEITSME. N, EUAT LR
NEINEITHI—BERFRE (R TIETMNSEM R SGAER) e EERINA.

AEREFNBNEIREE— B, SECE. BalELE.

o SFHPRIELT

. &|7soE

. BAZSEE

o EHIIEAZEE
o fhiBRZSSE
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5.1 350
5.1 /350

RITGIFMENA Docker FesfIEaA0, BIEFEEMMNENSNEF LRSS,

5.1.1 Falo Ul
BN REETEHR

o FrEHBER: ETFRGOIENSSR
o ENEa): BELRILNSHEENET

T Docker SEBIFHER, SIMEMATHEEMHMIRIIESSE TAEREEER— 58,
5.1.2 FEHEED
BEXREX

docker run [&I] && [@<] [B#...]

ERERRGIT

i “Hello World" [FR28BmN#&IE:

$ docker run ubuntu:24.04 /bin/echo 'Hello world'
Hello world

XS5BT /bin/echo 'Hello world' JLIEHEEKXE, {BLfr EEBEEET—158EA7 Ubuntu

BEESRHITIXED S,
ZER S8
Bi— 1L ER] bash i :

$ docker run -it ubuntu:24.04 /bin/bash
root@af8bae53bdd3: /#

LR
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-it
ERERN LTSS

root@af8bae53bdd3: /# pwd

/

root@af8bae53bdd3:/# 1s

bin boot dev etc home 1ib 1ib64 media mnt opt proc
root@af8bae53bdd3: /# exit # EHZES

5.1.3 docker run fJ52ERE

H11T docker run B, Docker FEfGETER LA TRIE

Built with

e
(REEERIN (stdin) $TFF, AFEIN
DERR (pseudo-TTY), RALZIHFRE

MEEGER, RIEXERiR

root run sbin srv sys tmp usr var

mdPress
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docker run ubuntu:24.04
[bin/echo 'Hello'

1L HMBEAXAXMWMWESTS
ubuntu:24.04 &%

=] 7
v '
SERARHBERGR M Registry &

\ /

2. QA=

- ETRENRIEE

- MI—EEEER (B
=)

3. FeE M4

- BRI <

- 5> 1P Bk

- %22l Docker Rgt5
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v

4. [EshEa=s, PTIEEDS

## JGEEERY 80 imIBRSIEIEENIAY 8080 iml]

$ docker run -d —-p 8080:80 nginx
## BEYIARE i
$ docker run -d -P nginx

## HEFEF localhost

$ docker run -d -p 127.0.0.1:8080:80 nginx

5. mHITREE, BesfELE

5.1.4 &S ahi%m

BRI

HEI Izl

—d [5&1517 (detach)
_it TEHR KR

——name IEEDES AR

——rm BHEBERESEE
U 1 ARe

Built with mdPress

]l
docker run
docker run

docker run

nginx

docker run

echo hi

—-d nginx

—it ubuntu bash

——name myapp

——rm ubuntu
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YoEsHR

H EHBEE

$ docker run -v mydata:/data nginx

#H RHEFHIER

$ docker run -v /host/path:/container/path nginx
it RiEES

$ docker run -v /host/path:/container/path:ro nginx

NRTE

# REEIELE
$ docker run -e MYSQL_ROOT_PASSWORD=secret mysql

#H MRS

$ docker run -—env-file .env myapp

EIRPRE

## REIAEE
$ docker run -m 512m nginx
## [R# CPU

$ docker run --cpus=1.5 nginx

5.1.5 [Baie& IS sE
{853 docker start EFIEICEELEAASE:

#H BETEDR (BIFCELLR))

$ docker ps -a

CONTAINER ID IMAGE STATUS NAMES
af8bae53bdd3 ubuntu Exited (@) 2 minutes ago  myubuntu
## B/

$ docker start myubuntu

# SN

$ docker start —ai myubuntu
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5.1.6 ARNHERATR
BBENRE TR AR YR ER:

root@ba267838cclb:/# ps

PID TTY TIME CMD
17 00:00:00 bash
11 7 00:00:00 ps

BIERBRP(EIT T bash HiE. XFMFR(ES Docker MHIRAIFIBEIRS.

EEIET: SRR PID 1 HHREE — TEAROEHE, HZEHUSSELE, #0
EAETE?,

5.1.7 Eal
Q: BEEEsEMZENEH
[RE: FHERI TSRS A RS T
#H XTBESRUENBH (echo WiTSCHtERT)
$ docker run ubuntu echo "hello"
## R (EEEH TS TS
$ docker run -d nginx # nginx ZfFniTHIES
RN E2IET,
Q: TEEERRINIRS
FE: RERBSHSO

# IR RE -p S, JIEELEIE]
$ docker run -d nginx
## IFHE: BRgTim]

$ docker run -d -p 80:80 nginx

Q: FBRPISEHIEESR
RE: KERKES, SRRTFESHEFHE
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#(EEEIEEIFAN

$ docker run -v mydata:/app/data myapp

ST,
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5.2 SFH&IETT

5.2 FIFIE(T

FEEFIRNETR, HNBEERESH/ITEET, ARLRXANFTN. NOBERANHFINALLSEE
fEEialT, UNIEEESREmERR O,

5.211%Z0MES: sigvsEa
LRERFE T EREY, BFFED:

o BIBIET: BFOASRE, BHEEER, XRGEFIELE
o BRET: EFEEEIT, TOR%E, RinXAt R IniER

Docker REEEMIALE BIENEIT BY. {#FE —d (detach) SEAILUIBEEESIET.

5.2.2 EA{ER
RIBIETT: BUA

$ docker run ubuntu:24.04 /bin/sh -c "while true; do echo hello world; sleep 1; done"
hello world
hello world
hello world
hello world

NeELImE LR (STDOUT) FTENEIBEN L@, 1A
o RimtiHFE, TiEHITHMGS

o IZ Ctri+C 2&ILFES
o XFRIHREO, BESELE
B&IE1T: (EH -d &%

$ docker run -d ubuntu:24.04 /bin/sh —-c "while true; do echo hello world; sleep 1; done"
77b2dc01fe@f3f1265df143181e7b9af5e05279a884f4776ee75350€a9d8017a

5F -d 283
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o« BERE/ERIET

o IREIFRAI5TE ID

o ZimI7BIRERL, TILABREHITHLES

o BMHAREEET (FZEM docker logs BE)

5.2.3 RAEME: BEIHAS SIAHEH"?

XEMFEREBINER. ERXNTE, (RHMIERET Docker AURIHER,

R NEHXFENEEE:
$ docker run —-d ubuntu:24.04
PRI docker ps BE, ANBSHRAREET! XEAHA?

BUFRE: SRINERRSEHESE

Docker e8I Ep[EER = &28A PID 1 HFZRYAEABEIEA

FHERD] BaRelT
EHZRE BeELE

L{FRI=E1T docker run —-d ubuntu:24.04 B
1. JE3iaa)
2. %B61EE®mS, BIAMIT /bin/bash
3. (B8 ExERKIE (88 -it 8%), bash KILEEHNE
4. bash xZEMEH

5. FHEIRH, B=RELE

KIETRAR
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o X -d B¥ AR ILBE —HEBT"
o B -0 sHRILAE EREET, MEITESABRTEH

BERR ZELBRH" 55
b5/13— [RE BRSTR
docker run -d ubuntu 2RI bash TTEIAIZENEH EEKPzETSS

docker run -d nginx G T

- ELEEIRS I nginx Bk &ZE docker logs

BENX R GEEEENE Dockerfile B9 CMD #1475858  #{R CMD ErIGHE

5.2.4 BEGES
BRETHhER

$ docker container 1s
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
77b2dc01fe@f ubuntu:24.04 /bin/sh -c 'while tr 2 minutes ago Up 1 minute agitated_wright

BEEASERHAE

$ docker container logs 77b2dc@lfe@f
hello world
hello world
hello world

IHBEERE (L tail -f):

$ docker container logs —-f 77b2dc@1fe@f

BECELNSSE

$ docker container 1s -a

NE - 2HALIEZFER:E, BECSELR., XNTE "SEmENRY" MR FEERA.
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5.2.5 ER{ESCREE
1. KEETHARSSER -d

## Web [RSES

$ docker run -d -p 80:80 nginx

# AR

$ docker run -d -p 3306:3306 mysql:8

#Ht EFRE

$ docker run -d -p 6379:6379 redis

2. Fidi AR AR

HBREoEAER, XiE -d S8 T EERETMETIER:
# BIIERIBEE, FTHIGETEERET A
$ docker run myimage: latest

3. fiFA --rm EahiEE

SHF—RMAES, R ——rm S0 LAEHEENMER:

$ docker run —-rm ubuntu:24.04 echo "Hello, World!"
Hello, World!

# BENTTEE IR
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4. BSHSEE

## JEEIEH

$ docker run -d --name myapp myimage:latest
## BERUT 100 {7HE

$ docker logs ——tail 100 myapp

#t SCATEREHZ

$ docker logs —f myapp

## BEFIEEHIAS

$ docker logs -t myapp

5.2.6 EaEHEE
Q: BEEEMEZENEH
1. EEBRHIREE:

$ docker ps -a ——filter '"name=mycontainer"
# BE STATUS %I, %1 “Exited (1)” ZrFEIBH

2. EEAHRAE:

$ docker logs mycontainer

3. LIXZEEAAER

$ docker run -it myimage:latest /bin/sh
# BNBHEFIRTIHS, EHEE

Q: FRERBETELEHIORS
1. KBRS

$ docker port mycontainer

2. MEARARSNRE:

$ docker exec mycontainer ps aux
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Q: I ERHERSETHEREEING?

{$F docker attach:

$ docker attach mycontainer

AR attach SEEFIFBNEHE, NRTHEARERXRERM, RoUstReEETmY., £
Ctri+P Ctri+Q JUARLIBRHMAEIESER.

5.2.7 FE(FIE

HASSE: RN EEETHESERNITEHS

o FBHE: £FFMENHTEERETLR

HEALTHCHECK #1098 : BatNSRHIRSERIESE
Docker Compose: BIES/NGERRNELIFAT
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5.3 2%

5.3 2%
ATENBUNARIE—MNETHNEEE, DR ARRINZRIES R ERXS,

5.3.1 Z1EF LA
mIFrRBRE=MAN:

B oY izklz
> SIGTERM, #8Hr 2
ﬁ:ﬁ@_.lt docker stop sok EHER
SIGKILL
SEEI=ELE docker kill BHiZX& SIGKILL
Bnhe1E - NesEAEERENEMELL

5.3.2 docker stop:
docker stop EFXFi%

$ docker stop A2ERZELID
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TieRuE

docker stop mycontainer

1. K% SIGTERM S E4 8
S HFE (PID 1)

2. FIFERRMMELD (BOA
10#)

3. WNEREBAHMBRIBH, &iX
SIGKILL EHIZZ1E

B e X HE

FF 30 PEiEHIALL
$ docker stop -t 30 mycontainer
##t AKX SIGKILL (#§34F docker kill)

$ docker stop -t @ mycontainer

EiEz1 R

## (BULZNEEDES
$ docker stop containerl container2 container3
## (FLEATEE THRRIBES

$ docker stop $(docker ps -q)
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5.3.3 docker Kkill
BXRE

$ docker kill ZE8KRELID

5 stop X35!
we =3 EARBER
docker stop SIGTERM - SIGKILL IEEELE, ENAHHEH
docker kill SIGKILL NAFLmE, EHEIZLE
REEENEE

#Ht K& SIGHUP (itHTEEFINEEE)
$ docker kill -s HUP mycontainer
## K% SIGTERM

$ docker kill -s TERM mycontainer

5.3.4 F3EEELE
BRNESEISEHENE, EHRIRH, SREMEL:

# FHEEZHzL bash

$ docker run -it ubuntu bash
root@abcl23:/# exit # 1BMH bash - ZBESZIF

#Ht FHER TS

$ docker run ubuntu echo "Hello" # echo HfTsc -~ BES=LE
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5.3.56 BEECELILNEEE

$ docker ps -a
CONTAINER ID IMAGE COMMAND

ba267838cclb ubuntu "/bin/bash"

c5d3a5e8f7b2  nginx "nginx"
STATUS ==EninAA:
&

Up X minutes
Exited (0)
Exited (1)
Exited (137)

Exited (143)

5.3.6 EFEoISE
BaieELENESeE

$ docker start ZFEEFKID
#t [SEIFEB IS i

$ docker start -ai &EEE

BERETHNE=E

#it SolELEFESR
$ docker restart &[gER
#H BEXFLLERT

$ docker restart -t 30 F2BH

STATUS NAMES
Exited (@) 2 minutes ago myubuntu
Up 5 minutes mynginx

IERIRH (1B 0)
SEEH AFSELME)
# SIGKILL £81E (128 + 9)

# SIGTERM ££1k (128 + 15)
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5.3.7 £ AEPRSE

T

docker create

\\\

docker start

docker rm  docker stop docker pausedOCker unpause

Stopped Paused
docker rm docker rm
Deleted
®
5.3.8 HHER(E

ELLRTaReR

$ docker stop $(docker ps -q)

HFRFrE BELRYARS

$ docker container prune
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ELEFHBERTRRRR

$ docker stop $(docker ps —-q) && docker container prune -f

5.3.9 BN [a)

Q: BEELRE

JFR: RFESBIERLE SIGTERM (55, BEEHEEEHIELL,
fRRTE:

1. TER FERIERRLbIE SIGTERM
2. {§5FH docker stop -t 0 MBPRIE

3. #&& Dockerfile FfY STOPSIGNAL ECE
Q: WAL SRAIERH
BIRBES T HEEFRIE(ES:

## Dockerfile ~fl

FROM node:22

## (EF exec ETHRIESEEZIEL node HFE

CMD ["node", "server.js"]
Q: FETEELE

it FEHELE
$ docker kill BEE&
#Ht YR EZIE, RERAER

$ docker inspect &EE&
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5.4 HANE==
5.4 HENZSE

5.4.1 Mt 2 FBHANS R

£/ -d 2HEMERE, BREEEET. UTMNISFEHASRARRERE:

R

R
IGRSR(E
HWERS
FrARNGE

5.4.2 FMIENTTZA

Docker {2tRFHANS DS

WY

docker exec

docker attach

<l

BERE. EEkE. HFEBR

PITEIRET . BIEER

BEEHE. MRER. XHRSE

BN, WIS

R
=

L {EIRREA
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5.4.3 docker exec: HETF

docker exec A%

#H HNBESH G, shell
$ docker exec -it Z&E8% /bin/bash
## BEH sh (EFF Alpine ZHEE5EE)

$ docker exec —-it &[EEE /bin/sh
SRR

24

W

docker exec 73:451

# R NEAEHE

$ docker run -dit —--name myubuntu ubuntu

69d137adef7a...
#H HANBEE (G2 shell)

$ docker exec —it myubuntu bash
root@69d137adef7a:/# 1s

bin boot dev etc home 1lib
root@69dl137adef7a: /# exit

$ docker ps
CONTAINER ID  IMAGE STATUS

69d137adef7a  ubuntu Up 2 minutes

3]

(RIFIRERNFTFT (interactive)
DEARER (TTY)

WEEE, RIGTEZENE
HEEFF (80 -u root)
HEEIIEER

RENEZE
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PITERRBS
FNHANXERL, BEITEHS:

H EEBBAHE

$ docker exec myubuntu ps aux

# BEIEXMF

$ docker exec myubuntu cat /etc/nginx/nginx.conf
## LA root FBFHIIT

$ docker exec —u root myubuntu apt update

RA -i A -t XA

# R -1 AJLBITSHS, 1BREERT

$ docker exec —i myubuntu bash

1s # BAmS
bin # BHER
boot

dev

# H -it: HoER9LRS

$ docker exec -it myubuntu bash
root@69d137adef7a: /# # BT

BEER -it B8, AEEHNATEEBIEEENGSHTRA -1

5.4.4 docker attach: E{E({ER

docker attach AL

$ docker attach A8

TieRE
attach FINEIEERAY FFHAE (PID 1) AOFRAERNEIL -
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Bes

g
PID 1: /bin/bash
docker attach B pnEhx (IR ANBEZE R EH
2)

docker attach 7=l
# |SIEEE

$ docker run -dit —--name myubuntu ubuntu
243c32535da7...

PRI

$ docker attach myubuntu
root@243c32535da7: /#

L EEEE
M attach £iFPEIN exit 8% ctri+D £5H B ELL!

$ docker attach myubuntu
root@243c32535da7: /# exit # XRAZLILEEE!

I

q

$ docker ps
CONTAINER ID  IMAGE STATUS NAMES
243c32535da7  ubuntu  Exited (@) 2 seconds ago  myubuntu

JRE: attach MIN0RIFEHE, BHFHEMS T ELHEES.
Z£iBH attach

fEA ctri+p AT Ctri+Q BJLAM attach iFH 9B, MAELEEE:
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$ docker attach myubuntu
root@243c32535da7:/#

## & Ctrl+P #AfF Ctri+Q
read escape sequence
$ docker ps # BESGEIETT

CONTAINER ID  IMAGE STATUS NAMES
243c32535da7 ubuntu Up 5 minutes myubuntu

5.4.5 exec vs attach XLt

2k docker exec
TE5 e ) =t ipei e
Bt N Ea

E273 AJLAFEZD
ERESR A, IEEHRME
HEFER =
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docker attach
=EE
B ONZEIFEH2 PID 1: bash o » JBH bash BFE=1E
docker exec
e
PID 1: nginx e » JBH bash A&20[@ nginx
g BAnZE! PID 50: bash

5.4.6 RR{E3CE

1. B35k docker exec

#H ANBEEE
$ docker exec —it myapp bash

#t BEAE

$ docker exec myapp tail -f /var/log/app.log
#H P TEHEETE
$ docker exec myapp python manage.py migrate
2. EFINRRR NS
EEEWN: EFFNENREERHADSERRE, My :

o HEEREKZEEHT (A0 docker logs BEFHE)
o BERFAEENRS
o EFEREMIEFINENR
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3. FG shell &{&A04bE
HUEERISRR (MNET scratch 8¢ distroless) ;&8 shell:
#H IXRFEN

$ docker exec —it myapp bash

OCI runtime exec failed: exec failed: unable to start container process: exec: "bash": executable fi
le not found

# RERITE: (EFREEEE

$ docker debug myapp

5.4.7 HE A

Q: exec HNGEAZIRMRIRANRF

XRIEER. exec FEIISMIIHTE, S exec RTEEAF,
Q: &=R%H bash

=R sh:

$ docker exec -it myapp /bin/sh

Q: FE root IR

$ docker exec —u root -it myapp bash
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5.5 SHMNSA
5.5 SHIISA

LN EBTR AR EZMHDEN, FJLMEA Docker S ANFISHINAE, AHTENBXENHS
RYERTTIE,

5.5.1 SHZSE8
MRESHAMWENSEE, TJLUER docker export @<,

$ docker container 1ls -a

CONTAINER ID IMAGE COMMAND CREATED STATUS

PORTS NAMES

7691a814370e ubuntu:24.04 "/bin/bash" 36 hours ago Exited (@) 21 hours
ago test

$ docker export 7691a814370e > ubuntu.tar
XEEESHB S RIBRIA MU,

5.5.2 SAERIRR
LA docker import NSRRI HRBSANRR, Fi

$ cat ubuntu.tar | docker import - test/ubuntu:v1.0

$ docker image 1s
REPOSITORY TAG IMAGE ID CREATED VIRTUAL SIZE

test/ubuntu v1.0 9d37a6082e97 About a minute ago 171.3 MB

ItE5h, RTLUBISEE URL SRERENBERESA, filuN

$ docker import http://example.com/exampleimage.tgz example/imagerepo

E: FHFBERTLUER docker load SEENBGIFME X HEI A5G /ZE, tBaTLUFEFH docker import
FEN— N BEERBE N ME G, IXERIXFIE B RS REE X (1 A AT BRI E 10 RAITT#
EERE (FAMXIREBEESATHIRIEIRZ), RGN HAHRFTZICR, WRIEEL, HHF, M
BESREESF SN A LB TS E s FmEI5 /5.
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5.6 fllF%
5.6 HlF%

fEERSRREIENEL, REFSRERENSS. I OBNBNARBRABEENSE, RN
AEEREELLRIES.

5.6.1 EXFRiE
{5F docker rm HFREFLEAIESS:

$ docker rm ZEEZELID

. docker rm:& docker container rm9EES, FWEZE,

5.6.2 fHIFRIEIN

Al ZL =~

TS5 iR E= LRI RS docker rm mycontainer
-f SEFIPRIEI THRYS S docker rm —-f mycontainer
-v ERIRIBRREANER S docker rm -v mycontainer
BT LAY

$ docker rm mycontainer
mycontainer
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SRS THIEER

#H I - SIRE

$ docker rm running_container
Error: cannot remove running container

## 00 —-f EFWEE

$ docker rm -f running_container
running_container

L SEHIMBRREERRAIX SIGKILL (55, FIRESEEUEERR. EiNST docker stop IHHFIE.

il IS

# IR B AR R R RES &

$ docker rm -v mycontainer

IR RMRERE, 2B AASHmbR.

5.6.3 it EHMER
HRRETE BELLRYERR

# HI— @ prune @< (H#7%)
$ docker container prune

WARNING! This will remove all stopped containers.
Are you sure you want to continue? [y/N] y
Deleted Containers:

abcl123...

def456...

Total reclaimed space: 150MB

# Hzt—: A

$ docker container prune -f
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HBRFTE A= EEETHR

#Ht SCEILETERES, Bl

$ docker stop $(docker ps -q)
$ docker rm $(docker ps -aq)

# EGEEZEFINIR

$ docker rm -f $(docker ps -aq)

BERHRR

## MIBRATE CIRHAIES RS

$ docker rm $(docker ps —aq —-f status=exited)
# WIRSTES "test" BIBEE

$ docker rm $(docker ps —aq —-f name=test)

## MR 24 /ETETCIZRIZSES

$ docker container prune ——filter "until=24h"

5.6.4 BRTIEEMHF

docker ps BUILESARTLABCE rm EFT:

S es iR Bl

status=exited B BHAES —-f status=exited
status=created EQU@ﬂEEﬁJ —-f status=created
name=xxx B FRITED —f name=myapp
ancestor=xxx BETFHE G2 —-f ancestor=nginx
before=xxx EREREEZaitlEE —f before=mycontainer
since=xxx EREREEZEtEE —f since=mycontainer
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Pl

## MIBRATEETF nginx HERAIEES
$ docker rm $(docker ps —-aq —-f ancestor=nginx)
##t MIATE B IE ARSI B ES

$ docker rm $(docker ps —aq —-f status=created)

5.6.5 RS HREAUKEIERR

BERKEARETT AR,

# SRR BB AR

$ docker image rm nginx
Error: image is being used by stopped container abc123

# BRI AR R AR

$ docker rm abc123
$ docker image rm nginx

5.6.6 RIRTRIREIN
FERIRR

# EREEEFELLAZE
$ docker container prune -f
# — BT E R EEER

$ docker system prune -f
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HEFEINR

#AEH ——rm SHETTIGEIERE

$ docker run --rm ubuntu echo "Hello"
#H BEEIRLEE MR

# EHIEE (RERERTE)

$ docker container prune —--filter "until=168h" # [FE7 7 AAHT
=
SRR

#!/bin/bash
## cleanup.sh — Docker & JEEFERIA

echo "EEEEFILNASE..."
docker container prune -f

echo "EERFEANGE. .."
docker image prune -f

echo "EEKFERIVEIES. . ."

docker volume prune -f

echo " BEXRFEBIMNLE..."

docker network prune —-f

echo "/EEFER! "
docker system df

5.6.7 FIElEL
Q: FBRTEMR
Error: container is running
FRIR: FoiEIERRS, BNfEF -1 SRS

$ docker stop mycontainer
$ docker rm mycontainer

## =

$ docker rm —-f mycontainer

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

Q: MRS E=SEREN
EEE SR

1. FEAIEIREARMBR (2 -v 28))
2. RGARMIFR
3. R RIBE

BRER:

# BETELH
$ docker system df
#it TTESEHE

$ docker system prune -a —--volumes

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

AENE

AENG

KENET Docker FeRAUEH. FIE. FHNOMFRZFOEE.

BME

FEFIET
REIEH
ISi=y=y
BaEFLLRERR
HAHZLE
SEHlFLE

BR

ELE2ED

HANERREI
PITERZSS
BETHEEH
MFREE LR
SEFIMFRE TR AR
MErSRNRERE

BEEEELEARS

W

docker
docker
docker
docker
docker
docker

docker

docker

q)

docker
docker
docker
docker
docker
docker

docker

run

run —-it

run —-d

start

stop

kill

restart

stop $(docker ps -

exec —-it ZEEEE bash

exec BEE W

attach BgEEZ

rm =4

rm - BEEH

m -v BeER

container prune
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T IRSSEMA
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5% SIGTERM, #&EAYfF SIGKILL

B SIGKILL

(ERl=avall =)
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FE{ERISHEE
- ERIET: Bf -d SHRIESEESEN
PIAZSES: BMEEITHRIVEES
. RUEEE: ERRIRSIRE
MR AR
o MiEREE: EEEE
HiEE: HIRGER

%

7 RIGERSESOHEIN? IR Issue B PR,
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L YAN=— QY] (=) e

B (Repository) BEFFHERGIIMET.

—N B2 BB SRIEMRSEE (Registry), LFr EIFMRSFEEREECENERIRSSE, 81
RS LEALEZNCE, MEBTCETEES MRS, NXASEXRRE, CEATLUBANZE—TE
ARHNIMBEER. B FCEHELE docker. io/ubuntu 3Ei5d, docker.io 2FAAIRSEEHME,
ubuntu EBES.

KEBDIHER, AAFTET X DXMERIR.

FERE

e Docker Hub

e Nexus 3
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6.1 Docker Hub

6.1 Docker Hub

6.1.1 42 Docker Hub
Docker Hub 2 Docker (IFRIURIGGE, BT EETLIRIAIMSZHAZRE Docker i,
Docker Hub 2 Docker EF4EFIIARBIEGCRE, BRESKEANSHREBGE,
Bty
o BE/SHM&: H Docker EFFIERM (40 Nginx, MySQL, Node.js) EFRISRERE.
o MAERGE: BRI LIEEEHER.

o BE#EiE: 5 GitHub/Bitbucket £5§ (EJE),
» Webhooks: H&EEFATHLAEIE,

6.1.2 #Z)IhRE
1. BRES

HATTLUBIT docker search (pSRKEBHE A CEFRIRES, FHFIA docker pull GSFIBETE
B Kb,

BRTY TR, RILMERG T

$ docker search centos
NAME DESCRIPTION STARS OFFICIAL
centos The official build of CentOS. 7000+ [OK]

BI5: SRZALSL(ERS OFFICIAL FRICH [0K] URIER, ReUEERE,

2. FIERR

$ docker pull nginx:alpine

Built with mdPress


https://hub.docker.com/
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

3. XS

$ docker login

## BNERT, FHHEESET docker login RE&IE Device Code Web Flow (Xi5ESIALE)
# EHEIERE CI HEdh, #EES ——username 5 —-password-stdin SE((EH

FIFRESFHEX:

## 1. FricHES
$ docker tag myapp:vl username/myapp:vl
2. HEE

$ docker push username/myapp:vl

6.1.3 fRiHI SEca
BHEHIPR

H 2020 & 11 A2, Docker Hub XIE&F5R 2% SLiE 7 AIBURZIRE:

FIP3EY PRl
EZRF RER) 45 6 /\Bt 100 JRiBEK
REWF (BEER) £ 6 /\EF 200 RiEK
Pro/Team W ZoRR

AR

2T _BREH S EM ERIEUESEEIER Pull Rate Limit Z4F, Docker Hub SEFEREF (B8EINE
RATERF) RLhe 7 WARIFRIA (Abuse Rate Limiting), E2RIEMLEHO IP (IPv4 8% IPv6
64 FW) T EENERAR, BEDNSME (BEASOHHTEIBEK) .

RENERSHIEGE:
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o Pull Rate Limit: $XJFUuEVEIAEI LR, #HR5EIRE 429 Too Many Requests, FFE HTTP iR[H]
{K/CLI $BIRIR T~ aHMERY toomanyrequests: You have reached your pull rate
limit }&7x, EHBAKFFARIEE,

e Abuse Rate Limit: [5BEOSEITE. RIE(UREIEAT 429 Too Many Requests, X—fR
RADHEESR, EREARZRIEHEHO PRI BENEEE=S= Cl RS (W
GitHub Actions &) 1, B)fE{REIEEECE docker login tKIARTBEALA .,

B~ WNSRTE CI/CD FHIREBE 429 8, #iX:
1. FeERBIEAREMERR : EEAY pull rate limit RETE Cl HECE docker login (FHMERABRK
WS) HEekERER RS,

2. WNERZE Abuse STESE, NEEEZEIAE CEEIRIEERFE (Registry pull-through
cache), ERINEEZFKE Hub,

3. (EREN =R INESS.

6.1.4 RER{ELEE
1. [5F 2FA: SREFTAIE
AT RIS Docker Hub S %RE, HATEEIREUA THEE.

1£ Account Settings -> Security FFH 2FA, RIFKE%E., BREE, CLI EREE(FF Access
Token M3FZL.

2. {85 Access Token

LS BAEEMAE CIICD REH, HEER -p SHEBEIZE Token (3Ll docker
login -p xxx)! XESHEIEERZERRFRIMHE. HEFIRIZRE LT,

1. 7£ Docker Hub -> Account Settings -> Security -> Access Tokens glJ& Token (PAT),

2. 5 Token BEIRAERBIA (stdin) Z2{EiELS Docker:

$ echo "dckr_pat_xxxxxxx" | docker login —-username username -—password-stdin
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3. XiTHRGIER
Docker Hub X ESHREMTEAFNRGHITREEH. AREMENAILEEIRRIIMER.

6.1.5 Webhooks

LS GEUEXRT, ATLAERRA HTTP B8 (FIRN@EEN Cl RAERE).

BB AiE: GFERME -> Webhooks -> Create Webhook,

6.1.6 BlnfitsE

L. BREHXBRITZERF (Pro/Team) A,

PEE GitHub/Bitbucket B, HABBEIRRHFIIRERS, Docker Hub £BIEITIHE, IX{RIE
TEGRESKBRLE, BRUENESINEEE,

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

6.2FAFGCE
6.2 TGO

BHHER(ER Docker Hub IXHERINILBEERIREARTSE, AFALIEE— NI CEHFAAGER.

RN B ERA R,

Docker Registry EEFIRHMNITE, JLLBFHUENENEGRECE. AXHNBETF
docker/distribution v2.x kR4,

6.2.1 &£%551T docker-registry

=

1T
MREFERENECRE, FJLIBIESRMAY registry RERESE.

{REJLAERRE /S registry HBIEKIEIT.

$ docker run -d -p 5000:5000 —--restart=always ——name registry registry

XBERAESR registry IRERBAMBECE. MABRT, CESHKUIERESSH
/var/lib/registry R, {RALUBE -v SECREREXHFRIERNERIISERE. flanTEmaY
IR EERYRRIEI AT /opt/data/registry BR.

$ docker run -d \
-p 5000:5000 \
-v /opt/data/registry:/var/lib/registry \
registry

6.2.2 TERARBRE LG, BR. THHRE

CIBTFFAECEZE, MALMER docker tag FARC—1MNEG, REHEXTRICE. HIMIFABCE
1t/ 127.0.0.1: 5000,

FEANEECBIEES.

$ docker image 1s

REPOSITORY TAG IMAGE ID CREATED VIRTUA
L SIZE

ubuntu latest ba5877dc9bec 6 weeks ago 192.7
MB
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{$F3 docker tag J& ubuntu: latest IXPMEIRFRICH 127.0.0.1:5000/ubuntu: latest,

89 docker tag IMAGE[:TAG] [REGISTRY_HOST[:REGISTRY_PORT]/IREPOSITORY[:TAGI,

$ docker tag ubuntu:latest 127.0.0.1:5000/ubuntu:latest
$ docker image 1s

REPOSITORY TAG IMAGE ID CREATED VIRTUA
L SIZE

ubuntu latest ba5877dc9bec 6 weeks ago 192.7
MB

127.0.0.1:5000/ubuntu: latest latest ba5877dc9bec 6 weeks ago 192.7
MB

{s5FH docker push H{EFRCHVEE,

$ docker push 127.0.0.1:5000/ubuntu: latest

The push refers to repository [127.0.0.1:5000/ubuntul

373a30c24545: Pushed

29148f5200b0: Pushed

cdd3de@940ab: Pushed

fc56279bbb33: Pushed

b38367233d37: Pushed

2aebd096e0e2: Pushed

latest: digest: sha256:fed4277621f10b5026266932ddf760f5a756d2facd505a94d2dal2f4f52f71f5a size: 1568

B curl BB CESISS.

$ curl 127.0.0.1:5000/v2/_catalog
{"repositories":["ubuntu"]}

XEBEILAEZ {"repositories": ["ubuntu"]}, FEIEEGELKWEHINEET.
KR ERESR, BERIMNAECESD TEHX N ES.

$ docker image rm 127.0.0.1:5000/ubuntu:latest

$ docker pull 127.0.0.1:5000/ubuntu: latest
Pulling repository 127.0.0.1:5000/ubuntu:latest
ba5877dc9bec: Download complete

511136ea3c5a: Download complete

9bad880da3d2: Download complete

25f11f5fb@cb: Download complete

ebc34468f71d: Download complete

2318d26665ef: Download complete

$ docker image 1s

REPOSITORY TAG IMAGE ID CREATED VIRTU
AL SIZE

127.0.0.1:5000/ubuntu: latest latest ba5877dc9bec 6 weeks ago 192.7
MB
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6.2.3 R EIE https GRE L

INSRARAESER 127.0.0.1:5000 {FACEMEAL, HEAIARLEARREBRAIE M EN R REEREHEEEFAE
BE., (FHSBHEIAN 192.168.199.100: 5000 XFFAIARIEUH FAFAE GREIELL, IXEHMRRAIMTTIE
PRIIHEE TR,

XZE 79 Docker BUIAARTEIFAE HTTPS FHTUMEXRR. FellJAJLUEID Docker FYBCEIRTREGHIX
PR, SWEEE T —TEERBIET HTTPS IHERAMB CRE.

Linux

BOAIBER T, Docker sZ2HER HTTPS thMHEIXIRG. MNREEZIAECER HTTP Y, FE
P TI TECE.

SFF{FEFE systemd IESE, iBTE /etc/docker/daemon.json PEANMTAR (MRXIEGEARFEEH
EzZ3UE)

{

"registry-mirrors": [
"https://hub-mirror.c.163.com",
"https://mirror.baidubce.com"

1,

"insecure-registries": [
"192.168.199.100:5000"

1

H

TR ZXIRRTE json B, BN Docker ABESH.

6.2.4 Hfth

%33 Docker Desktop for Windows, Docker Desktop for Mac fEi& B HY Docker Engine HiH1T
fRiE, SN0 —EERY AT ER RN AT,

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

6.3 A ECESHREE
6.3FAECERNEE

E—TFAIEE T EEEMINBERRAECRE, N/NTSHAIHRAER Docker Compose FEE—MAE
RBRINIE. TLS NFABBFEE.

FE— IR, NSRBI EZ SR P T,

6.3.1 R RIES

MRFAE— MR, ERBZAEIRSEIYRHEHZZEOLAIER. REALER opensst BITEA
W,

XBRISHNVGERZNFAB G docker.domain. com, TFEFAINAER openss1 BITE
7% docker.domain. com BYuL RS SSL UFH,

F—LBIEE A FAIR,

$ openssl genrsa —out "root-ca.key" 4096

T FRABEUEE cA IRIEFiIERSS.

$ openssl req \
-new -key '"root-ca.key" \
-out "root-ca.csr" -sha256 \
-subj '/C=CN/ST=Shanxi/L=Datong/0=Your Company Name/CN=Your Company Name Docker Registry C

LAE#S R —subj SEERY /C FREZR, W N; /STHRRE; /L TRRHEEBX; /0 TRE
7 /N BRBFR,

FE=FHE CARIEPR, FEE root-ca.cnf,

[root_cal

basicConstraints = critical,CA:TRUE,pathlen:1

keyUsage = critical, nonRepudiation, cRLSign, keyCertSign
subjectKeyIdentifier=hash

BIUSERRIES,
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$ openssl x509 -req -days 3650 -in "root-ca.csr'" \
—-signkey "root-ca.key" -sha256 -out "root-ca.crt" \
-extfile "root-ca.cnf" -extensions \
root_ca

SBRLERURR SSL FATH,

$ openssl genrsa —out "docker.domain.com.key" 4096

BINSEFRFAAERGIERIBIUL

$ openssl req —new —key '"docker.domain.com.key" -out "site.csr" -sha256 \
-subj '/C=CN/ST=Shanxi/L=Datong/0=Your Company Name/CN=docker.domain.com'

FLLEEUER, #EE site.onf X4,

[server]

authorityKeyIdentifier=keyid, issuer

basicConstraints = critical, CA:FALSE
extendedKeyUsage=serverAuth

keyUsage = critical, digitalSignature, keyEncipherment
subjectAltName = DNS:docker.domain.com, IP:127.0.0.1
subjectKeyIdentifier=hash

B\ PEBUR sSLIUER.

$ openssl x509 -req —days 750 -in "site.csr" -sha256 \
—CA "root-ca.crt" -CAkey "root-ca.key" -CAcreateserial \
—out "docker.domain.com.crt" -extfile "site.cnf" -extensions server

XHEBELMAB T docker.domain.com BIR uh SSL FA%H docker.domain.com.key #1 SSL uF
docker.domain.com.crt & CA fRUF$ root-ca.crt,

FEE ss1 X{HFFHIE docker.domain. com. key docker.domain.com.crt root-ca.crt IX=3{4%
N, HIBREfBIE,

6.3.2 REFAECRF

AEOCEBRANNEE T4 TF /etc/docker/registry/config.yml , B {7145 7F 7 Hb 4 48
config.yml, Z[GHEHEIFRT.
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log:
accesslog:
disabled: true
level: debug
formatter: text
fields:
service: registry
environment: staging
storage:
delete:
enabled: true
cache:
blobdescriptor: inmemory
filesystem:
rootdirectory: /var/lib/registry
auth:
htpasswd:
realm: basic-realm
path: /etc/docker/registry/auth/nginx.htpasswd
http:
addr: :443
host: https://docker.domain.com
headers:
X-Content-Type-Options: [nosniff]
http2:
disabled: false
tls:
certificate: /etc/docker/registry/ssl/docker.domain.com.crt
key: /etc/docker/registry/ssl/docker.domain.com.key
health:
storagedriver:
enabled: true
interval: 10s
threshold: 3

6.3.3 &A% http IAUESUSF

$ mkdir auth

$ docker run ——rm \
——entrypoint htpasswd \
httpd:alpine \
-Bbn username password > auth/nginx.htpasswd

1% EEAY username password B AIRE CRIARBFIZE.

6.3.4 ¥wig Docker Compose EtE&

Y48 compose.yaml (8% docker—compose.yml) ECEIIT:
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services:
registry:
image: registry
ports:
— ""443:443"
volumes:
- ./:i/etc/docker/registry
- registry-data:/var/lib/registry

volumes:
registry-data:

6.3.5 {&3 Hosts 314

YR8 /etc/hosts

127.0.0.1 docker.domain.com

6.3.6 |25
$ docker compose up -d
XERAITIBRGF T — N EBNRINE. TLS BIRABCRE, EFREIIMLHEINGERRIESR.

6.3.7 WA CRETIRE

HTBITE RN CARIERBAHEERGIE, FRUAFRIIFTERE CARIEB ssl/root-ca.crt BA
/etc/docker/certs.d/docker.domain.com {43,

$ sudo mkdir -p /etc/docker/certs.d/docker.domain.com

$ sudo cp ssl/root-ca.crt /etc/docker/certs.d/docker.domain.com/ca.crt

ERIFVECRE.

$ docker login docker.domain.com

SR, ABURE.
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$ docker

$ docker

$ docker

$ docker

$ docker

pull ubuntu:24.04

tag ubuntu:24.04 docker.domain.com/username/ubuntu:24.04

push docker.domain.com/username/ubuntu:24.04

image rm docker.domain.com/username/ubuntu:24.04

pull docker.domain.com/username/ubuntu:24.04

MRFSIBHER, SRR,

$ docker

$ docker

no basic

logout docker.domain.com

push docker.domain.com/username/ubuntu:24.04

auth credentials

ERSIRBER, TR REHEIENECET.

6.3.8 [ FEEM

NSRRI AT 443 im0, (RETLAECE Noinx (X3, XEARBEA,
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6.4 Nexus 3

6.4 Nexus 3

{iF3 Docker E75HY Registry SIEHGERIG—LAEFAR, tLIIFEEEEGERMIREZEEAZRT
SEWH, FE—LHSERBK=ARSEER Registry, ERAIBRIBH—L T 2N Nexus
PRICRE WAL, RHRA Nexus3. x £EISZHF Docker FIFABETRER. FTLAER Nexus 3 —MR
{4>REIE Docker, Maven, Yum, PyPI FEZ2—EREEAUGEE,

6.4.1 |35 Nexus 588

$ docker run -d —--name nexus3 —-restart=always \
-p 8081:8081 \
—--mount src=nexus—data,target=/nexus—-data \
sonatype/nexus3

BERBITHEES 3-5 ok, {RATLAER docker logs nexus3 -f BEHE:

$ docker logs nexus3 -f

2021-03-11 15:31:21,990+0000 INFO [jetty-main-1] *SYSTEM org.sonatype.nexus.bootstrap.jetty.JettySe
rver -

Started Sonatype Nexus 0SS 3.30.0-01

WMRIFERIA LN, A Nexus ELBEIRIN, RATLAERNISEESFTF http://YourIP: 8081 150)
Nexus S,

BEREITEEILA N SIREWIRZE RS

$ docker exec nexus3 cat /nexus—-data/admin.password

9266139e-41a2-4abb-92ec-e4142a3532ch

EVRSEN Nexus RIBUAIKSZ admin, ZRBUR LNGSRNEIR, REALAER, BRERE
HWHIIRTED,

BERZ B RERE LSRR RAER N ERTEHITIRE.

Built with mdPress


https://www.sonatype.com/product/repository-oss-download
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

6.4.2 Bl

BIE— 1N FAECER L Repository—>Repositories MG AIHISEE Create repository i%iF
docker (hosted)

e Name: GERIZFR
o HTTP: GERMAYHEED (BHIa0: 5001)

e Hosted -> Deployment policy: i&%E#% Allow redeploy BRIFGi% E{& Docker (2%,

HENCENZAEZBESMNECER, BT LABIE— docker (proxy) AW G EHEZEE
DockerHub ., FEJiE—" docker (group) KEIAIECEFEIENIAHY hosted 5 proxy iRmIIE—#E. F
HEHRHEEA TEAIE CETIRGR, REEREIEESE DockerHub FTREFHEFZE! Nexus
|,

6.4.3 R IMTIEEBR
3B Security->Realms B Docker Bearer Token Realm BZIAIBANERRTZ.

ZINFAPHIN : SZER Security—>Roles->Create role fE Privileges IS Z docker 1B#EMN AR
NFEENEGILAERIAGIRZ.

INFAF . 3ZER Security—>Users->Create local user #E Roles iEIRAE NI GBI NIFEZ N
FABLEORE.

6.4.4 NGINX RZEIERE
EBMERBES N IAEOEEAE BEEBER—T5.
NGINX ~AECEWNT
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upstream register
{
server "YourHostName OR IP":5001; #im/[ I/ FEFIFAGEECENICELN HTTP #IhiE [ 15
check interval=3000 rise=2 fall=10 timeout=1000 type=http;
check_http_send "HEAD / HTTP/1.0\r\n\r\n";
check_http_expect_alive http_4xx;

server {
server_name YourDomainName;#Z[52 %7 DNS JRZ5ES0AENT, 1BMIBRULEZELEFAY IP Htfih)a]
listen 443 ssl;

ssl_certificate key/example.crt;
ssl_certificate_key key/example.key;

ssl_session_timeout 5m;
ssl_protocols TLSvl TLSv1.1 TLSv1.2;
ssl_ciphers HIGH:'!aNULL:!MD5;
ssl_prefer_server_ciphers on;
large_client_header_buffers 4 32k;
client_max_body_size 300m;
client_body_buffer_size 512k;
proxy_connect_timeout 600;
proxy_read_timeout 600;
proxy_send_timeout 600;
proxy_buffer_size 128k;
proxy_buffers 4 64k;
proxy_busy_buffers_size 128k;
proxy_temp_file_write_size 512k;

location / {
proxy_set_header Host $host;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_set_header X-Forwarded-Port $server_port;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection $connection_upgrade;
proxy_redirect off;
proxy_set_header X-Real-IP $remote_addr;
proxy_pass http://register;
proxy_read_timeout 900s;

}
error_page 500 502 503 504 /50x.html;

6.4.5 Docker FHSIRECREE

WRAZH SSL E e LUBE BIEETHGARINGE https GEE#EEE] Docker BIECE N+ /ARG
B3 Docker,

£/ SSL NiELEIEFREham AR AIEMECERISN Y. BIRSENT:
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$ openssl s_client —showcerts —connect YourDomainName OR HostIP:443 </dev/null 2>/dev/null|openssl x
509 -outform PEM >ca.crt

$ cat ca.crt | sudo tee —a /etc/ssl/certs/ca-certificates.crt

$ systemctl restart docker

{85F3 docker login YourDomainName OR HostIP HH{Tillid,, FAPRZRSIES LHE Nexus FiREM,
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AENE

N\

AREET Docker Hub RIfER. FABCERIEZELINR Nexus 3 FbIVRTTER.

ToRE
BARE
AIEYPRE
TE
Bt
SIE{ER[5isE

o FABGE: 1BiEBCH Registry
o HERINIEES: IME T

7 RIGEREEHUHEIN? XKLL Issue B PR,

A

peEdaE e

E% 100 K/6h, EF 200 )%/6h
HEZFTTIS 2FA FH{E Access Token

37F Webhooks fF1B#ta%E
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5815 Dockerfile I8$F/7

H4 2 Dockerfile

J

Dockerfile 2— XA, EREET—FFH 182 (Instruction), —FIESHEE—R, ALt
B-FECHIRE, MEmAiZEN SN TTE,

ERMUER, Bf)EBE docker commit EITHERIWIRL. BRE, F commit REEFHIGRHEH,
HAESENEINEREATES .

{s§8F Dockerfile MR GEB LTS

o Baib: FTLUEID docker build fpdBEENTRER.

o AIESMY: BT Dockerfile A, TILURMRERITENER .
o hgad#=Hl: Dockerfile JLAMNMRAIZHIR S (U0 Git), (EFIEIREE,
o BB (R AEBRILUEIIE Dockerfile THEREANIRITTE.

Dockerfile A%
Dockerfile —fi&2 AMUERD : BERRGEE. HIFEEE. RGIREESHa:REaIiTiES.

RFR

REGIEMHAR Dockerfile PHIRMNES:
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e RUN Hif785<

o COPY E#II344

o CMD BEEEFES

e ENTRYPOINT A[s3

o ENV IEERIETE

o ARG ¥ &3

e VOLUME EVEZE

o EXPOSE £FEim[]

e WORKDIRIEETIEBZ

o USER {EZE4HI

o HEALTHCHECK #1868
e ONBUILD 7 R

o LABEL NE&IA

e SHELL 8%
BT
AREIRBNLE Dockerfile ISR

o ZNERFAZESCEY: Laravel i

SESB{ETHK
LEAh, BADIERBANLE Dockerfile BUER{ESLEANE WAJRR,

° 713 A/

{5/ Dockerfile A& &
e ST NE N ROy S W R

docker build [IEIA] <t TF3XE&E/URL/—>
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540, 7£ Dockerfile FRAIEERHIT:

docker build -t my-image:v1l .

BZXT docker build HIAE, BAMESLPRESRMNSSHITED.
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71 RUN Hii7%<

7.1 RUN Bii76%<

711 BEXEE

RUN <command>

RUN ["executable", "paraml", "param2"]

RUN IS 2

<, FHERER

7.1.2 PRI LY
1. Shell &=%

RUN apt-get update

o ¥R EUAEIE /bin/sh —c 14T,
o 8 TLUFARIETE, B8

o Ml

RUN echo "Hello" > /test.txt

2. Exec &%,

RUN ["apt-get", "update"]

o ¥R ERBRRTHITXYE, 7~
o {fi¥: B Shell FRFEBMHTIEIR,

Dockerfile FErEAIESZ—.

. EEMAEE Shell 454,

Zid Shell,
ERTZHPEARHRFEREIENR.

o ER: TEEM svAR IMREEEE FRAFECEA shell),
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71.3 BB {ELE:
1. BEWS: OB

B RN IESESIE—ERG. ATRMRGINMEE, NEM & iEZmS

X ERNSE Q23 R):

RUN apt-get update
RUN apt-get install -y nginx
RUN rm —rf /var/lib/apt/lists/x*

EESE EE1R)

RUN apt-get update && \
apt-get install -y nginx && \
rm —rf /var/lib/apt/lists/*

2. BEERT
ALERRY G, MENERER, JUUEZER/INEGRA,
¢ Debian/Ubuntu:

RUN apt-get update && apt-get install -y package-bar \
&& rm -rf /var/lib/apt/lists/*x

¢ Alpine:
RUN apk add —-no-cache package-bar
3. M set -e ] pipefail
BABR T, EiEm<S cndl | cmd2 RE cnd2 BT, EAN RUN HIARJ9RLE.
X BekRHosR

## WRTEXY, 9zip HEERIMRIE, (BARAEEL, HERTEEMEL

RUN wget http://error-url | gzip -d > file

HESE:
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SHELL ["/bin/bash", "-o", "pipefail", "-c"]
RUN wget http://url | gzip -d > file

7.1.4 FE WAz
Q: J9HARUN cd /app FAEX?

RUN cd /app
RUN touch hello.txt

Z5R: hello. txt SHIMEIRER /., MAR /app. RE: B RUN EE—HAEY Shell/BeeFEH
T, cd RENIE0 RUN BUIREE, fBEAR: {EF8 WORKDIR 15§,

WORKDIR /app
RUN touch hello.txt

Q: NFBEARER?

RUN export MY_VAR=hello
RUN echo $MY_VAR

ZR: HiHAT. RHE: BL, RAETERTHE0 RN B, BR: FH en i8S, siERE—17
RUN RS,

ENV MY_VAR=hello
RUN echo $MY_VAR

7.1.5 BRFI5
1. {5 BuildKit [iEhEs
BuildKit SZ#57E RUN IS H{EA —-mount ¥EEERR, INERIGE,

# 277 apt &
RUN —-mount=type=cache,target=/var/cache/apt,sharing=1locked \

—--mount=type=cache, target=/var/lib/apt, sharing=1locked \
apt-get update && apt—-get install -y gcc
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#t EfF Go 12

RUN —-mount=type=cache,target=/go/pkg/mod \
go build -o app

2. EHFA
ZEHEER SSH Z$AEL Token, MAKHICRERET.

RUN ——mount=type=secret, id=mysecret \
cat /run/secrets/mysecret
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7.2 COPY &H#I37{4
7.2 COPY S4I37f4

7.2.1 BAE;

COPY [iEIN] <REEIE>... <BfRE&IE>
COPY [EIN] ["<[RER{Z1>", "<RERIE2>", ... "<B#REE>"]

copY f5RHEE E P PRI E REFIZIREA.

7.2.2 BEFRi%
SN

#t SFIXHEIEEER
COPY package.json /app/
#Ht EHIXHHERS

COPY config.json /app/settings.json

SRS

## BHIZNEEX
COPY package.json package-lock.json /app/
#t (EEELRF

COPY x.json /app/
COPY src/*.js /app/src/

SHER

# EHETERIAE (TFEERZTS)

COPY src/ /app/src/

LR EFERE, STNEERN RE, TE3ERFS.
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g F T RIRA:

src/ /app/src/
— index.js - — index.js
L utils.js L— utils.js

7.2.3 EBECAFAN

COPY 5 Go Y filepath.Match JBECHATLN :

BECHF Be

* L EEEF RS

? PLECERNFRT

[abc] LEHESHE—FFF
[a-z] ICESEREINFRF

COPY homx /mydir/ # home.txt, homework.md Z

COPY hom?.txt /mydir/  # home.txt, homy.txt =
COPY appl[0-91.js /app/ # app@.js ~ app9.js

7.2.4 BiRIEE
MR

COPY app.js /usr/src/app/
HEXERE: EF WORKDIR

WORKDIR /app
COPY package.json ./
COPY src/ ./src/

BatlEER

# Z#IZ /app/package.json
# E#IF| /app/src/

WNRBRERAFIE, Docker &EmNEIE:
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## /app/config/ FAEHBLREZIEIE

COPY settings.json /app/config/

7.2.5 BB FREE
{558 —-chown METR B (HAIFFFILE

## (EEBFEAES
COPY ——chown=node:node package.json /app/

## (FFF UID #J GID

COPY ——chown=1000:1000 . /app/
# RIEEHRF

COPY —-chown=node . /app/

56 USER 152, FRERAALAAE root FIFIETT.

7.2.6 (R4 TTEUE
COPY RARBRIRHHHITTEE:
. iE 5. HUTIUR
o SRt
B FHAXHHRIEE:

## start.sh BIETH{TIIRAAGIREE

COPY start.sh /app/
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7.2.7 COPY vs ADD

i COPY ADD
SHIAM 4
BEERE tar X

3785 URL X (RHETS)

S
s
i

EERE L B RER
#Ht EZ: (EFF COPY

COPY app.tar.gz /app/
RUN tar —-xzf /app/app.tar.gz

## ADD EFIEE (TT9THEE, THEE)

ADD app.tar.gz /app/

EEEN: RIFFEEEMEE tar X4, BNIRLEAEER COPY, BRAMT AL EIZEY.

7.2.8 ZHEEEEHR) COPY
MEMH M ERE S

## 1IEHR

FROM node:20 AS builder
WORKDIR /app

COPY packagex.json ./
RUN npm install

COPY . .

RUN npm run build

## LR

FROM nginx:alpine
COPY ——from=builder /app/dist /usr/share/nginx/html
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{55 --link fALERE

## ([EF —-link 5, XHLURETN, THREIFES

COPY —-link —-from=builder /app/dist /usr/share/nginx/html
—-link B9fLES:

- EENFIREEET
o FHTHHETE
o IMEZHERIEE

7.2.9 dockerignore

8 .dockerignore HEBRAEEEHIBISUHF:

## .dockerignore
node_modules
.git

.env

*. log

Dockerfile
.dockerignore

XAl
o IFIMEREE ETITRN

o miEME
o EREHIBURSUY
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7.2.10 R{ELE
1. FIFER, SCERRRBU:

#t @ 17 EEHEIEN, BLR BESHAD

COPY package.json package-lock.json ./

RUN npm install

COPY . .

#t X £ —RUEHIFEXI, ABEELSHEH npn install
COPY . .

RUN npm install

2. {§5FH .dockerignore

## R node_modules TREH
COPY . .

## .dockerignore H/&Z node_modules

3. BBREHIEE

it 8 17 BEEIESEE

COPY src/ /app/src/
COPY package.json /app/

#t X £ FFES

CoPY . .
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& BRAELR

HABEMAL Node.js RZFBRY Docker B&AY, AIWIEHRAVFRGATIEE T 26GB, miniEd
HFERERIE K. HEEAIL, Dockerfile fERET copy . . IBEMIZE TN EFIHER, S
node_modules/. .git/ BRI AENHXHEEZBRITEHER. UMBNEZECE
.dockerignore {4, BNAREFIMBEXH. BRIGEZEHRIN— .dockerignore X4, HEFRIX
LARAVENBER, FRE&GYENEIT 200MB, XPMHIIFRZIMIEEE T : .dockerignore F]
.gitignore —1¥EE, NIZEMBEVIRUHTEE, MARERILIMA A 8RR, ENAIR
AR S E H package. json # package-lock.json &EMkE, BEFINANG, FE
.dockerignore FBRFA%IH node_modules, .git. test BRZ,

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

7.3 ADD ESHRRISHIH

7.3 ADD ERRHISHIS
731 EAEA

ADD [iEIN] <RE&E>... <BinkEE>
ADD [Em] ["<REEEE>", ... "<BIREES"]

ADD £ COPY Bt FIEINT 7 NIhEE :

1. Balf#E tar E468
2. 3ZFFM URL TESUS (7S

7.3.2 ADD vs COPY
e COPY ADD
SHIA S
EafEE tar X
SZRF URL X (FHES)
1T 79RT TR = LR
HEREE H5Er (VRERR

FEEN: WRIFEEEMREE tar XX, BNIRLEER COPY, BRAMT LR IEIZEYT.
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7.3.3 EIRNAEELRE
EARE: ERMRESNS tar

## BaEE tar.g9z FEHRER

ADD app.tar.gz /app/

ADD SRBIFARELA TSI
e .tar
e .tar.gz/.tgz
e .tar.bz2/.tbz2

e .tar.xz/.txz
SCRRAZFE
BAEMBGEBEREFRE ADD fERXHRSR:

FROM scratch
ADD ubuntu-noble-core-cloudimg-amd64-root.tar.gz /

BETRE

ADD app.tar.gz /app/
|
780 .tar.gz &z
— BEsRE
L REMAN /app/

app.tar.gz 83 /app/ BRER:
— src/ F— src/

| L— main.py |  L— main.py
L config.json L— config.json
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7.3.4 URL T#IheE: A=
BXRE

## M URL TEXM

ADD https://example.com/app.zip /app/app.zip

P LFHETF
=1/ =l
70 79 600, BEEEZSN RUN (&
R TERISH R BEEEE {
4

AEE URL FERIEGREASENREE

EiFIa) URL NI ASER NE

BEUEN FEEP RUN B2
HEERAR

i X TTHEE: (@ ADD T

ADD https://example.com/app.tar.gz /tmp/
RUN tar —xzf /tmp/app.tar.gz -C /app && rm /tmp/app.tar.gz

w1 O #7%: (EFF RUN + curl

RUN curl -fsSL https://example.com/app.tar.gz | tar —-xz -C /app
’e:

o —% RUN TRk M. fRE. iFHE
- BOBEREM
- EENEEE
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7.3.5 8L EE

ADD -—chown=node:node app.tar.gz /app/
ADD --chown=1000:1000 files/ /app/

7.3.6 {a]A{sER ADD
E&EF ADD

#H FEEAH tar X

FROM scratch
ADD rootfs.tar.gz /

#t FEENFEE

ADD dist.tar.gz /app/

X FiE&ER ADD

#t SHIEEX (FH COPY)

ADD package.json /app/ # X
COPY package.json /app/ # &

#H FESSE (FH RUN + curl)

ADD https://example.com/file / # X
RUN curl -fsSL ... -o /file # &

## FE(REE tar THEE (5 COPY)

ADD archive.tar.gz /archives/ # X Z/#+%
COPY archive.tar.gz /archives/ # 8 (#ZE1

7.3.7 BEFTH

ADD AJRESEMEEFRRL:
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## YR app.tar.gz ABEZTMH, HEREGLEEEFERE

ADD app.tar.gz /app/
RUN npm install

AR :
#Ht SEEFIHI

COPY packagex.json /app/
RUN npm install

# BN

ADD app.tar.gz /app/

7.3.8 Bx{ESCE:
1. BUAfEA coPY

i O A=HIF5EFHE COPY

COPY . /app/
2. (IERERRER{EA ADD

##t O BfEEGE

ADD app.tar.gz /app/

3. <EFJ ADD #3714

#t X i
ADD https://example.com/file.tar.gz /tmp/
# O 1=

RUN curl -fsSL https://example.com/file.tar.gz | tar -xz -C /app
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4. fREEEE

## YIRT I ELFE
COPY app.tar.gz /tmp/

RUN tar —-xzf /tmp/app.tar.gz -C /app && \
rm /tmp/app.tar.gz
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7.4 CMD ZREElEoiHs<

7.4 CMD &He8i5aldn<
7.4 {48 CMD

D IEL AT IEEREMRERUARITAIRS. EEXN T BT "£HE",

BOEES:: SRRV EE = THEAVEHFEE. CMD IEERGSHMEXNEHHIE.

7.4.2iFEEI
CMD H=Fpigt:

B Bx HIFEE
CMD [“EHhiTi4”, “B8%1”, _
exec H&= VE:7
u%yzn]
shell 18z MD @< S8l SR b=,
SR, CMD [“&#1”, “&¥R"] & ENTRYPOINT

exec I8%,: =

CMD ["nginx", "-g", "daemon off;"]
CMD ["python", "app.py"]
CMD ["node", "server.js"]

R

o BEEWITIEEIER, S8 PID1
o IFFEWUSS (41 SIGTERM)

o J5&F shell 4T
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shell 1§,

CMD echo "Hello World"
CMD nginx -g 'daemon off;"

SERRUT: SR sh —c

# REHY
CMD echo $HOME
## LERAATHI

cMD ["sh", "-c", "echo $HOME"]

R SJLIEREINREE. EEF shell Fit BRA: EHIER sh, ESAAEREBALNA

7.4.3 exec f&, vs shell &=,

Y exec 1gz{ shell 1§z
EBHE EERER /bin/sh
=55 2 X FTikteis

EZNE R 255 shell @% Shan
R REHHR =T shell 44T
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(ES BRI

##t X shell #&=zt: docker stop LAt
CMD node server.js

## ZLfrZE sh -c "node server.js"

## SIGTERM %25 sh, F&(E45 node
## 8 exec #5zt: docker stop IEETIE
CMD ['"node", "server.js"l]

## SIGTERM EffE4#4 node

7.4.4 i=17H}78E CMD
docker run FHIaSSEE Dockerfile Y CMD::

## ubuntu ZiA CMD £ /bin/bash

$ docker run -it ubuntu # HA\ bash
$ docker run ubuntu cat /etc/os-release # /E&4 cat @<

Dockerfile: docker run @
CMD ["/bin/bash"]  + cat /etc/os-release
' >~ WEE <« '
.
#47: cat /etc/os-release

7.4.5 RHGEIR . FERUANBRH
iRl

#t X BEEHEERBH

CMD service nginx start
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[RESHr

1. CMD service nginx start
L HEREA

2. CMD ["sh", "-c", "service nginx start"]
1

3. sh Bz, #1417 service %<
.

4. service &4 nginx BEIRE
0

5. service #pd%ER, sh BH
0

6. BBRLHE (sh) BE - BEL

IEREHE

##t & IF nginx TEIEIET

CMD ['"nginx", "-g", "daemon off;"]

7.4.6 CMD vs ENTRYPOINT

Be g

CMD A
ENTRYPOINT NEj=

EAJB{sEF CMD

## Dockerfile

CMD ["curl", "-s", "http://example.com"]

$ docker run myimage # TGS

$ docker run myimage curl -v ... # GF=/EE
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f&EC ENTRYPOINT

## Dockerfile

ENTRYPOINT ["curl", "-s"]
CMD ["http://example.com"]

$ docker run myimage # curl -s http://example.com
$ docker run myimage http://other.com # curl -s http://other.com (ZZ(Ez=)

00 ENTRYPOINT AOSEY,

7.4.7 B{E5CH
1. {E5fEA exec H&(

w1t O =
cMD [llpythonll' Ilapp.pyll]

##t A (VEEEE shell fMAHER

CMD ["sh", "-c", "echo $PATH && python app.py"]
2. RN RERISIET

# @ pIEiET

CMD ["nginx", "-g", "daemon off;"]
CMD ["apache2ctl", "-D", "FOREGROUND"]
CMD ["java", "-jar", "app.jar"]

##t X TEEBEEREDS

CMD service nginx start
CMD systemctl start nginx

3. (EAXEIS

#t & iFm: W55
CMD ["node", "server.js"]
## X 2. BE55 (JSON FZHF)

CMD ['node', 'server.js'l
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4. fit& ENTRYPOINT {s5FH

# BT UBESHA=

ENTRYPOINT ["python", "app.py"]
CMD ["-——port", "8080"]

B TA AL i ]

$ docker run myapp ——-port 9000

7.4.8 E o
Q: CMD FLAES/MG?
FATLL £ CMD REEE—/ER:

CMD ["echo", "first"]
CMD ["echo", "second"] # HEXER

Q: WTZE CMD {ERMSIE?

## FEl: (FFH shell %z
CMD echo "Port is $PORT"
## &2 BIUEH sh —c

CMD ["sh'", "-c", "echo Port is $PORT"]

Q: AHARIBEEAIIAL Ctrl+C?
BRI T shell 183, {554 sh iziE 1 :
##t X (ZETEEE
CMD python app.py

# M (SEIFHEES

CMD ["python", "app.py"]
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7.5 ENTRYPOINT AOX

7.5 ENTRYPOINT N[O

7.5.1{+4 2 ENTRYPOINT

ENTRYPOINT I8 E AR B IETHALORE., 5 CMD A[E, ENTRYPOINT EX WS AW
docker run ISEBE, ME BKIXLSH,

BOMER: ILREGEG—NTHRITEFR—HEER, docker run NESHIFARXMEFIISEHL.

7.5.2 iIEEME
st i 2
ENTRYPOINT [“BIHUTSE", -
exec &= VE:ze
M%%ﬂln]
shell &=, ENTRYPOINT %< 8% LOAEE
## exec &t (H#5E)
ENTRYPOINT ['nginx", "-g", "daemon off;"]

##t shell &zt (TEE)

ENTRYPOINT nginx -g "daemon off;"
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7.5.3 ENTRYPOINT vs CMD

BOXEY
454 ENTRYPOINT CMD
TEf EERINCOER BIASEL
docker run 8% BIIASE eEE
BEHL ——entrypoint EEEEHS
ERER BREINTH RHBOATA
13953t
## S CMD

cMD ["curl", "-s", "http://example.com"]

$ docker run myimage # curl —-s http://example.com
$ docker run myimage -v # Hifr -v (FEiR! )
$ docker run myimage curl -v ... # curl -v ... (G=E/4%)

## HF ENTRYPOINT

ENTRYPOINT ["curl", "-s"]

$ docker run myimage # curl -s (LE5#)

$ docker run myimage http://example.com # curl —s http://example.com /

## ENTRYPOINT + CMD A& (#7%)

ENTRYPOINT ["curl", "-s"]
CMD ["http://example.com"]

$ docker run myimage # curl -s http://example.com (Ztik)
$ docker run myimage http://other.com # curl -s http://other.com v/
$ docker run myimage -v http://other.com # curl -s -v http://other.com /
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75.4 78— ILRGEGS—HER
|R: [EEIRTEE

BIEE—NEDAR] IP B "B iR,

{§5F3 CMD FIERE

FROM ubuntu:24.04
RUN apt-get update && apt-get install -y curl && rm -rf /var/lib/apt/lists/*
cvp ["curl", "-s", "http://myip.ipip.net"]

$ docker run myip # v IEETIE
E) IP: 61.148.226.66

$ docker run myip -i # X EiR!

exec: "-i": executable file not found

## -1 BIETEDN CMD, #HSEaTiTXt

{S5F ENTRYPOINT iR

FROM ubuntu:24.04
RUN apt-get update && apt—-get install -y curl && rm -rf /var/lib/apt/lists/x*
ENTRYPOINT ["curl", "-s", "http://myip.ipip.net"]

$ docker run myip # v IEBTIE
@7 IP: 61.148.226.66

$ docker run myip -i # v -1 28
HTTP/1.1 200 OK

X7 IP: 61.148.226.66

ZHER

ENTRYPOINT ["curl", "-s", "http://myip.ipip.net"]

docker run myip -i

v
curl —-s http://myip.ipip.net -i
| ]

ENTRYPOINT + docker run £

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

7.5.53FR": EMRRESTIE

EEMERSEHFUTIIAMHIAR QNEIEETR. SURIRE).
SEE5

FROM redis:7-alpine

COPY docker-entrypoint.sh /usr/local/bin/
ENTRYPOINT ["docker-entrypoint.sh"]

CMD ["redis-server"]

docker-entrypoint.sh:
#!/bin/sh
set -e
## EETIE
echo "Initializing..."
#HHt WRFE—PSEE redis-server, Ll redis FHFIE/T
if [ "$1" = 'redis—-server' 1; then
chown -R redis:redis /data
exec gosu redis "$@"
fi

# Hifthan SERHIT

exec ||$@||

TiERiE

docker run redis docker run redis bash

v v
docker-entrypoint.sh redis-server docker-entrypoint.sh bash

- it - it
I chown -R redis:redis /data |
L exec gosu redis redis-server L exec bash
(UL redis FAFIE(T) (KL root FFIETT)
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KR

1. exec "$@": FENISHERYENHIE, BRI ESIERES
2. (¥ 1RIE CMD AEBITAEIBLE
3. FAPYD#E: (R gosu HIHRAAF (Lk su FiEAREE)

7.5.6 HR=: HSHHINA

FROM python:3.12-slim

WORKDIR /app

COPY . .

RUN pip install -r requirements.txt

ENTRYPOINT ["python", "app.py"l]
CMD ["--host", "0.0.0.0", "--port", "8080"]

## (EHSIASH

$ docker run myapp

## #f7T: python app.py ——host 0.0.0.0 —--port 8080
#t BEESH

$ docker run myapp —--host 0.0.0.0 —--port 9000

## HifT: python app.py —-—host 0.0.0.0 ——port 9000
## STETIERISE

$ docker run myapp ——help

## #f7r: python app.py —-help

7.5.7 BZ ENTRYPOINT

53 ——entrypoint SES:
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## IERIE(T

$ docker run myimage

## BZ ENTRYPOINT #HA shell it

$ docker run -—entrypoint /bin/sh myimage
## Bz ENTRYPOINT FHEAE#

$ docker run —-—entrypoint /bin/cat myimage /etc/os-release

7.5.8 ENTRYPOINT 5 CMD B&3%

ENTRYPOINT CMD BEIITHS

7c 7c 7 (BesiEE)
7c ["cmd", "pl"] cmd pl

["ep", "pl1"] 7c ep pl

["ep", "pl1"] ["cmd", "p2"] ep pl cmd p2

/bin/sh —c "ep p1" (CMD %%

ep pl (She”) ["cmd", ||p2||] ZJH]Q)
ISl =)

L 3FER: shell #8XHY ENTRYPOINT £%Z8% CMD!
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7.5.9 BR{E3CH
1. M8 exec 18X,

w1t @ =
ENTRYPOINT ["python", "app.py"]
##t X #E shell #&zt

ENTRYPOINT python app.py
2. RERNARIASEL

ENTRYPOINT ['nginx"]
CMD ["-g", "daemon off;"]

3. NABIZ{#ER exec

#!/bin/sh
##t ESTIE. ..
## (FH exec BIEHFIHAFE

exec u$@u

4. WMBES

R ENTRYPOINT ABEIEIREBES

#!/bin/bash
trap 'kill -TERM $PID' TERM INT

# S

app u$@u &
PID=$!

wait $PID
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7.6 ENV iRBINRTE

7.6 ENV iR EMRTE

7.6.1 EXNEEX

# fEIl— EITEE
ENV <key> <value>
# BN Z1EE (HEF)

ENV <keyl>=<valuel> <key2>=<value2> ...

7.6.2 X%
GERANTE

ENV NODE_VERSION 20.10.0
ENV APP_ENV production

REZITE

ENV NODE_VERSION=20.10.0 \
APP_ENV=production \
APP_NAME="My Application"

BETBRYERNE SRk,

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

7.6.3 INFZERER
1. 4R hEER

ENV NODE_VERSION=20.10.0

## {F RUN HA(EFH

RUN curl -fsSL https://nodejs.org/dist/v${NODE_VERSION}/node-v${NODE_VERSION}-1linux-x64.tar.xz \
| tar =xJ -C /usr/local —-strip-components=1

## {F WORKDIR =h(EfH

ENV APP_HOME=/app
WORKDIR $APP_HOME

## 7£ COPY =&

COPY . $APP_HOME

2. AR TRIGER
ENV DATABASE_URL=postgres://localhost/mydb

Rz AR R AT LAISERN -

import os
db_url = os.environ.get('DATABASE_URL"')

const dbUrl = process.env.DATABASE_URL;

7.6.4 STFPNRERIES

LATE<SHLAGER s88 a " ${TEBE) i8I\
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<l

RUN RUN echo $VERSION
CMD CMD ["sh", "-c", "echo $HOME"]
ENTRYPOINT Ell=
copy COPY . $APP_HOME
ADD ADD app.tar.gz $APP_HOME
WORKDIR WORKDIR $APP_HOME
EXPOSE EXPOSE $PORT
VOLUME VOLUME $DATA_DIR
USER USER $USERNAME
LABEL LABEL version=$VERSION
FROM FROM node: $NODE_VERSION
7.6.5 ={THIES

{66 —e B ——env B2 Dockerfile hEN NS S

In

# EEE

[

$ docker run -e APP_ENV=development myimage

In

# Bm 1

i

$ docker run -e APP_ENV=development —e DEBUG=true myimage
## MIETE X HER

$ docker run -—env-file .env myimage
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.env 34

## .env

APP_ENV=development
DEBUG=true
DATABASE_URL=postgres://localhost/mydb

7.6.6 ENV vs ARG
it ENV ARG
== Rl HIEERT + B TR WGAtE)
A BENESG, =TI HHA ATESENEES
B=H docker run —e docker build —-build-arg
ERSR N FEECE MRS (ARES)
HEMEA

## ARG FAHIEERTS

ARG NODE_VERSION=20

#t ENV (RIFZENETTAT

ENV NODE_VERSION=$NODE_VERSION
## JEEIESIERA

RUN curl -fsSL https://nodejs.org/dist/v${NODE_VERSION}/...

## TEIHEEIRE

$ docker build ——build-arg NODE_VERSION=18 -t myapp .
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7.6.7 Ex{E£3LEe
1. GF—EERES

#t @ 17 fRrEPEE

ENV NGINX_VERSION=1.25.0 \
NODE_VERSION=20.10.0 \
PYTHON_VERSION=3.12.0

RUN apt-get install nginx=${NGINX_VERSION}

it X Z: JREDBIESLL

RUN apt-get install nginx=1.25.0

2. FEFESRMER

# X 2. BHEENEG
ENV DB_PASSWORD=secretl123
## G IFwE: ISTAIEN

## docker run —e DB_PASSWORD=xxx myimage

3. SRR ESIERUAME

ENV APP_ENV=production \
APP_PORT=8080 \
LOG_LEVEL=info

4. (FRARXHNEES

#it & 17 EREG

ENV REDIS_HOST=localhost \
REDIS_PORT=6379

# X Z: EHE

ENV HOST=localhost \
PORT=6379
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7.6.8 e
Q: NETEE CMD hAREFF
exec B ASBIRFNETE:

## X L@ $PORT
CMD ["python", “app-py"; "——port", "$PORT"]
## 8 (M shell 1Eztat@=tiFMA sh

CMD ["sh", "-c", "python app.py ——port $PORT"]

Q: TEERRAREE

$ docker inspect mycontainer —-—-format '{{json .Config.Env}}'
$ docker exec mycontainer env

Q: 21T ENV X221 ENV

#t O w7 wOE

ENV VARl=valuel \
VAR2=value2 \
VAR3=value3

#t A = ENV 2pIEZE

ENV VAR1=valuel

ENV VAR2=value2
ENV VAR3=value3
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7.7 ARG fFiEE&#
7.7 ARG M E

7.71 EXiE;

ARG <S¥Z>[=<BiAE>]

ARG IESTENMIEATHRIZE, AJLATE docker build BH@IT ——build-arg fE.

7.7.2 ARG vs ENV
it ARG ENV
=3 GR ] WGAfE ) YI%ERT + IB1ThY
AN AESSNERS BENE&
B=A docker build --build-arg docker run -e
EfR HMESH (RASE) N FERCE
a4 docker history AJTQ docker inspect A
i) BTA
- ARG VERSION=1.0 | (ARG EiH%)
|~ ENV APP_ENV=prod | APP_ENV=prod ({/5%F7E)

L RUN echo $VERSION |

L RN T2 ARG RIEERSEHRYSE, docker history AJLIEERTE ARG (&,
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7.7.3 BEXRM%
ENFfER

## ENBHIABER] ARG
ARG NODE_VERSION=20
## {F/H ARG

FROM node:${NODE_VERSION}-alpine
RUN echo "Using Node.js $NODE_VERSION"

AFESRE Fo

## (EEEAE
$ docker build -t myapp .
## BEAOAE

$ docker build —-build-arg NODE_VERSION=18 -t myapp .

7.7.4 ARG HO{EFTig;

FROM ZHifY ARG

## FROM ZEiH9 ARG HEEFEF FROM #5<&

ARG REGISTRY=docker.io
ARG IMAGE_NAME=node

FROM ${REGISTRY}/${IMAGE_NAME}:20
##t X XETEEH FERT ARG

RUN echo $REGISTRY # Zji=s
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FROM Z[SEH=HH

ARG NODE_VERSION=20
FROM node:${NODE_VERSION}-alpine
#t EEBREET EEERH

ARG NODE_VERSION
RUN echo "Node version: $NODE_VERSION"

ZHEAEHI ARG

ARG BASE_VERSION=alpine
FROM node:20-${BASE_VERSION} AS builder
## HEE AL

ARG NODE_VERSION=20
RUN echo "Building with Node $NODE_VERSION"

FROM node:20-${BASE_VERSION}
#H BN RESEEE A

ARG NODE_VERSION=20
RUN echo "Running with Node $NODE_VERSION"

7.7.5 BIERER
1. EHERR R A

ARG ALPINE_VERSION=3.19
FROM alpine:${ALPINE_VERSION}

$ docker build --build-arg ALPINE_VERSION=3.18 .

2. RERMERE

ARG NGINX_VERSION=1.25.0

RUN curl —-fsSL https://nginx.org/download/nginx-${NGINX_VERSION}.tar.gz | tar —xz
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3. ECBHERE

ARG BUILD_ENV=production
ARG ENABLE_DEBUG=false

RUN if [ "$ENABLE_DEBUG" = "true" 1; then \
npm install ——include=dev; \
else \
npm install --production; \
fi
4. EEBFAVEOE

ARG NPM_TOKEN

RUN echo "//registry.npmjs.org/:_authToken=${NPM_TOKEN}" > ~/.npmrc && \
npm install && \
rm ~/.npmrc

## HEATEA token

$ docker build —-build-arg NPM_TOKEN=xxx .

7.7.6 1%- ARG 1?552% ENV
WNRFEEFEE1TAIFER ARG FYE:

ARG VERSION=1.0.0

#t #F ARG (Ei845 ENV

ENV APP_VERSION=$VERSION
##t 1= THIETH

CMD echo "App version: $APP_VERSION"

7.7.7 TREN. ARG

Docker R4t 7 —ETUENAI ARG, FoFRA=BARIEIER:
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ARG ol

HTTP_PROXY HTTP {CIE
HTTPS_PROXY HTTPS LI
NO_PROXY AMERRERAYIE
FTP_PROXY FTP IR

# R EEAEE

$ docker build ——build-arg HTTP_PROXY=http://proxy:8080 .

7.7.8 B{ESCHEe
1. 79 ARG IRHEEEIAE

#t O 7 BEAE
ARG NODE_VERSION=20
#t A FELEREAN

ARG NODE_VERSION

2. FEH ARG TFHEHRMER

##t X IR BIOAWICRIEEEILETR

ARG DB_PASSWORD
RUN echo "password=$DB_PASSWORD" > /app/.env

## @ E: (@ secrets HE/THTEES
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3. 5 ARG IR RiE M

ARG BASE_IMAGE=python:3.12-slim
FROM ${BASE_IMAGE}

# AT IR RAIRE

## docker build —-build-arg BASE_IMAGE=python:3.11-alpine .
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7.8 VOLUME BN ERE %
7.8 VOLUME BV ERZE

7.81 EXNEE

VOLUME ["/B&4Z1", "/B&1Z2"]
VOLUME /P&1%

VOLUME 158 EEEIR, FHme AIMNRESNS.

7.8.2 A+ {5 VOLUME

BUORN: SREFHEEMZAFANTS, HUETHEERNZFHEEE .
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{s5F8 VOLUME:

BaEiEE
(RIE/FTRE)

RS

RANEE (Z2)

BeathlbR, BUERE

%8 VOLUME:

BeariER

FUERE M (R)RR)
B3
e

EaslbR = FHEEXR
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7.8.3 EFRE
ENEBENE

FROM mysql:8.0
VOLUME /var/lib/mysql

ENBNE

FROM myapp
VOLUME ["/data", "/logs", "/config"l]

7.8.4 VOLUME 891779
1. BRRIEERS
MNREITATRIEEIES, Docker 2BEMEIEERS:

$ docker run mysql:8.0

$ docker volume 1s

DRIVER VOLUME NAME

local alb2c3d4e5f6... # HilplEHIESZ

2. AR SRS

# (EHRSEENESE

$ docker run -v mysql_data:/var/lib/mysql mysql:8.0

3. @# Bind Mount B=%

# (EAEFIIERER

$ docker run -v /my/data:/var/lib/mysql mysql:8.0
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7.8.5 VOLUME =32 HYEERITH

L BE: VOLUME ZEXizBRAINENSHEF!

FROM ubuntu
VOLUME /data

#t X XPOXHTAHTEEGE!

RUN echo "hello" > /data/test.txt

[RE: FEREIRETS, VOLUME B NZBREE—NMIGIRERE. 4L RUN i8S BER
B ALREEEXNEIET, MIFHRGE. Sz RUNIBSERRE, IRREREFR, BLWEAR
RAEFRFIRZREGT. TR XE5RSRETHEENERSETNAN—ETHeIZNESE
Bt EHRFEFE.

IERRE

FROM ubuntu

#t @ EEAXH

RUN mkdir -p /data && echo "hello" > /data/test.txt
## H=H VOLUME

VOLUME /data

7.8.6 BEOERZR
HOERERFAL

FROM postgres:16
VOLUME /var/lib/postgresql/data

BAEER

FROM nginx
VOLUME /var/log/nginx
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HEXHBR

FROM myapp
VOLUME /app/uploads

7.8.7 & VOLUME B\

## BERETE AT VOLUME

$ docker inspect mysql:8.0 —-format '{{json .Config.Volumes}}' | jq
‘ "/var/lib/mysql": {}

}

#H BEBSERAIE

$ docker inspect mycontainer ——format '{{json .Mounts}}' | jq

7.8.8 VOLUME vs docker run -v

1 Dockerfile VOLUME docker run -v
TE XA T LATEN) BRI ThY
AT R IEEES IR B
RigtE 1% (BEHR) = (BMESIEE)
ERER TE X s ALHIER 1R REHHIEEE
7.8.9 £ Compose
£ Compose FECEIIT:
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services:
db:
image: postgres:16
volumes:

# mEE (M)

- postgres_data:/var/lib/postgresql/data
# Bind Mount

- ./init.sql:/docker—entrypoint-initdb.d/init.sql

volumes:
postgres_data: # Alfmss

7.810 R2EREN
ELETHSEBIERL

#H EFH ——rm ETHIBES, ESEREB MR —ECHbc
$ docker run —-rm mysql:8.0

#H BESEILE, HHEZEX!

fBR: EERRES

$ docker run -v mysql_data:/var/lib/mysql mysql:8.0

7.8.11 BR{=E5CRE
1. EXTHFAAIEER
IS

FROM postgres:16
VOLUME /var/lib/postgresql/data
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2. 7FEfE VOLUME 52 B R

##t X

VOLUME /app/data
RUN cp init-data.json /app/data/

##t & IFFE

RUN mkdir -p /app/data && cp init-data.json /app/data/
VOLUME /app/data

3. 3#%HhikiEA VOLUME Fi&

## FFERMBFLERIX
VOLUME /app/uploads
## IR MR

VOLUME /var/lib/mysql
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7.9 EXPOSE & ix[]

7.9 EXPOSE ZEim

7.91 BEAE)

EXPOSE <im[> [<im[>/<thi¥>...]

EXPOSE FREAERRIZTHIIRAIRS RO, XE— XEMRNER, SFERAERRSRITLR
H,

7.9.2 BERRX

#i BN

EXPOSE 80

## EBFZE N

EXPOSE 80 443

## FHF TCP F1 UDP i#[]

EXPOSE 80/tcp
EXPOSE 53/udp

7.9.3 EXPOSE B9YEFE
1. 3C%i5AR
HREGRERE, BSEERLmRMRS

## (EHE—EFMIEXE web [fF

EXPOSE 80 443

#Ht BEEGEENmO

$ docker inspect nginx —-format '{{.Config.ExposedPorts}}'
map[80/tcp:{}]
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2. B -P A

{88F8 docker run -P i, Docker &EzhiksY EXPOSE HYimZE FEHpEN IR :

## Dockerfile

EXPOSE 80

$ docker run -P nginx

$ docker port $(docker ps -q)

80/tcp —> 0.0.0.0:32768

7.9.4 EXPOSE vs -p

51¢3

EXPOSE 80
(NFEAEE

docker run -p
SRR [ ARET
BEN <> =8

EXPOSE

Dockerfile
==

a
[==]

ARE
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3878 EXPOSE thgE -p

##t AMERE EXPOSE, tBafLifERH -p
FROM nginx

## R7F EXPOSE

## ADAARTLA BT

$ docker run -p 8080:80 mynginx

7.9.5 H iR
iRf#: EXPOSE £4THimM
1t X SRR XFRULEETMIDEIT
EXPOSE 80
EXPOSE &
o Baf{TimORed
o 1EARSSATMINERIIE)
o ERESHRIFEIHR O

EXPOSE RET&iER . Beenirkimzint, BURTERNRINA.

IFHRERME

## Dockerfile

FROM nginx
EXPOSE 80 # 1. B XTARESE 80 mIRMHIRS

# 57 FE -p TEENIIEBEIE

$ docker run -p 8080:80 nginx # 2. BZET: FFEY 8080 - ZEE 80
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7.9.6 R{ESLRE
1. R ABAR A AR O

## Web [RE

FROM nginx
EXPOSE 80 443

# HiEE

FROM postgres
EXPOSE 5432

## Redis

FROM redis
EXPOSE 6379

2. {sEFRBEHRRAHNY

## ECAZE TCP

EXPOSE 80

## BAFEIEE UDP
EXPOSE 53/udp

## [EASEHF TCP 7 UDP

EXPOSE 53/tcp 53/udp

3. SRR ORI

## & 17 EXPOSE Spfgim—H
ENV PORT=3000

EXPOSE 3000

CMD ["node", "server.js"]

## X 2£: EXPOSE Sizfgimdr—3 (128)

EXPOSE 80
CMD ["node", "server.js"] # =fpislr 3000
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7.9.7 (ERNEZE

ARG PORT=80
EXPOSE $PORT

7.9.8 £ Compose H1
£ Compose FEEUT:
services:
web:
build: .
ports:
- "8080:80" # BRgtiE] (B -p)
expose:
- "go" # (KA (5 EXPOSE)

expose £ Compose F{XFATA=RBEBEAIERE, AH TimOmREd,
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710 WORKDIR IS T/EEH=

710 WORKDIR IS T/EER

7101 ERXE X

WORKDIR <T({EEFRI&EZ>

WORKDIR I ERLEIESHIIEER. WRBERAFE, Docker 2BIEIE,

7.10.2 EXFE

WORKDIR /app

RUN pwd # B /app
RUN echo "hello" > world.txt # B /app/world.txt
COPY . . # ZH#IF /app/

7.10.3 J+4AEE WORKDIR
EIER

## X #h2: cd HETF— RUN 534

RUN cd /app
RUN echo "hello" > world.txt # XHERER!

[RESHr

RUN cd /app
.
[EaEEE - cd /app (I(NAEZERH) -~ RREGE - BHRER
|
+ TEERRHE!
RUN echo "hello" > world.txt
L

Baniass (TEERE /) - eI /world.txt

81 RUN EEFTEREHHIT, BI—1 RUN IREPIRE (BRIEER) F2RHE.
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IERRE

##t & IF#E: (#MF WORKDIR

WORKDIR /app
RUN echo "hello" > world.txt # gY#Z# /app/world.txt

7.10.4 1E3JERIR

WORKDIR X #5ExIH&1E, EF E—1 WORKDIR:

WORKDIR /a
WORKDIR b
WORKDIR c

RUN pwd # %t /a/b/c

7.10.5 {ERFNRRE

ENV APP_HOME=/app
WORKDIR $APP_HOME

RUN pwd # Bl /app

7.10.6 ZHE:faEEHAY WORKDIR

##t HENE

FROM node:20 AS builder
WORKDIR /build

COPY packagex.json ./
RUN npm install

COPY .

RUN npm run build

## LR
FROM nginx:alpine

WORKDIR /usr/share/nginx/html
COPY ——from=builder /build/dist .
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7.10.7 Sx{ESCE:
1. REiZE WORKDIR

FROM node:20
WORKDIR /app # RBIRE

COPY packagex.json ./
RUN npm install

COPY .
CMD ["node", "server.js"]

2. (EF%ERSRRE

wt 8 1 BN, EE
WORKDIR /app
#t A R EXESEOREE R

WORKDIR app

3. 7~ZHH RUN cd

#t X e
RUN cd /app && echo "hello" > world.txt
# @ iz

WORKDIR /app
RUN echo "hello" > world.txt

4. jERfEE WORKDIR

WORKDIR /app
# ... JFFEFIEE ...
WORKDIR /data

# .. HOEHEXEEE ...
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7.10.8 SHAIESHIKR

B8< WORKDIR B98I

RUN £ WORKDIR #5785 <
CMD 7£ WORKDIR H/25f)
ENTRYPOINT £ WORKDIR H35)

COPY 1EXT BHRESEETF WORKDIR
ADD HEXT EIFRE2EF WORKDIR

WORKDIR /app

RUN pwd # /app
COPY . . # ZHIF /app
CMD ["./start.sh"] # /app/start.sh
\—p—
7.10.9 IZITHIABS

£ v SHESTIFER:

$ docker run -w /tmp myimage pwd
/tmp
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711 USER 35/ E4RIFEF

7.11 USER {8 EZaIHR,
TNMAEREE

USER <AP&>[:<FHFE>]
USER <UID>[:<GID>]

USER FESHIHRE4EFE<S (RUN, CMD, ENTRYPOINT) B94TARF.

7.11.2 A4 E(#HFH USER

E£&3®A: LIF root BREITEREREENIRTELH L —.
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3E root FBFIETT:

BRNEERR

e PIRZIR, EEMRFE

! 1

BENEERR T L= RS

root FAFIZ1THIIXEG :

ANEEA root

Bl)=5e51 P ERllE

f 1

&A1 root SEIEHIEEN
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711.3 BEFFi%
BIEFHIHREF

FROM node:20-alpine

## 1. BYEBFHIA

RUN addgroup —-g 1001 appgroup && \
adduser —u 1001 -G appgroup -D appuser

# 2. REERTR

WORKDIR /app
COPY ——chown=appuser:appgroup . .

#t 3. IREF
USER appuser
## 4. |FEaSLL appuser BHIETT

CMD ["node", "server.js"]

{5F UID/GID

## BETLUEFHF

USER 1001:1001

7.11.4 FBRWIRBHE
USER 1§< REEHaE SFE KRR

#t X R BFTFE

USER nonexistent

## Error: unable to find user nonexistent
#i 8 IFW: S5O

RUN useradd -r -s /bin/false appuser
USER appuser
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SIZAFNSR

Debian/Ubuntu:

RUN groupadd -r appgroup && \
useradd -r —g appgroup appuser

Alpine:

RUN addgroup —-g 1001 -S appgroup && \
adduser -u 1001 -S -G appgroup appuser

&I L)

-r (useradd) / -S (adduser) BIERSZAF
-9 tExeEA

-G HEEMINE

-u EE UID

-s /bin/false EHER shell

7.11.5 iz
{5 gosu: #=F
7£ ENTRYPOINT HIZAAR{IHAFRY, AE(ER su 8 sudo, R{#F3 gosu:

FROM debian:bookworm

## B

RUN groupadd -r redis && useradd -r —-g redis redis

## LTI gosu

RUN apt-get update && apt-get install -y gosu && rm -rf /var/lib/apt/lists/*
COPY docker-entrypoint.sh /usr/local/bin/

ENTRYPOINT ["docker—entrypoint.sh"]
CMD ["redis-server"]
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docker-entrypoint.sh:

#!/bin/bash
set —e

## LI root HITAIMEHE
chown -R redis:redis /data
## FH gosu | redis FAFUSITIRE

exec gosu redis "$@"

P+4AH sufsudo
B su/sudo
TTY 3K =
5% IEH
FIHE =
BREPER X

7.11.6 iIZ{THIBERF
55 -u 8¢ —user B

# LUSEBFIET
$ docker run -u 1001:1001 myimage
## Ll root i&fT (EIiAT)

$ docker run -u root myimage

7117 SHEUPRAEE
YHRFFIS, SRRLAE SIS
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FROM node:20-alpine

## CIEHF

RUN adduser -D -u 1001 appuser
WORKDIR /app

## FHztl: (& ——chown

COPY ——chown=appuser:appuser .

## FI2: Fah chown (HLEZ)

## COPY .

## RUN chown —-R appuser:appuser /app

USER appuser
CMD ["node", "server.js"]

7.11.8 B{ESCHe
1. $aZ&{sEFE root AR

w @ pEE

RUN adduser -D appuser
USER appuser

CMD ["myapp"]

#t X

CMD ["myapp"l # L/ root izf7

2. EFEE UID/GID
EFEBEVASSERHEE S

#it AEHEDHIFE root UID

RUN addgroup —-g 1000 -S appgroup && \
adduser —u 1000 -S -G appgroup appuser
USER 1000:1000
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3. ZHETEFRY USER

#t N ERATLIAE root

FROM node:20 AS builder

WORKDIR /app

COPY . .

RUN npm install && npm run build

#Ht EFNERAFFE root

FROM node:20-alpine

RUN adduser -D appuser

WORKDIR /app

COPY ——from=builder —--chown=appuser:appuser /app/dist .
USER appuser

CMD ["node", "server.js"]

7.11.9 B [aA

Q: BPRIHES

permission denied: '/app/data.log'

R TRERIURIER

RUN mkdir -p /app/data && chown appuser:appuser /app/data

Q: TiFPEET 1024 K9m0
3F root FBFFIESBE 80, 443 FHim[,
R

1. EfSmO (20 8080)

2. {7 IRETiR : docker run —p 80:8080
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712 HEALTHCHECK B8 E

712 HEALTHCHECK {2 E

7121 EFRNEix

HEALTHCHECK [j%If] CMD <@p<>
HEALTHCHECK NONE

HEALTHCHECK 8 &1 Docker IMAFIMEARINEGRERIER. XERERS SR BRIEEH,

7.12.2 {4 FEE HEALTHCHECK

%8 HEALTHCHECK Z#i, Docker Regi@iy HRIBHID SKF MBS, [HfinSR:
o Web fRSSFEHL, TEMMIEK, (EFHENPAIET
o HIEFIEERMP, MRESITFESIERE
o NAEBEAFEIEIR, CPU ISHEHIEEE

5|\ HEALTHCHECK [5: Docker EE{TIEERIGER<S, RIBREIEANSHRES "BER".

BERIRSHR:

Starting —pgIi—> Healthy —4kMIN)X—> Unhealthy
A |
| I |

712.3 EXREE
Web [RBIEE

FROM nginx
RUN apt-get update && apt-get install -y curl && rm -rf /var/lib/apt/lists/x*

HEALTHCHECK —-interval=30s —-timeout=3s —-retries=3 \
CMD curl —fs http://localhost/ || exit 1
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wPRENE

e 0: FEIP (healthy)
e 1: 5K (unhealthy)
o 2: {RER(E (FfER)

H FBi%EIm
I
——interval

——timeout

——start-period

——retries

7.12.4 R RNE

L)
PRI ERIERRE
ER<SHIERTHE

[SENEEIMER (BRI
RE)

LR R IRIE
unhealthy

INERERRGHREN T HEALTHCHECK, (B{RABERTE:

FROM my-base-image
HEALTHCHECK NONE

7.12.5 BIMERZE

HTTP B%
fsEA curl 8¢ wget:

Built with mdPress
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## (FFH curl
HEALTHCHECK CMD curl -f http://localhost/ || exit 1
## {EF wget (Alpine ZtiUEZ)

HEALTHCHECK CMD wget —q —-spider http://localhost/ || exit 1

HoERE

## MySQL
HEALTHCHECK CMD mysqladmin ping —h localhost || exit 1
## Redis

HEALTHCHECK CMD redis—-cli ping || exit 1
BEMHZ

COPY healthcheck.sh /usr/local/bin/
HEALTHCHECK CMD ["healthcheck.sh"]

7.12.6 7£ Compose F{sEFH
BILATE compose.yaml (8% docker—compose.yml) B EEEN EEICE:

services:
web:

image: nginx

healthcheck:
test: ["CMD", "curl", "-f", "http://localhost"]
interval: 1m30s
timeout: 10s
retries: 3
start_period: 40s

i BRI EAMKISE
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services:

web:
depends_on:
db:
condition: service_healthy # %75 db ZFEEA1/55) web
db:
image: mysql
healthcheck:
test: ["CMD", "mysqladmin', "ping", "-h", "localhost"]

7.12.7 EEEERE

#H BEDHNT (BEEEES)

$ docker ps

CONTAINER ID  STATUS

abcl123 Up 1 minute (healthy)
def456 Up 2 minutes (unhealthy)

# BEIEMEFEAS

$ docker inspect —-—format '{{json .State.Health}}' mycontainer | jq

{

"Status": "healthy",

"FailingStreak": @,

"Log": [

{

"Start": "...",
“End": "...",
"ExitCode": 0,
"Output": "..."

7.12.8 BR{E3CHe

1. BREINER

ERNESFIIEIT, FEENEMATH TSR FEiEEAR R RIVEE,

2. FARERTR

RAERREEFEENIER (I wet), BRI TREIGEREBARIKE @0 curl),
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3. RESHI Start Period

N B ISsh eI eeFERT 8] (40 Java RIFH). ®E --start-period AJLABG LRSI ERFEGERMTDIR
#l.

## B 1 HSEsATE

HEALTHCHECK —-start-period=60s CMD curl -f http://localhost/ || exit 1

4. RieEZ i

BERGENTEXT SpiiRS EE8TAH, MARKER NHKM $UEES). TR ENR
Rz FRZiEAME,
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7.13 ONBUILD At AfElZAE

7.13 ONBUILD At AVElZIE
7131 EXiEE

ONBUILD <HEiES>

ONBUILD 22— MFHAVE<S, TEERMEETIES (W RN, copy &), XLES EHRIEGHEE
HARSHT, REYSUYEIRENEMEGEENE T —REEN I SBHT.

713.2 AHAEEZE ONBUILD
ONBUILD EEFATHIF IESHERIRG 5 {ESRERIRE.
& 45 Node.js TIH
BIRIFEZA Node.js TIE, EIRNTETIEE—:
1. QBN

2. 5%l package. json

3. #1947 npm install
4. SHERS
5. [RaMF

WNSRAFEFE oNBUILD, FANIMERY Dockerfile BPEEEIXLILER, HiEid cory SIS, Bl
GBI EFTENFIBRIE2.

{5F ONBUILD HIfERAZR
Hili# & (my-node-base):
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FROM node:20-alpine
WORKDIR /app

XSS F RGN T

ONBUILD COPY packagex.json ./
ONBUILD RUN npm install
ONBUILD COPY . .

CMD ["npm", "start"]
—+InH Dockerfile:

FROM my-node-base

# RSB 5{T COPY F1 RUN

713.3 FUTHLE

EiR G0

Dockerfile (& ONBUILD) —build—> EHtE& (iI2R7 ONBUILD fifiksg)
(F8SFRNIT)

FielGiE:

FROM Hitfg —build— EEEMEBGMAR — HUTHASRIES — BEHUTF Dockerfile

7.13.4 BEWERZR
1. B A R SE

## Python BERbiEE

ONBUILD COPY requirements.txt ./
ONBUILD RUN pip install -r requirements.txt
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2. BafRiEAE

## Go EftiEs

ONBUILD COPY . .
ONBUILD RUN go build -o app main.go

3. M EEERSHEIR

#H Nginx BESMILBERLES

ONBUILD COPY dist/ /usr/share/nginx/html/

7.13.5 i EEEIN
1. GREMPRE
ONBUILD 1§$ REME—IR.

o {E(& A (& ONBUILD)
o & B (FROM A) -> fit’& ONBUILD

o $5f& C (FROM B) -> &4 FRfilZ ONBUILD
2. 198 E X

FHRGMERS, ONBUILD COPY . . Ry . IERIR FIHE RIMELTX, MAREMBREINLT
.

3. Ak
ONBUILD ONBUILD EIEZEMY., {RABES ONBUILD ONBUILD COPY ...

4. FIRES SEHIE RN

T ONBUILD LR EREFHREFHNITES, WRFMENLETXARBHRERK (Hlangrd
package.json), SSHFREMERN, BIEREEAIRERRE,
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7.13.6 BxfESCE:
1. BT
BWERGIRETARNIN -onbuild [B5R, BBRASHIERZRZRGE AR,

node:20-onbuild
python:3.12-onbuild

2. BRPUTIERTERE

REARZEA oNBUILD FHUTH THEREARERRIF WNEHRFRY), XL FREEETEE
IEEAREE,

3./BETIE
YNER ONBUILD IESF=A T IR NG, RIFER—MESHTBIE, HEIRENFEILFRIGEE,

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

714 LABEL SR &N cEE

714 LABEL (&R ItEdE
7141 BEXiEE

LABEL <key>=<value> <key>=<value> ...

LABEL 8 ABENIIFZIVARENINTTENE. XEEEASFINRERITIEE,

w5, BWBEITEER.

7.14.2 I AFE LABEL

1. RAEE: ICRIRAS. ¥I&RfE. Git Commit ID
2. BRR(ER: HIPEmrFE. st XRERE

3. BaMtTR: CI/CD TEALUSEURESHAIRIE

4. FENEHER: FEIRFRRINY

714 3 X%
TS EEMREE

LABEL version="1.0"
LABEL description="iX2— Web RZFMRsSEE"

EXEZIMRE: #E

LABEL maintainer="user@example.com" \
version="1.2.0" \
description="My App Description" \
org.opencontainers.image.authors="Yeasy"

. BETRIEFTERSISHERE.
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7.14.4 BEBREHGE

RTHVEFNERRIEM:, #E75(EF OCl Image Format Specification T& M HIREIRES :

FREE Key

org.opencontainers.image.

reated

org.opencontainers. image.

uthors

org.opencontainers.image.

ri

org.opencontainers. image.

ocumentation

org.opencontainers.image.

ource

org.opencontainers.image.

ersion

org.opencontainers.image.

icenses

org.opencontainers. image.

itle

org.opencontainers. image.

escription

bl

188

HIEEAIE](RFC 3339)

1EE [HEPE

IMEER

Sttt

RIS G

RAS

VFAJIE

TR

U

LABEL org.opencontainers.image.authors="yeasy" \
org.opencontainers. image.documentation="https://yeasy.gitbooks.io0" \
org.opencontainers.image.source="https://github.com/yeasy/docker_practice" \
org.opencontainers.image. licenses="MIT"
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7.14.5 MAINTAINER 1< : BEF

|BhRANEY Dockerfile FEEZ MAINTAINER 155 :

# X Bz

MAINTAINER user@example.com

IEHETZ{HFS LABEL:

i O yE
LABEL maintainer="user@example.com"
## =Y

LABEL org.opencontainers.image.authors="user@example.com"

7.14.6 TSRS
BCE ARG R, AJLAEHIERI RN ENIRES !

ARG BUILD_DATE
ARG VCS_REF

LABEL org.opencontainers.image.created=$BUILD_DATE \
org.opencontainers.image. revision=$VCS_REF

RS

$ docker build \
——build-arg BUILD_DATE=$(date —u +'%Y-%m-%dT%H:%M:%SZ") \
——build-arg VCS_REF=$(git rev-parse —--short HEAD) \

714.7 BEGRE

docker inspect

BEERGIITREER:
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$ docker inspect nginx --format '{{json .Config.Labels}}' | jq
{

"maintainer": "NGINX Docker Maintainers <docker-maint@nginx.com>"
AL ISR

#t FIHHEEE yeasy BIFrEEE
$ docker images ——filter "label=org.opencontainers.image.authors=yeasy"
## MIFATE B e SRR

$ docker rmi $(docker images —-q ——filter "label=stage=builder")
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715 SHELL {§<

715 SHELL i§<

7151 BEAEix

SHELL ["executable", "parameters"]

SHELL S8 Docker ERARY shell,

e Linux BIA: ["/bin/sh", "-c"]

e Windows BIA: ["cmd", "/s", "/C"]

ZIESSHNIELEAY RUN, CMD, ENTRYPOINT F§< (HEAFEHA shell #&z=(Ad),

7.15.2 JIHHAZER SHELL$§<S

1. {§F8 bash 514

ZRARY /bin/sh ((BER dash 8¢ alpine B9 ash) THEEBER. WRIRFEREA bash BUFEINEE (A0E]
H, YRR, pipefail &), AJLATIHE shell,

FROM ubuntu:24.04

## YIEF] bash

SHELL ["/bin/bash", "-c"]
## DERJLUER bash 1#47

RUN echo {a..z}

2. HESRFEIRANE
BABR T, EiEm< cndl | cmd2 RE cnd2 BT, BNMESHANNNT. XATREEEMEEIR.

##t X XBHG woet HMT, BHIEEMEE (BH tar EHT)

RUN wget -0 - https://invalid-url | tar xz

{59 SHELL [SHH pipefail:
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## & 5/ pipefail
SHELL ["/bin/bash", "—-o", "pipefail®, "-c"]
#HE IR wget KR, EN RUN BEEsER

RUN wget -0 - https://invalid-url | tar xz

3. Windows I3

£ Windows g8, LEZEELE cmd F1 powershell Z A,

FROM mcr.microsoft.com/windows/servercore:1tsc2022
## BUAZE cmd

RUN echo Default shell is cmd

## LI powershell

SHELL ["powershell", "-command"]
RUN Write-Host "Hello from PowerShell"

## t7[a] cmd

SHELL ["cmd", ||/S||' ||/c||]

7.15.3 {EFECE
SHELL 80 LAHIIZIR, BRXRFImERES:

FROM ubuntu:24.04

## (EFEZA sh

RUN echo "Using sh"
SHELL ["/bin/bash", "-c"]
## (& bash

RUN echo "Using bash"
SHELL ["/bin/sh", "-c"]
## [EF] sh

RUN echo "Using sh again"
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7.15.4 X Eftbig AR
SHELL BZNIRY2FrE(ER shell 1= 915!

ESE BE SHELL &
RUN command =
RUN ["exec", "param"] XA
CMD command =
CMD ["exec", “"param"] X &
ENTRYPOINT command Vs
ENTRYPOINT ["exec", "param"] i
7.15.5 B{ESCE

1. #EEFFS pipefail

XIFEF bash B9, SBRUEINTTIS pipefail, ARSI IEPAVEIREEN KATHER,

SHELL ["/bin/bash", "-o", "pipefail", "-c"l]
2. FREE

AR TFHARTRKLMEL shell, E=IFE Dockerfile REERR, MARIKBEIAITA,
3. RERF—

BEGRTE Dockerfile FRSRELIHE SHELL, XSEMZEITERLIRBEIIEILN. REELEENX —RE]
q,
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716 53

716 2530
BAXR

e Dockerfile EFZEFM: https://docs.docker.com/engine/reference/builder/

e Dockerfile & fF S B 8 ® : https://docs.docker.com/develop/develop-

images/dockerfile_best-practices/

e Docker BFFfH{& Dockerfile & : https://github.com/docker-library/docs

ERESRSS
Dockerfile FRYFE S S EIE:
o FROM: IEEEMGELR, VWAEF—FIES
o RUN: EREFHITHS, ATEERHESE
e WORKDIR: iFET{EER
« COPY/ADD: EHIX4EE K+
« EXPOSE: FBAA RS ITHYRO
o ENV: RENEEE
o ENTRYPOINT: FEEEFIATIIAOSR
o CMD: FEEIANITIISS
1. EREARRERSRGMRAIRETIE latest
2. MURGEE, &7 RUN B
3. {8 .dockerignore SAHERR A A B4
4. ZEVENRHEEEEER
5. (FFZ M ERMERR N RIR AR
6. BLA root BNIEITER RN
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FERHEIR
e Docker EFH&&E: https://hub.docker.com/

o Docker $E{GIIFRER{ESLE: https://docs.docker.com/build/building/best-practices/
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717 SHEREE
717 ShEfEE

£ Docker 17.05 kA2 &, BEAiJH9% Docker $B&hT, BEESXEAEFMH:

7171 2B N\— Dockerfile

— A2 ERNESIEESE— Dockerfile F1, EIRIMBE REKEENRIE. Wik, 18
Fine, XERRERTHRAT—LEIRE:

o BEEXZ, RERTIRK, HBEMEZK

o IRCISTEEHEERIXG

580, YR%E app.go A4, 1ZFZRFHIH Hello World!

package main
import "fmt"

func main(){
fmt.Printf("Hello World!");
¥

Y®5 Dockerfile.one {5

FROM golang:alpine

RUN apk —-no-cache add git ca-certificates

WORKDIR /go/src/github.com/go/helloworld/

COPY app.go .

RUN go mod init helloworld \
&& go get -d -v github.com/go-sql-driver/mysql \
&& CGO_ENABLED=0 GOO0S=1linux go build —-a -installsuffix cgo -o app . \
&& cp /go/src/github.com/go/helloworld/app /root

WORKDIR /root/

CMD ["./app"]

G

$ docker build -t go/helloworld:1 -f Dockerfile.one .
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7.17.2 9a&EIZ2 Dockerfile

B—H750, MEHANBIRE— Dockerfile BB REMKBMERFZFNNITEIF G, BHEENE
EITIER, XS NEERAREM Dockerfile M—LARIFHAZ BEISHB M ERBNE ST
*k, XFONEATLMRF eSS — o ERIXE, (BIRERETERESR.

B0, YR5 Dockerfile.build {4

FROM golang:alpine

RUN apk —-no-cache add git

WORKDIR /go/src/github.com/go/helloworld
COPY app.go .

RUN go get -d -v github.com/go-sql-driver/mysql \
&& CGO_ENABLED=0 GO0S=linux go build -a -installsuffix cgo -o app .

YRS Dockerfile.copy X5

FROM alpine:latest

RUN apk —--no-cache add ca-certificates
WORKDIR /root/

COPY app .

CMD ["./app"]

% build. sh

#!/bin/sh
echo Building go/helloworld:build

docker build -t go/helloworld:build . —-f Dockerfile.build
docker create --name extract go/helloworld:build

docker cp extract:/go/src/github.com/go/helloworld/app ./app
docker rm —-f extract

echo Building go/helloworld:2

docker build --no-cache -t go/helloworld:2 . -f Dockerfile.copy
rm ./app

MAEIE TR AT R &
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$ chmod +x build.sh

$ ./build.sh

XIS VA BRYSRIR /N

$ docker image 1s

REPOSITORY TAG IMAGE ID CREATED SIZE
go/helloworld 2 f7cf3465432c 22 seconds ago 6.47MB
go/helloworld 1 f55d3el6affc 2 minutes ago  295MB

717.3 (ERSHERTRE

ARV LI, Docker v17.05 FHASFFZMERMIE (multistage builds). {ERIZHMEFIERKA]
A LIRS ZHRRIERENDR, FERFERS— Dockerfile:

5140, %% Dockerfile {4

FROM golang:alpine as builder

RUN apk —--no-cache add git

WORKDIR /go/src/github.com/go/helloworld/

RUN go get -d -v github.com/go-sql-driver/mysql

COPY app.go .

RUN CGO_ENABLED=0 GO0S=1linux go build -a -installsuffix cgo -o app .
FROM alpine:latest as prod

RUN apk —-no-cache add ca-certificates

WORKDIR /root/

COPY ——from=0 /go/src/github.com/go/helloworld/app .

CMD ["./app"]

R

$ docker build -t go/helloworld:3 .

L= RGN
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$ docker image 1s

REPOSITORY TAG IMAGE ID CREATED SIZE

go/helloworld 3 d6911ed9c846 7 seconds ago 6.47MB
go/helloworld 2 f7cf3465432c 22 seconds ago 6.47MB
go/helloworld 1 f55d3el6affc 2 minutes ago 295MB

REBSERAZMERIERNRGAT)N, BBEEERT LOREIRER,
717.4 SRR
FATTLAGER as SKAE—PERasE, B0
FROM golang:alpine as builder
PIINZSBA T RIBHIEE builder FIERAYRARRT, 1IN -—target=builder S44RIAJ

$ docker build —--target builder -t username/imagename:tag .

7.17.5 MR MEBR G S I 4

FEHIFEEAIER coPY ——from=0 /go/src/github.com/go/helloworld/app
BPEHIUE, BRIMETUSHIERSREGFHAISE.

COPY ——from=nginx:latest /etc/nginx/nginx.conf /nginx.conf

Built with mdPress
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718 SCERZZ M ERFa3E Laravel 58
7.18 SLEkZ M ERFE%E Laravel &

AOERT PHP FAREIE, Laravel EF 8.xRAE, B MRAINIMHEHETRSBER, BIR
TESCPRBETTIEN.

7181 /&

HiE— Laravel IB R ECS B Laravel IHTBR B R T H ZE Dockerfile .dockerignore
laravel. conf {4,

1£ .dockerignore HFEANLITHZA.

.idea/
.git/

vendor/

node_modules/

public/js/

public/css/
public/mix-manifest.json

yarn-error.log

bootstrap/cache/*
storage/

# BT IIEMTFERRAIA E, Al cenv.x XXfF

1£ laravel.conf M{&FHE AN nginx BLE.
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server {
listen 80 default_server;
root /app/laravel/public;
index index.php index.html;
location / {
try_files $uri $uri/ /index.php?$query_string;

location ~ .x\.php(\/.*)*$ {
fastcgi_pass laravel:9000;
include fastcgi.conf;
# fastcgi_connect_timeout 300;

# fastcgi_send_timeout 300;

# fastcgi_read_timeout 300;

7.18.2 BilumtaiE
BB BRI TR,

FROM node:alpine as frontend
COPY package.json /app/

RUN set -x ; cd /app \
&& npm install —-registry=https://registry.npmmirror.com

COPY webpack.mix.js webpack.config.js tailwind.config.js /app/
COPY resources/ /app/resources/

RUN set -x ; cd /app \
&& touch artisan \
&& mkdir —p public \
&& npm run production

7.18.3 L& Composer {Xifi

FE I ERZ%E Composer &,
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FROM composer as composer

COPY database/ /app/database/
COPY composer.json composer.lock /app/

RUN set -x ; cd /app \
&& composer config —-g repo.packagist composer https://mirrors.aliyun.com/composer/ \
&& composer install \
——ignore-platform-reqgs \
--no—interaction \
——no-plugins \
——-no-scripts \
——prefer-dist

7.18.4 BE LA M ERATAERRAOSI4
SR N ER RIS TR S,

FROM php:8.3-fpm-alpine as laravel
ARG LARAVEL_PATH=/app/laravel

COPY ——from=composer /app/vendor/ ${LARAVEL_PATH}/vendor/

COPY . ${LARAVEL_PATH}

COPY ——from=frontend /app/public/js/ ${LARAVEL_PATH}/public/js/

COPY ——from=frontend /app/public/css/ ${LARAVEL_PATH}/public/css/

COPY ——from=frontend /app/public/mix-manifest.json ${LARAVEL_PATH}/public/mix-manifest.json

RUN set —-x ; cd ${LARAVEL_PATH} \

mkdir —p storage \

mkdir —-p storage/framework/cache \
mkdir —-p storage/framework/sessions \
mkdir —-p storage/framework/testing \
mkdir -p storage/framework/views \
mkdir —-p storage/logs \

chmod -R 777 storage \

php artisan package:discover

FEEEEEERER

7.18.5 RE— 1 \H1ERHJ72E NGINX 5%

FROM nginx:alpine as nginx
ARG LARAVEL_PATH=/app/laravel

COPY laravel.conf /etc/nginx/conf.d/
COPY ——from=laravel ${LARAVEL_PATH}/public ${LARAVEL_PATH}/public

7.18.6 3% Laravel 5z Nginx (&

{5 docker build SHIEERER,
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$ docker build -t my/laravel ——target=laravel .

$ docker build -t my/nginx —-target=nginx .

7.18.7 [3ohassF ks
% Docker 4%

$ docker network create laravel

]2 laravel 588, —-name=laravel 2HIRTENRBFUIME nginx BEE X FHY fastcgi_pass
laravel:9000; —Z

$ docker run -dit ——rm ——-name=laravel --network=laravel my/laravel
S5/ nginx 52§

$ docker run -dit —--rm --network=laravel —-p 8080:80 my/nginx

NEEE8i7518]) 127.0.0.1: 8080 AJLAEZ Laravel INEEA.

tHiF Laravel B KEHEBIMNEBIRSS, BI%0 redis. MySQL, iEETEMXERS ZEBEHTN
i, ANTARBEA,

7.18.8 &I

KNFBRBEATHENL, BEEXGEEENE THEGS, LREER 8 BEREXEER
config Bk secret EHEIFEEH, HLEBITFS Kubernetes BIHEBXHNE.

AT EERA N REHERFIEH, EZHRETLUISFE khs1994-docker/laravel-demo IiH,

7.18.9 i

5S2HY Dockerfile HUIT,
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FROM node:alpine as frontend
COPY package.json /app/

RUN set -x ; cd /app \
&& npm install --registry=https://registry.npmmirror.com

COPY webpack.mix.js webpack.config.js tailwind.config.js /app/
COPY resources/ /app/resources/

RUN set -x ; cd /app \
&& touch artisan \
&& mkdir -p public \
&& npm run production

FROM composer as composer

COPY database/ /app/database/
COPY composer.json /app/

RUN set -x ; cd /app \
&& composer config —-g repo.packagist composer https://mirrors.aliyun.com/composer/ \
&& composer install \
——ignore-platform-reqs \
—-no-interaction \
——no-plugins \
——no-scripts \
——prefer-dist

FROM php:8.3-fpm-alpine as laravel
ARG LARAVEL_PATH=/app/laravel

COPY —-from=composer /app/vendor/ ${LARAVEL_PATH}/vendor/

COPY . ${LARAVEL_PATH}

COPY ——from=frontend /app/public/js/ ${LARAVEL_PATH}/public/js/

COPY ——from=frontend /app/public/css/ ${LARAVEL_PATH}/public/css/

COPY ——from=frontend /app/public/mix-manifest.json ${LARAVEL_PATH}/public/mix-manifest.json

RUN set -x ; cd ${LARAVEL_PATH} \

mkdir -p storage \

mkdir —-p storage/framework/cache \
mkdir —-p storage/framework/sessions \
mkdir —p storage/framework/testing \
mkdir —p storage/framework/views \
mkdir —-p storage/logs \

chmod -R 777 storage \

php artisan package:discover

EEEREEREER

FROM nginx:alpine as nginx
ARG LARAVEL_PATH=/app/laravel

COPY laravel.conf /etc/nginx/conf.d/
COPY ——from=laravel ${LARAVEL_PATH}/public ${LARAVEL_PATH}/public
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AENE

N\

REFEMAT Dockerfile FIFIBE#IUES, UTRESESERIEER.
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FROM

RUN

COPY

ADD

CMD

ENTRYPOINT

ENV

ARG

VOLUME

EXPOSE

WORKDIR

USER

HEALTHCHECK

ONBUILD

LABEL

SHELL

{EF

IEEEREG

ERERTE<

ST
FRERES)

N S ONINGE

BRAOR

BT

S

EXEZE

AR

EEILFER

IEEIE TR

EERIEE

SERYTIES

N INTCEE

EEKIA shell

Built with mdPress

XEEN
WIREE—SIES

BFwe. BEREFLUR/IMA
A

LSc(ERE, 345 ——from
Baif#lE tar, NEFZRETTE
aJ# docker run B BES

EEBaa<, CMD {ERE
INBE]

HIEERT + IZ1TRTIIERN

{NHIFEATERL, FROM BEE
=88

VOLUME ZEHIEMEESL
{HHER, AB5Ehikgd

B RIN cd, BEAEFESE
FEllfES

FEFRWREFE, #F gosu

XFF
starting/healthy/unhealthy Ik
=

REE—IR, FETRER

H#EfF OCI frfEfRss, &L
MAINTAINER

];Eﬁ [“/bin/bash", "_O“,

Ilpipefailll’ "_C"]
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SIE{ERFSE

{6 Dockerfile FEHIfE{%&: Dockerfile A7
ZIEREE: RGN

Dockerfile B{EEe: SIS

ZL: BRRELE

Compose &4 Compose FHIELE

7 ROGERSAROHEN? YOMIES Issue 8% PR,
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P\EYIEEE

W& 8-1Fi7~, Docker HIEE BT ERS=XEHHET.

Host
Container
- tmpfs
bind mount
mount volume
Filesystem Memory
I Docker area :
L .

[

8-1: Docker #iEiEH A REE

X—ENBIMAAE Docker AERLAR Bae< [AIETEEUE, ERSRTERMETEGUTI M5
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8.1 $uEE

8.1 HUEE

811 A A HBREES
BEOEHES N XRIE: SRIRE, SERRT.

BRIET > BAHE > BBEME —LOREESSE writable 2—»  DATALOST! X

#IES (Volume) FERTIXANMAER, BSR4 mERR TSRS,
8.1.2 ¥EEAYFIE

Sk WA

BAK BeBREEURAIRE

H= ZOBeLEEHRE—N RS

BPRT4ER SIEIEEAERGZRI AT I

FRER HIESTHEIEASF I 8RR

1 RESEYF #2539 UnionFS, EHIEEE
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8.1.3 YUEE vs BREFHEE
BRFHER: NEFFHEEEREE

/AR = SeaEamEE

EeaibR

qm
=

=L X

PN
DR BHRE
Writable ReadOnly
AR EE

=es

[app/data Sestirz
\
R %%Zﬂl‘]

RS my-data

FEAWEE
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8.1.4 YUREEFEME
BlEsIRS

$ docker volume create my-vol

FIHmELIES

$ docker volume 1s
DRIVER VOLUME NAME

local my-vol
local postgres_data
local redis_data
N,
BENIESFS

$ docker volume inspect my-vol
[

{
"CreatedAt": "2026-01-15T10:00:00Z",
"Driver": "local",
"Labels": {},
"Mountpoint": "/var/lib/docker/volumes/my-vol/_data",
"Name": "my-vol",
"Options": {},
"Scope": "local"

}

1
KEFR:

* Mountpoint: HIESIEREEN LAISCIRFMENE
e Driver: fFHEIREN (FAIA local, BRILARS=755KE))

8.1.5 EHRLUES
B—: --mount: ¥

$ docker run -d \
——name web \
—-mount source=my-vol,target=/usr/share/nginx/html \
nginx
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SHLREE:

8% e
source HIREEN (AMFESBHEIE)
target BDEERIERRER
readonly AN, RisER
BR_—: -v: &5
$ docker run -d \
——name web \
-v my-vol:/usr/share/nginx/html \
nginx

B v #iEsE: SRR [ %R

FIRITEORTHL
it --mount ~v

B §R(ERS, T HE51, EEE

HiE% (Volume) H8T meg%%@”@’ Y wrmmemmom
iz nawoun) 7 :gi;nﬁﬂngﬁE%ﬁ%, i;gﬂgﬁx\ﬁ&% EheEe
R B ERES BER em @m)

BllEZ)

R BEEEREER —nount, BRTIEESNANEMEFZ, KEENTHERKER HE
##§ (Bind Mount) B : INREHIBEENFREEARFE, v 2EEKEEMEEI—ZE
3, M ——mount NS S EHEZERIE. XEEAMERREBZHSBIRMER LB THIR
BR (URSHENSRNEIZEREA) . MXJTATH &S (Volume) EEHMS, MEER
IMEENSA AR ESENEIEE, FENERE 72— H /.
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R

## —-mount FIh

$ docker run -d \
—--mount source=my-vol,target=/data, readonly \
nginx

# -v BTt
$ docker run -d \

-v my-vol:/data:ro \
nginx

8.1.6 ERIA R
mR—: YUREERAN

#H BIEHES
$ docker volume create postgres_data
## |55 PostgreSQL, FHEFHETEEGEST

$ docker run -d \
—--name postgres \
—e POSTGRES_PASSWORD=secret \
-v postgres_data:/var/lib/postgresql/data \
postgres:16

## BEMIRESES, HIEAMREE
$ docker rm -f postgres
#H EjS5Y, HHEAE
$ docker run -d \
—--name postgres \
—e POSTGRES_PASSWORD=secret \

-v postgres_data:/var/lib/postgresql/data \
postgres:16
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BR—: SRBEHFLIE

# BIERZHIES
$ docker volume create shared-data
#t BEE A BEANHIE
$ docker run -d —--name writer \
-v shared-data:/data \
alpine sh -c "while true; do date >> /data/log.txt; sleep 5; done"
## BEE B SEHVEE
$ docker run ——rm \

-v shared-data:/data \
alpine cat /data/log.txt

BR= EEXHFAK

# & nginx EREFIEEHESH
$ docker run -d \
-v nginx-config:/etc/nginx/conf.d \
-v nginx-logs:/var/log/nginx \
-p 80:80 \
nginx

8.1.7 YEEERE
pcEdES

#H WIRIEEHIES
$ docker volume rm my-vol
##t MBS RS IR EES

$ docker rm -v container_name
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SERERNSES

#H BEREHIBHEBAIES

$ docker volume ls -f dangling=true
# IATE AR EBRIEES

$ docker volume prune

# B (THETHEA)

$ docker volume prune -f

LOER: SRS EMEARE. KEBEITHNRSNENSETRES.

8.1.8 HIEEHIHEIRE
EHEIES

# (IR BRI RHES, 1TEER

$ docker run ——rm \
-v my-vol:/source:ro \
-v $(pwd):/backup \
alpine tar czf /backup/my-vol-backup.tar.gz -C /source .

R
1. Bl IRET &SRS
2. HBESEDIVEIEEE] /source
3. EHSAIBRE /backup
4. R tar $18
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WELIES

## CIENTEIES

$ docker volume create my-vol-rest
# ESEHIFEEE

$ docker run ——rm \

-v my-vol-restored:/target \
-v $(pwd):/backup:ro \

ored

alpine tar xzf /backup/my-vol-backup.tar.gz -C /target

B HATHE

#!/bin/bash
## backup-volume.sh

VOLUME_NAME=$1
BACKUP_DIR=${2:-/backups}
TIMESTAMP=$ (date +%Y%m%d_%H%M%S)

docker run ——rm \
-v ${VOLUME_NAME}:/source:ro \
-v ${BACKUP_DIR}:/backup \

alpine tar czf /backup/${VOLUME_NAME}_${TIMESTAMP}.tar.gz -C /source .

echo "Backed up ${VOLUME_NAME} to ${BACKUP_DIR}/${VOLUME_NAME}_${TIMESTAMP}.tar.gz"

8.1.9 ¥UEE vs HPEHER

Docker BRFHEEREIEIFAM G :

otk

g5
FEAE
aEN

&R

il

#4E% (Volume)

Docker &8
/var/lib/docker/volumes/
255

EFEUERIAL

wETH
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4BTEER; (Bind Mount)
FRAFEE
EEBENEE

HREE AR
FARELSARE

BEERAst
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RS
$ docker run -v mydata:/app/data nginx
# GEEREE

$ docker run -v /host/path:/app/data nginx

FAEEEETS,

8.1.10 E I [a)&
Q: ATHIER=EER T HRELES?

$ docker inspect container_name —-format '{{json .Mounts}}' | jq

Q: HEREHISIRERRE?

# BEHESIFE
$ docker volume inspect my-vol
## Mountpoint FERELFRERE

"Mountpoint": "/var/lib/docker/volumes/my-vol/_data"

LR REINERHMEH Mountpoint IS, ROBITZSSER(E.

Q: WIEARRY TR EES?

1. TERN 882810 . docker run ——rm -v mydata:/data -v $(pwd):/backup alpine tar czf
/backup/data.tar.gz -C /data .

2. 1&g tar.gz X1
3. EBWBIRE
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8.2 EHINHEHR
8.2 FRENER

8.2.1 AR EHER

Bind Mount (4FEH#k) & BENNBE R EiEEHRISHEF. SHETLUEEBEENAER
%,

BEN a5
/home/user/code/ Bind Mount Jusr/share/nginx/html/

BREE (R—D3XE) -

/home/user/code/ (8 /usr/share/nginx/html/)
— index.html

— style.css
L— app.js

8.2.2 Bind Mount vs Volume

i Bind Mount Volume

HEME BETUESERE Docker EXRIBER
BR{EIERE IR BRI B8

AisiEttE HRETE IR BEYF (Docker E1H)
3515 RN R S ARITFAEIREN
ERRSR FAAR., BB EFHIRIF AN

&io BEpRG e 2Ed Docker
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FARESARE
FANEIEREERE
HEREG
BeslAHEERE
BIDTSE

EFIRAR

8.2.3 EXiE;

{$A --mount: ¥E

$ docker run -d \

SR

Bind Mount
Volume
Bind Mount

Volume

Bind Mount (E#Zi5]0))

Volume

—--mount type=bind, source=/TEFHEER, target=/FEEEER \

nginx

f5F -v: 55

$ docker run -d \

-V /TEENERE: /BREE \

nginx

PIRMEIERSEL

it

SIS

BBAEAFERY

HEFIEE

--mount
HEXS, Fish
BIERE (Fail Fast)

VRS

Built with mdPress
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LOBEM: MNRANOERT IIEFENBEENEE, 8 -V SEEFN L EReIE— =H
F (AERAREEFNE—NYE)  XEES ﬁ&m%ﬁ&r%?ﬁm%ﬁmogmmﬁ
79+ Docker ERFBHETEFER ——mount NRE: BSBE"Fail Fast" RN EERE, ##HFITHK
#.

8.2.4 {EFEIZE
BR— FERAERBELS

# GRS ERIER RS

$ docker run -d \
—-p 8080:80 \
——mount type=bind,source=$(pwd)/src,target=/usr/share/nginx/html \
nginx

#NEHAH S, BESHTZATERL (FREFT)

$ echo "Hello" > src/index.html

# R EERIFTEI T EZZ

BR": EENHHER

# HFHEEN nginx EE
$ docker run -d \

—-mount type=bind,source=/path/to/nginx.conf,target=/etc/nginx/nginx.conf, readonly \
nginx

HE=: AxkE

# FEREHFREIEFIER
$ docker run -d \

——-mount type=bind,source=/var/log/myapp,target=/app/logs \
myapp
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HRIY: = SSH &

## FE#L SSH B4H (HiZ)
$ docker run ——rm -it \

—-—mount type=bind,source=$HOME/.ssh,target=/root/.ssh,readonly \
alpine ssh user@remote

8.2.5 REHEE
Br LB RSB NS

## —--mount [ZFE

$ docker run -d \
—--mount type=bind,source=/config,target=/app/config, readonly \
myapp

# —v BE

$ docker run -d \
-v /config:/app/config:ro \
myapp

BRASTHBEARRE:

$ touch /app/config/new.txt
touch: /app/config/new.txt: Read-only file system

8.2.6 HEHBI XM

## #£E# bash [FHIOR
$ docker run ——rm -it \

——mount type=bind,source=$HOME/.bash_history,target=/root/.bash_history \
ubuntu bash

it HEEEENXFESX T
$ docker run -d \

—-mount type=bind,source=/path/to/my.cnf,target=/etc/mysql/my.cnf \
mysql
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LOER: EHEAERT, NRBEENLAARGmERR SR (MAFRER), FRRMEIRX
4R inode, ENERARIIEHER.

8.2.7 HEEHIER

$ docker inspect mycontainer ——format '{{json .Mounts}}' | jq
Fid:
[
{
IITypell: Ilbindll’
"Source": "/home/user/code",
"Destination": "/app",
IIModell: IIII’
"RW": true,
"Propagation": "rprivate"
¥
]
=rER UL
Type FEEEEE! (bind)
Source BEVEEER
Destination DEEANEER
RW =EES
Propagation EHEEER
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8.2.8 HIla)RK
Q: BEAHERE

$ docker run --mount type=bind,source=/not/exist,target=/app nginx
docker: Error response from daemon: invalid mount config for type "bind":
bind source path does not exist: /not/exist

R WRIFREEE, BA -v (RED8IE)
Q: SPRIE
BN AP TR

# TEL: BRE LI AHRIR AR5 B i1H]
$ chmod -R 755 /path/to/data

#t A2 Ll root B1TEES

$ docker run -u root ...

# TZ3: (EMERRY UID

$ docker run -u $(id -u):$(id -g) ...

Q: macOS/Windows 14BEa]RR
7£ Docker Desktop £, Bind Mount MfEEE (REEXHRKZRL):

## (EH :cached B :delegated #EZItEE (mac0S)

$ docker run -v /host/path:/container/path:cached myapp

&I iR

:cached BETNEL, SEZENAIREER
:delegated eI, BENIEENTEEREIR
:consistent A, T2 (&2

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

8.2.9 B{EsCi
1. FRIE(#HEA Bind Mount

## (URIPERT

$ docker run -v $(pwd):/app —-p 3000:3000 node npm run dev

2. £FINE(ERA Volume

# A

$ docker run -v mysql_data:/var/lib/mysql mysql

3. BeE N4 E AR

$ docker run -v /config/nginx.conf:/etc/nginx/nginx.conf:ro nginx

4. IBHERE

it X Bl HERERGHHER
$ docker run -v /:/host ...
#t M RiEE0EER

$ docker run -v /app/data:/data ...
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8.3 tmpfs H£;

8.3 tmpfs £
tmpfs HEHSIBEHENEBENAEF, MARBEABHFUIEESEUES.

8.3.1&MizE

-
. RIEHIE
. TR LR

N
8.3.2 X%
{5/ ——mount 1BE () -
$ docker run —-mount type=tmpfs,destination=/run,tmpfs-size=67108864,tmpfs—-mode=1770 nginx
WAJLAER ——tmpfs EEIEX:

$ docker run ——tmpfs /run:size=64m nginx

AR ——tmpfs XIFANEINER, FEN size fl mode, MNREEFTBMAYIZE] (40 noexec,
nosuid) , HEFZ(EA ——mount IB/EFHEIL tmpfs-mode SEUZEUR.

8.3.3 5=

s BAe¥ELLRE, tmpfs FHESEX.
o tmpfs HABININE, BNEBREIARN,
s NESEEFANBEYE.
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8.3.4 5 Volume [ Bind Mount XJLtt,

R HuEfE R BRI
K /H \ sle,
Volume Docker ETRER = HHERE, KEASSEL
=
B, BCE
Bind Mount EEHIEEES 2 FERERR, RO
H=
T
tmpfs N1E = SIRIGTEIE. 8

IR S 1
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AENE

N\

KENET Docker W=MHIREES: HIES (Volume), 4BEIEEL (Bind Mount) 1 tmpfs 3£
.

bW S ERGS
Docker 18, 4aEHRY  HUEE. NEHUE (HEEEF
#4E% (Volume) N .
T5= IME)
487EHERL (Bind Mount) EHEFNER, EXRE FRINE, BEEXE. BE
NEFEERFF, SesFLEED -
tmpfs 8 :%;‘ s I BRI, B
#B4E wne
CIEEES docker volume create name
Y HEHES docker volume 1s
BEIFE docker volume inspect name
pREIES docker volume rm name
B docker volume prune
— -v name:/path Bf, ——mount

source=name, target=/path
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SIE{ERFSE

o #iE%: Docker EEMIFANIFNE

o SOTEHEE: HEBIVER

o tmpfs #8H: NEFEFHIGSFHE

o TZiEIKFN: Docker IFAEHIRERE
 Compose #HEETE: Compose PHIEHACE

7 RIGERSEMGHEEN? PR Issue B PR,
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PINE NEEE

Docker FEsFEMERSIMBHFABE. BRZAEEBEEUNSEENEE. Docker fEZREHT
S BEIECENEERIRIE, KSEIER FHERIA.

HhR
Docker [SahitEzhBUFELATMLZEEA

HEXK

y

EEL)

YRR ethO
192.168.1.100

dockerO [t

172.17.01
Containers
Ha2 B B A
ethO ethO
172.17.0.3 172.17.0.2

REFZFMNE Docker MEFRRBHNEZ NS,

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

AENE

e FCE DNS

o RRIRERY

o HIENME
. IS

o AMNERIFAIZSE
o BX4RIEET
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9.1 Bc& DNS

9.1 B & DNS

Docker 110.0 LAf&, W& 7T — DNS [RSEa%, HESTHIUERBITHBRERS. FiERE
B, REFOIEERER ——nane NERBREIA.

{B2(EF Docker DNS B RIRREM, MECRBLE BEXNE P, WalEk, WRERNE
BAARY bridge W4, RIEMER DNS #Y, ATLAFIIAFEEENNE,

9.1.1 58809 DNS #%1
Docker 252809 DNS ECEB RS :

1. BRIA Bridge fI4&: &S EH1HY DNS BEE (/etc/resolv. conf),

2. HEMN ML (H#ETF) . 8 Docker ## NI DNS fR5358 (Embedded DNS), XiEd & tis
TIRS &I,

9.1.2 #* A\, DNS

X2 Docker MERBANINEEZ —, EEENMES, BBRTLUEY "&F" HIIFEL, MAEE
FMEXSHFY IP (R IP TS,

## 1. BIEEENME

$ docker network create mynet

## 2. |FENEES web FHHINRIZ

$ docker run -d --name web —--network mynet nginx

## 3. SEIBEE client #H=5i ping web

$ docker run -it ——rm --network mynet alpine ping web

PING web (172.18.0.2): 56 data bytes
64 bytes from 172.18.0.2: seq=0 ttl=64 time=0.074 ms

JRER: Docker STHIHFETE 127.0.0.11 1517 7 — DNS RSS88. BEEWHY DNS iEkemtE & FX
B, NREFEER, BTSSP, WREINEDHSA (40 google.com), kG il DNS,
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9.1.3 BitE DNS £

WMRIRFEFNEESIAY DNS (HIa0{FERPAIM DNS fRSSES), ATLATE docker run PEALITS
0

1. --dns
55 DNS fR53E8 IP,

$ docker run -it —--dns=114.114.114.114 ubuntu cat /etc/resolv.conf
nameserver 114.114.114.114

2. --dns-search
}57E DNS #Zd, HIaIKE I example.com, Ml ping host &= f##4HT host.example. com,

$ docker run --dns—search=example.com myapp

3. --hostname 5 -h
RERFINENA.

$ docker run -h myweb nginx

9.1.4 £/5 DNS B¢ &

MRFEMEETRBERTEN DNS RS HF (MARHRABEN), JLUIEN

/etc/docker/daemon.json:

{

"dns": [
"114.114.114.114",
'"8.8.8.8"

1

}

EREEEEG Docker fRSS: systemctl restart docker,
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9.1.5 H W&

AT 2EFAES DNS & WAEIRR R IR TTIE

Q: BRTEFITEHES

BIKR: ping www.baidu.com KM, 1B ping 8.8.8.8 . fER:

1. BENAY /etc/resolv. conf ATEERIAIRN (FIU0fER T ABEIFRMELE 127.0.0.53, 552
Ubuntu &%), Docker AJgea=IREE, (BBRISKM,

2. = F &g DNS: docker run --dns 8.8.8.8 ...

3. IeEMXIEERI=#E T UDP 53 ixd.
. TRBENARRRERE
P& ping db 27 bad address 'db'. JREA:

o {REJBEFEERE BAARY bridge P48, BAIA bridge W48 ASTRF BT ES 21T DNS fi#tr (X2
— MNESRIEREL).

o fBR: [FHBETENMZ (docker network create ...),
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9.2 PI4RREY
9.2 LAY

Docker Rt T SFIWBIKEIKBERRRIERIDR. %4 Docker Ja, RFSBNEIE=1EIAN

SCOPE
local
local
local

188

BRASSEL,

i

BB

B ERERABETINSEE
LRI

SEHRIZS

7w
$ docker network 1s
NETWORK ID NAME DRIVER
abcl123... bridge bridge
def456... host host
ghi789... none null
9.2.1 [ILBREINILY
BRERBSRMERZENT:
pIL8EEY
bridge
host
none
overlay
macvlan

9.2.2 Bridge 4% : BRiA

ADeSABIHZ MAC HbiiE

=efRENES
Docker Swarm &&f

FEERENYIEML

Bridge /& Docker BAAERIRIRILEIET . Docker Saift<BNEIEE dockero REHAMIYE, ATERISE
MR EI B BRI R IX ML,

OEMINT
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Bt 1588

docker0 RN, ZTHZIREE
veth pair AR RXS, —infESesl, —imiEizhii
7588 ethoO BRI
IP it EIEIM 172.17.0.0/16 [ERSSER
9.2.3 Host M%%

{£F3 —-network host 2HEHIIBREEEERBEENRINGTR, FEAGIRUAINSERZZE.
BRNIROMEBINmO, TFEHRORE.

$ docker run -d --network host nginx
XMEIC TRERERS, (BEREZEMEENZ EiRBEMNERE.
9.2.4 None 4%

858 ——network none SEEIIAERE o BN, TEIXBINEPMNEZEE. ERTREZE
TTEAES. FAEEMEAISEE.

$ docker run -it --network none alpine ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> ...
inet 127.0.0.1/8 scope host lo

9.2.5 iERFA

BB RREIERE AT LA LA USSR -
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WHNERAIR), Fim I BRET
ANEBIEK eth0 docker0 NEA
Pl
ZBEE A (172.17.0.2) docker0 ethO BHEA)
PNEEEN G
R A (172.17.0.2) docker0 2L B (172.17.0.3)
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9.3 BEM ML
9.3 RN

LGS, HEEFERAFBEEXMBERIAL bridge M8, BEMMEREM T BFHIREL
MRS &INBEST .

9.3.1 AM+AERBEN ML
BRiA bridge RSFELITEIR, TIEE N ML AT LRIT bR RIX L a8

)RR BE X KR
HEEF IP (S T IHZ5584% DNS B4
FrE B e ER—M4E EIFAIRREME

FE --link (BEE) [RESFIRS AT
9.3.2 Sl B EN ML

{5 docker network create A RILAGIEBRTEN ML :

#Ht BIERIS
$ docker network create mynet
it BEMEFE

$ docker network inspect mynet

9.3.3 EFAEREX ML

[BENEEAEIT ——network SEUSEEZAIMNLE :
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# [EEIBEEFTIEEEEEN P9

$ docker run -d --name web —-network mynet nginx
$ docker run -d —-—name db --network mynet postgres

## £ web BEEFAILIEZHBEESE db
$ docker exec web ping db

PING db (172.18.0.3): 56 data bytes
64 bytes from 172.18.0.3: seq=0 ttl=64 time=0.083 ms

9.3.4 252813 DNS &

BHENXMEBERME DNS fgSS, Docker SFFHFIETE 127.0.0.11 1317 7 — PRI, DNS RS EE,
ZSEEMAY DNS 5Kt A EIXE :

o WIREREER, MBITAREEIP
o WNERZEIMEBIE (W0 google.com), F&kLE LilF DNS

mynet [4% : web ZESRJLAA 'db' fERENZGA db 2585
web db
—DNS: 'db' > 172.18.0.3—»
172.18.0.2 172.18.0.3
9.3.5 EAMEGHS

PATE Docker & EEHEBHRGS:
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## D%

$ docker network 1s

#H OIERLE

$ docker network create mynet

# BENEIFIE

$ docker network inspect mynet

i EEBRERIN

$ docker network connect mynet mycontainer
#BTTIEEE

$ docker network disconnect mynet mycontainer
## RIS

$ docker network rm mynet

i TETER(EHRIN

$ docker network prune

& BRASER

—NIFFREBEE docker compose ERE TN BRUIRS : IRSS A FIBRSS B. ftH{EARSS A RY
K= localhost:3000 IGAIARSS B, ERIGRIERERT. X NMERIFERH—EAMER
NFFERREALER, RAMETEER—MHETUN. HEERNEERIA NN KIS M EET
Ef#E, LRRER: 81 AR EMIZAIMNEGEZTE, localhost ERRALRIEASEE
2, FRBERNEAEEMESE. ERNMIEREER Compose HaltIERIRSZIFAENE:
http://service-b:3000, Compose R EIEMKZHFEMIRSEZH DNS, XiFHeEEIBE75E
IERRfRNT. BEhNE—ITRR, [EEMEZER.
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9.4 FaaHEK
9.4 FFaRHEX

B ZERINEZIE(SRE Docker MEBRIZUINEEZ —. AT MATIRERAI LIS

9.4.1 FA—MEBRHIER
A—EEXRNERNNSETUSHEISEREE, XERENSEERAR:

## BN
$ docker network create app-net
## JSEI FERIEHEE

$ docker run -d --name redis —--network app-net redis
$ docker run -d —--name app ——network app-net myapp

## app BEEFEILIFH redis:6379 %4 Redis

9.4.2 ERRIZ L
— A EETURNERRIS MG, XN TRERREEE- RS EEIER:

# [SRIEEE

$ docker run -d ——name multi-net-container —--network frontend nginx
## FIERERS— 1

$ docker network connect backend multi-net-container

## BEBREHINGE

$ docker inspect multi-net-container —--format '{{json .NetworkSettings.Networks}}'

9.4.3 A --link BEH

—-link & Docker RHIRFARBEHMNAR, BEEWEFR, FAENEHRIMBSFER. BERBEENX
PILEEAY
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## |HEE (EF)
$ docker run —-link db:database myapp
## I (HEF)

$ docker network create mynet
$ docker run --network mynet —--name db postgres
$ docker run --network mynet —--name app myapp

ERBEEXMBHINBET:

o E4ETIE DNS T
o FEEEDIEEoIITEXFIBIKET

o BERE, FLIEIE connect/disconnect
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9.5 MBI IS8
9.5 HNEBIGInI S8

Bz TEBCHRBMEIET (BFER Bridge #H30). A TILIMNBMEIHRIERAIRS, Bl
A R AR BRI EITE EHA%RO.

9.5.1 At AR IR ]

BEBARLEIHITRMLIT
- BERZE: TALIEY P NABS (BENAS) .
o EEHHEEE: TLUBIEES P i,
. SMBRIEIIEEE: X RATEEESA,

A TIEINER QMRATNIEERS. EfhBIEMIES) HEERRARS, HIIFEEERNIRO BT 278
ENAYIwA.

HMNEBFEF (Browser)

B=EA (localhost:8080)

Docker Proxy
I C1BRET (8080 -> 80)

7528 (Class B: 80)
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9.5.2 i OMEY /5,

Docker 12t 7 ZM TSRS E IR RET,
1. IS TEmY

{FF -p <BENIRO>: <B8HO> 183

#t JFEFYILT 8080 im[IMEETEIZSESHT 80 iml]

$ docker run -d -p 8080:80 nginx

LtbAFiIE] http://localhost: 8080 BIETEZ Nginx TTHE.

gt

155 ax <l

. e -p 127.0.0.1:8080:80 ({XA
ip:hostPort:containerPort  #BEIERE IP BY4FEIRO

Hi0a])
ip::containerPort 4FEISE IP BIBEH iR -p 127.0.0.1::80
| 4B7EFTS IP (0.0.0.0) AR .
hostPort:containerPort - -p 8080:80 (EKIA)
containerPort 4ERRE IP B9BEH IR -p 80

2. it aksT

MBARXOBENGEREMNEO, SJLAERMBYIRES, FH -P (K5) £%1, Docker & FEHLIRET
Dockerfile & EXPOSE 15 2EMIFTA IR 2B EHAYEIRO (49000-49900),

$ docker run -d —-P nginx
BEMEIER:

$ docker ps
CONTAINER ID PORTS
abcl123456 0.0.0.0:49153->80/tcp
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IR Nginx #BRESE T fiEEAAY 49153 imM.

9.5.3 BEIR MRS

AILAERU T oS EE S faHYim IR

docker port

=17 docker port BAILIEEZSES AR CBRET BN :

$ docker port mycontainer
80/tcp —> 0.0.0.0:8080
80/tcp —> [::]1:8080

docker ps

1517 docker ps AILAEERIFIE B ESHim CIMETHIZR :

$ docker ps
CONTAINER ID IMAGE PORTS NAMES
abc123456 nginx 0.0.0.0:8080->80/tcp  web

9.5.4 RIELESRE
HERBRAMS, BEIRUTREEN:
1. BRABIMSOR 1P

ZUABIT, -p 8080:80 =150 0.0.0.0:8080, XEMKEHAIARBREEZ(RIBIEN IP, HaEE
HIENZiRS .

NRARENIINRE (PIANEHEERSS), NERER] 127.0.0.1:

## (XAEFAYEE]

$ docker run -d -p 127.0.0.1:3306:3306 mysql

2. BaimAhse
WNERTEEH 8080 BEAW AT, BB LiEE5.
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R
o EEHAFEFALIRO: -p 8081:80
e il Docker B HEE: -p 80

3. UDP Bhs

ZUAR TCP i, WNERZEMLET UDP fRSS (0 DNS, Syslog):

$ docker run -d —-p 53:53/udp dns-server

9.5.5 SCHIRIE
Docker fs£F3 docker-proxy ##& (FAFZ) 8% iptables DNAT #llll (RIZ) KLMimOiEA.
LREINABENIROR, iptables NG E BIRbUHERNFES IP HiEk:

## A9 iptables B4

iptables -t nat —-A DOCKER -p tcp ——dport 8080 -j DNAT --to-destination 172.17.0.2:80

XBEATAFESRAEPEIRLAKR P BEEMX IP (20 172.17.0.1), TARESLRIZNB
Client IP (BRAFfEFS host MLZR).
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9.6 ML3FERE
9.6 MEIRE

Docker WEEIRMH T RAKBERES), FRMNBZERNBTRINATIEES. XZE Docker FRZERHY
EEE,

9.6.1 MEFREIRIE
FRNEZ ARG, SEAESE—MEHNSRESEE:

##t BIER N

$ docker network create frontend
$ docker network create backend

#Ht ZES A £ frontend

$ docker run -d -—-name web ——network frontend nginx
## ZE8 B 7F backend

$ docker run -d —--name db --network backend postgres
## web FEEFZHE] db (REIME)

$ docker exec web ping db
ping: db: Name or service not known

9.6.2 T2
X PRSI ERA T2

L7} e

HifEiRD B BTy mEN =t It 3 ¢
MRS RS EBRSS EH AT LASE AR /I
ZHEF ARBFNESSREARNETTERE
B/VBUR BRRRESHEYERMNEEIR
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9.6.3 BMLEIERS

RHLFERNBREMSEE, TLUGERRNEREISMNE:

# BIE—TFEER, EHEER TN

$ docker run -d ——name api ——network frontend myapi
$ docker network connect backend api

##t BITE api BESETEILLGIE] frontend A9H9 web, tBEIL{GE] backend #9 db

XM TULLRAT ARSI HIR L B 2R AT LABS 48R (S,

9.6.4 HARIRILREEH

—MERRYZ RN FREEER

AL

B AR/ MURIRT,

frontend fJZ&

Y=

-

Web AR55E8 1

N

Web 5588 2

.. backend f&& .

|_A API fRSS8% ‘_‘

.

ERE

N

Redis &1F

EIXMZEMIH, APl fR5523ERTIERZR] frontend # backend %%, FEAMMWBZ EIRIFFE.
19Er=RF0 Web IRSZRTAERNIIEIERE, B8 T X2,
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9.7 BeEMERIIFIE
0.7 NI FIERIMRISHE:

IRNIRIT SR RBAIRZOME], Overlay RI4E. CNI R, 7588 DNS . MERKBESERS
e, NEFRBIRINRIRNTF] T IRSTET,

9.7.1 Overlay WNEFIESHE

Overlay WEEIMBEMBEM LT BN, RFEREBEVERE. B~ Kubernetes
Swarm R AYERL.

Overlay R4 T{F[RIE

Overlay RZEBISBHEIIERA (BER VXLAN) HERMWEBREIRERE ENWIEMNKL UDP
iR P EE.

72528 A (192.168.0.2)
.

veth 3¢
l

br-net (%)
l

Docker 3|28 (VXLAN #j4)
{

YIRS (172.16.0.0/24)
{

Docker 5|2 (VXLAN fi#fi%)
L

br-net (/#F)
L

veth XJ
l

788 B (192.168.0.3, AEBEEN)

BUEEFN{ER Overlay R4
Docker Swarm &=, FHY Overlay o4& :
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# A Swarm (BIFELEEY)
docker swarm init

# BUE overlay K&

docker network create —-driver overlay \
—-subnet 192.168.0.0/24 \
——opt com.docker.network.driver.mtu=1450 \
my-overlay-net

# IUFpIASElE
docker network 1s
docker network inspect my-overlay-net

# £ Swarm [REH(EMRE overlay %%
docker service create —-—name web \
——-network my-overlay-net \
——replicas 3 \
nginx:latest

# WIHIRS T RS
docker service ps web

EAfl Overlay RIZ&HEH) (Linux Z588) :

# BIEEENX overlay W%
docker network create —-driver overlay custom-overlay

# BIER B
docker run -d --name containerl ——network custom-overlay nginx:latest
docker run -d -—-name container2 ——network custom-overlay nginx:latest

# Wi BESEE
docker exec containerl ping container2
docker exec containerl curl http://container2

# IBEMEIE
docker network inspect custom-overlay
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Overlay RIZEHEBEAL

# 1EE MTU (Maximum Transmission Unit) #@E5A
# VXLAN FFE 50 =75, Y MTU 1500, #ZiNiZEH 1450
docker network create —-driver overlay \
——opt com.docker.network.driver.mtu=1450 \
optimized-overlay

# JEF IP MAULETE (IPAM) HEX

docker network create —-driver overlay \
—-subnet 10.0.9.0/24 \
——aux-address "my-router=10.0.9.2" \
my—-custom-overlay

# 7£ Compose FEFH overlay 4%
services:
web:
image: nginx
networks:
- backend

db:
image: postgres
networks:
- backend
networks:
backend:
driver: overlay

driver_opts:
com.docker.network.driver.mtu: 1450

9.7.2 CNI 4SS

BDEEMEEO (CNI) 28 mHEES (JUEHR Kubernetes) BUTREMNMERIEO., AREAY CNI 4
RERERNMLZEES.,

7 CNIHEHXIEL
Calico - 7 BGP {94

Calico fs5F3 BGP thSGH1TERH, STHFMIZEERIEF] eBPF NI,
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# Kubernetes fi%dE Calico
apiVersion: vl
kind: ConfigMap
metadata:
name: calico-config
namespace: kube-system
data:
cni_network_config: |
{
"name": "k8s-pod-network",
"'cniVersion": "0.4.0",
"plugins": [
{
"type'": "calico",
""datastore_type": "kubernetes",
"mtu": 1450,
"ipam": {
"type": "calico-ipam"

b

"type": "portmap",
"'snat": true,
"capabilities": {"portMappings": true}

Flannel - [BER]EEAY Overlay

Flannel J2{EIERT overlay RIZESCH, 1EG/INEIPSARAIEET.
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P

# Z%E Flannel
kubectl apply —-f https://raw.githubusercontent.com/coreos/flannel/master/Documentation/kube-flannel.
yml

# EE Flannel /Fim (VXLAN, UDP, AWS VPC %)
cat <<EOF | kubectl apply -f -
apiVersion: vl
kind: ConfigMap
metadata:

name: kube-flannel-cfg

namespace: kube-flannel

data:
cni-conf.json: |
{
"name": '"cbro",
"cniVersion": "0.3.1",
"plugins": [
{
"type'": "flannel",
"delegate": {
"hairpinMode": true,
"isDefaultGateway": true
b
}’
{
"type": "portmap",
"capabilities": {
"portMappings": true
}
}
1
}
net-conf.json: |
{
"Network": "10.244.0.0/16",
"Backend": {
"Type": "vxlan"
}
}
EOF

Cilium - eBPF JRENAVSCHERILE

Cilium {£F3 eBPF fEZ R BSLI B SRIGFIRINLANE, MRS,
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# Z4E Cilium
helm repo add cilium https://helm.cilium.io
helm install cilium cilium/cilium \
——namespace kube-system \
—--set image.tag=v1.14.0 \
——set operator.replicas=1l

# /S Hubble (ETVEIKE)

helm upgrade cilium cilium/cilium \
——namespace kube-system \
——reuse-values \
—-set hubble.enabled=true \
——set hubble.ui.enabled=true

Weave - BN REEE
Weave IZERIEENERS, SHFNZMNSIE,

# Docker (& Weave M4

docker run -d -—-name weave \
——-net=host \
——cap-add=NET_ADMIN \
——cap—-add=SYS_PTRACE \
ghcr.io/weaveworks/weave: latest

# EFEE Weave RiZ
docker run -d --network weave —--name web nginx:latest

CNI FEHRIEEER:

ettt Calico Flannel
HEAR BGP VXLAN/UDP
PILR R v X

B2t W W W W W W W
EIpUbEs & (i3
S § 1

S v v

9.7.3 2588 DNS @44

Cilium

eBPF

v (L3-L7)

NN N NN

N oW WK NN

Docker )9& DNS fR$ZEE, {B DNS TS RSN EENES.
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DNS fEffTifitiE

N (dig www.example.com)
{

RN /etc/resolv.conf (127.0.0.11:53)
{

Docker Pk DNS fR$588 (127.0.0.11)
{

BAFPBEENX DNS fEF#l /etc/resolv.conf

1
5MEB DNS fR$S2: (8.8.8.8 %)
1

DNS iR - BEEF -~ NA

BCEZS8% DNS
fEizfTHIHERE DNS:

# EIERE

docker run -d \
——dns 8.8.8.8 \
——dns 1.1.1.1 \
——dns-search example.com \
nginx: latest

# DNS #EIG

docker run -d \
——dns-option ndots:2 \
——dns-option timeout:1 \
——dns-option attempts:3 \
nginx: latest

# BEZDES DNS EiE
docker exec <container_id> cat /etc/resolv.conf

Docker Compose DNS Bt :
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services:
web:

image: nginx

dns:
- 8.8.8.8
-1.1.1.1

dns_search:
— example.com
- local

db:
image: postgres
networks:
- backend
hostname: postgres-db

networks:
backend:
driver: bridge

25587 /etc/resolv.conf {GEEEIE
search example.com local
nameserver 8.8.8.8

nameserver 1.1.1.1

H B R H

Docker SHFHZRFIECE :

{
"dns": ["8.8.8.8", "1.1.1.1"],
"dns-search": ["example.com"],
"insecure-registries": [1,
"registry-mirrors": ["https://mirror.example.com"]
}

BENXIRS A
{5 Docker A% DNS IR &I :

# BIEEENME
docker network create mynet

# IB1THRS
docker run -d -—-name web —-network mynet nginx:latest
docker run -d -—name db —-network mynet postgres:latest

# ERMBHEFEIRS S E
docker run -it —--network mynet busybox sh

# ping web # EzffFEITE web ZE§ IP

# ping db  # EzlfFEE db ZE§ IP

Compose &5 E1AI:
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services:
frontend:
image: nginx
depends_on:
- backend
environment:
BACKEND_URL: http://backend:8080

backend:
image: myapp
depends_on:
- database

database:
image: postgres
environment:
POSTGRES_DB: mydb

# frontend BE§aJLIEZHE http://backend:8080

# backend ZEFAJLIE#ipE] postgres://database:5432

DNS MREUA

# 1B DNS FEiR
time docker exec <container> nslookup www.example.com

# (Lt DNS FZE#T
docker run -d \

——dns 127.0.0.1 \ # {(#FAMELZ DNS (Dnsmasq)
nginx:latest

# 7£ Kubernetes =ttt
kubectl patch deployment -n kube-system coredns ——patch '{

"spec": {
"template": {
"spec": {
"containers": [
{
"name": "coredns",
"resources": {
"limits": {
"memory": "512Mi",
"cpu: "500m"
¥
b
¥
|
¥
¥

9.7.4 PILBRIESEES

PIERARE N T B ARIREEHMN, 2HIRSREPIZEET],
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EARILE R
BOABEFTENGREAIRER

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: default-deny-ingress
namespace: default
spec:
podSelector: {}
policyTypes:
- Ingress
# THEE ingress #N, FrIEEFFBNLTRE

FFFERRIN IS ARER

apiVersion: networking.k8s.io/v1l
kind: NetworkPolicy
metadata:
name: allow-from-frontend
spec:
podSelector:
matchLabels:
tier: backend
policyTypes:
- Ingress
ingress:
- from:
- podSelector:
matchLabels:
tier: frontend
ports:
- protocol: TCP
port: 8080

FEFHHUER R SRR
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apiVersion: networking.k8s.io/v1l
kind: NetworkPolicy
metadata:
name: allow-backend-to-db
spec:
podSelector:
matchLabels:
tier: backend
policyTypes:
- Egress
egress:
# SRR
- to:
- podSelector:
matchLabels:
tier: database
ports:
- protocol: TCP
port: 5432
# FUF DNS Zif
- to:
- namespaceSelector: {}
ports:
- protocol: UDP
port: 53
# FLIFEISIEE AP HImE
- to:
- ipBlock:
cidr: 0.0.0.0/0
except:
- 169.254.169.254/32 # [HIFTTEIEIRS
ports:
- protocol: TCP
port: 443
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AR5 ML SR

# IBEHTEHRIA
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: default-deny-all
spec:
podSelector: {}
policyTypes:
- Ingress
- Egress

# Frontend ZESHME
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-frontend
spec:
podSelector:
matchLabels:
app: frontend
policyTypes:
- Ingress
- Egress
ingress:
# AFFE Ingress Controller HIGE
- from:
- namespaceSelector:
matchLabels:
name: ingress—-nginx
- podSelector:
matchLabels:
app: ingress-controller
ports:
- protocol: TCP
port: 3000
egress:
# SLIFE| API HYRE
- to:
- podSelector:
matchLabels:
app: api
ports:
- protocol: TCP
port: 8080
# 1F DNS
- to:
- namespaceSelector: {}
podSelector:
matchLabels:
k8s—app: kube-dns
ports:
- protocol: UDP
port: 53

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

Sroam At

# API ZSESIRHS
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-api
spec:
podSelector:
matchLabels:
app: api
policyTypes:
- Ingress
- Egress
ingress:
- from:
— podSelector:
matchLabels:
app: frontend
ports:
- protocol: TCP
port: 8080
egress:
# SRR
- to:
- podSelector:
matchLabels:
app: postgres
ports:
- protocol: TCP
port: 5432
# 7F DNS
- to:
- namespaceSelector: {}
podSelector:
matchLabels:
k8s—app: kube-dns
ports:
- protocol: UDP
port: 53

# HEEEDRERNS
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-postgres
spec:
podSelector:
matchLabels:
app: postgres
policyTypes:
- Ingress
ingress:
- from:
- podSelector:
matchLabels:

app: api
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ports:
- protocol: TCP
port: 5432

{5/ Calico/Cilium S ML RS
L7 NMFAESREE (X Cilium 3ZHF) :

apiVersion: "cilium.io/v2"
kind: CiliumNetworkPolicy
metadata:
name: "api-gateway-policy"
spec:
description: "L7 policy for API gateway"
endpointSelector:
matchLabels:
app: api
ingress:
- fromEndpoints:
- matchLabels:
app: frontend
toPorts:
- ports:
- port: "8080"
protocol: TCP
rules:
http:
# AF GET /api/users
- method: "GET"
path: "/api/users/.x"
# FUF POST /api/users {UMEHELDFE
- method: "POST"
path: "/api/users"
sourcelPs:
- "10.0.0.0/8"
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9.7.5 B HARBES R

BENHER
AR PR 88 SrE ERGR
FANMILE X WKW W WK {35 =iEee, BEE
Bridge + Host s
= R W s /N R
Port
Overlay
v W W W e S EREL S
(VXLAN)
BGP (Calico) v W W W W & AHUEEEERT
eBPF (Cilium) v W W W W W = = MEBEREEERT

# 1. FFRIE: (&M Bridge M4

docker network create my-app

docker compose up # ZtA@H bridge

# 2. /HIEE (< 50 Tr) : {#/H Flannel

kubectl apply —f https://raw.githubusercontent.com/coreos/flannel/master/Documentation/kube-flannel.
yml

# 3. HEHIE (50-500 Fr) o (EFH Calico

kubeadm init --pod-network-cidr=192.168.0.0/16

kubectl apply —f https://docs.projectcalico.org/v3.24/manifests/tigera—-operator.yaml

# 4. AHE (> 500 Tr) HFE L7 FHE: (@M Cilium
helm install cilium cilium/cilium --namespace kube-system

# 5. FEZr/ElE: (€ Weave

9.7.6 MIEHIEHIE
G R
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# 1. BESTIZBIEIIEI%

docker exec <container> ping 8.8.8.8

docker exec <container> cat /etc/resolv.conf
docker logs <container> | grep -i network

# 2. BEEEGEEE
docker network inspect <network>
docker exec <containerl> ping <container2>

# 3. InlIREGTEEL
docker port <container>
netstat —-tlnp | grep <port>

# 4. DNS FEITHENG
docker exec <container> nslookup example.com
docker exec <container> cat /etc/hosts

# 5. KJIEFER
docker run ——rm —--network host iperf3:latest -c <target>
docker exec <container> mtr —-r example.com

# {#FFF tcpdump IMESHT

docker run ——rm —--cap—-add NET_ADMIN —--network host \
corfr/tcpdump —-i eth@ -n "port 80"
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AENE

FENG

AENET Docker MEEEHENSE:

7N BN
EEMN ML, DNS, AliEdSEEMR
DNS B
1
- ) bridge (BA1A). host, none. overlay.
macvlan
BEE N Mg HEFE, S5 E84 DNS il =T e =E
BESHEX E—BEXMNEASZEREISSEREE
Ui 1 AR -p BEEHIHO: B0 RERSEIIMN
RILE PR FRMEBRIARE, Ealet
--link BRF, [FRBEEXMEEN
FIE{BISIEE

o ELE DNS: BENX DNSIRE

o MZZEAY: Bridge, Host, None &ZEET;
o BHENKE: CIZIIEEBEN M

o HeEHEL: FRAAEBELT

o ImMIRET: SHKimOEE

o WME[EH: MELRESREERE

e EXPOSE #§<: 7 Dockerfile AR iR

e Compose M%&: Compose FRIMEZEE
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7 RUERSAEHNHEIN? RIS Issu

®
g
o
0
[}
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Z8+E Docker Buildx

Docker Buildx 22— docker CLI {4, EY BT docker 5%, iF Moby BuildKit $2AITHEE,
Rt T 5 docker build fHEIBIAFIRIE, FHEIN TIFZHINEE.

Buildx 2 Docker v19.03+, ERFIRATEEERBEINEEETE,

rERT
KREBIFHMNEE Docker Buildx BYEH, S3E:

o (&M BuildKit 52 E%
o {FH Buildx #iEiE&

o i FERAST #5508 Docker £

MRS SEHEERENE: DRSS, HEKIFIER (Provenance, #E BuildKit HrER
TALA mode=min i7¥i0) FORAEAIRLBEE (SBOM, TEIL —-sbom=true BXFE) ELMARE
EEAWEFTH., XL Attestations ZUHESES manifest IS &35 (Image Index) L.
IEEETFIIFR, B Docker Engine v29 82K IA/S FIAY containerd image store #R{H¥d
Image Index FYSESEARMIFFEES], MR T EREZMFMESIn (Classic Store) TiABMAET
Attestations &R |BIHRIN. XEEIRBILAFIFA docker buildx imagetools inspect Z3F
B, EEMEITHAUEGERERSRIEE Registry A MESMIRIRGRIRT 2 TTEUE.
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10.1 BuildKit

10.1 BuildKit

BuildKit 2 T—RIREEEEH, £ moby/buildkit FFE.

BEE: B Docker 23.0 #2, BuildKit BN BRATBEAESS, TEF5EH. Docker Engine
v29 H—215 Containerd $BGFEIZNEIN, BFFS Kubernetes BUEIR{F4,

B @i, Docker Hub BaiigaE 22 % BuildKit, BE{Ki55 * docker-practice/docker-hub-

buildx,

10.1.1 Dockerfile FEIESFEAR
BuildKit SINT ZIFES, EEMUITEEGFIIZSM. UTEFHEANBXLIESHAE.
{58 BuildKit [5, FATETLAER FEJ LN Dockerfile I8 RANRIEGHITIE,

B(FFIEFTHY Dockerfile iBAFIE, BINE Dockerfile FELRMIME LSS :

## syntax=docker/dockerfile:1

XGRS NS AEITES, MRIREILAERTE St.
RUN --mount=type=cache

Bal, JLFABREFESERKIEETER, 20 co HEY go mod, Node.js I npm FE, 23K
MNEE—NMEGN, FESESNNEERMPREKEHE, BLET, AKFETREIER

o

Flan— " aim LFAEEERZE] npm:
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FROM node:alpine as builder
WORKDIR /app
COPY package.json /app/

RUN npm i —--registry=https://registry.npmmirror.com \
&& rm -rf ~/.npm

COPY src /app/src
RUN npm run build
FROM nginx:alpine

COPY ——from=builder /app/dist /app/dist

ERZMEREE, WENRGTPREETBERXEE dist, (B{RAFE—LE, 24 package.json
SMAHZEEIRT, RUN npm i & rm -rf ~/.npm X—BESEFHHIT, TEZRGE, £RTRKENFEE
B,

PFRXANERE, HE—SHFNT AR R $ES 19TRE, EREAIERIE node_modules
SR kR, ERRESRE, XA node_modules RS BEMENE, LRNBEGIHAES
node_modules IXMNMHE, XEFRIMEE T E/GRBUKIRAIRE, AKEINTREEERE, H
A g% 7R T AERFEERE.

BuildKit 2T RUN —-mount=type=cache $§<, BILASCHL_EiDAGIRAE.
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## syntax=docker/dockerfile:1
FROM node:alpine as builder
WORKDIR /app
COPY package.json /app/
RUN —-mount=type=cache,target=/app/node_modules, id=my_app_npm_module,sharing=Tlocked \
—-—mount=type=cache, target=/root/.npm, id=npm_cache \
npm i —-registry=https://registry.npmmirror.com
COPY src /app/src
RUN —-—mount=type=cache, target=/app/node_modules, id=my_app_npm_module,sharing=locked \
## —-mount=type=cache, target=/app/dist,id=my_app_dist,sharing=locked \
npm run build
FROM nginx:alpine
## COPY —-from=builder /app/dist /app/dist
#Ht T EENEGEE from f] source #5<, XEEH RUN 5%

RUN —-—-mount=type=cache, target=/tmp/dist, from=builder,source=/app/dist \
# —-mount=type=cache, target=/tmp/dist, from=my_app_dist,sharing=locked \

mkdir -p /app/dist && cp -r /tmp/dist/* /app/dist

F— RUN IESHITIE, id 9 my_app_npm_module FUEFX(HKIEEEIT /app/node_modules 15
Xrh, ZRPITEASFES NP EERR.

F /" RUN IESHIITATHEEAZ node_modules 1432, node_modules E&ER,, St AILAER
1T,

B=A RN I8 E—MEERIN M ERIZEEMNE, from FEIAREFAIKIR, X2 builder TR
FBIFRFETHIENE—MER, source IEBBEFRIFIIAE,

/Y Dockerfile 1 ——mount=type=cache, ... FIESERWT:

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

Option
id
target (WIEIR)

ro,readonly

sharing

from

source

RUN —--mount=type=bind

Description

id BRE—Mr&, MEXDER.
RFRER BRI,

RiE, BEXHRFERBA.

B shared private locked {ERJ{i%HEE,
sharing IRES—MEFRZIXERRTRIE

W, BTF BuildKit FFFHTHEE, BZMEER
ERRE—EFE (F— id) RKREHSE, shared
KRS NMEEALEES, private ®Rn=
SNMERERE—REN, 8 NCRERAR
HETF, locked KRBT ETHERET
B, B— "B EERIZETR.

RIFRR (WEMER), MESIAEXHEX,

SKIRAIS ARSI,

IZIELHLUBE— MRS (B L—EEMNER) BSHEBEEEME.

## syntax=docker/dockerfile:1

RUN —-mount=type=bind, from=php:alpine, source=/usr/local/bin/docker-php-entrypoint, target=/docker-php

—-entrypoint \

cat /docker-php-entrypoint

RUN —-mount=type=tmpfs

IZIESHLUE— tnpfs I RFHEHFNEENE.

## syntax=docker/dockerfile:1

RUN ——mount=type=tmpfs,target=/temp \
mount | grep /temp

RUN —--mount=type=secret

IR ALMS— 3 (PIanER) HEHEEEME.
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## syntax=docker/dockerfile:1

RUN ——mount=type=secret, id=aws, target=/root/.aws/credentials \
cat /root/.aws/credentials

$ docker build -t test —-secret id=aws,src=$HOME/.aws/credentials .

RUN --mount=type=ssh
ZIES I LIERL ssh Z4A.

## syntax=docker/dockerfile:1
FROM alpine
RUN apk add —--no-cache openssh-client

RUN mkdir -p -m 0700 ~/.ssh && ssh-keyscan gitlab.com >> ~/.ssh/known_hosts
RUN —-mount=type=ssh ssh git@gitlab.com | tee /hello

$ eval $(ssh-agent)

$ ssh-add ~/.ssh/id_rsa

(Input your passphrase here)

$ docker build -t test —--ssh default=$SSH_AUTH_SOCK .

10.1.2 {85 docker compose build 5 BuildKit
Docker Compose B34 BuildKit, X{H5EZ RS N BRISEEINSL.

B Docker 23.0 £, Buildkit BRINEHR, EFHNHEE. WRFEAHIBRE, TJRE
DOCKER_BUILDKIT=1 IMETEFHE.

10.1.3 B34

e https://github.com/moby/buildkit/blob/master/frontend/dockerfile/docs/experimental.md
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10.2 {sEFE buildx ¥3EES:

10.2 {§EFH buildx ¥ =&
10.2.1 {8

Buildx BEFIFHEEM, BARSEIER TN docker build &p<.

{RAT L AB#E(#FF docker buildx build ApSiasER G,

$ docker buildx build .
[+] Building 8.4s (23/32)

=> .

Buildx {5/ BuildKit 5 |[Z5#{7Ha%8, SXERFZ#RIThEE, BiR&% Buildkit —73,
{$FH bake

docker buildx bake B— 1BRMEWEDS, iFM HCL. JSON 8 Compose XHFENHER
PR, SEMEZAURKEATE,

##t M Compose XHHZEFIEIRE

$ docker buildx bake
#t ARKEIEE B

$ docker buildx bake web

4Ff SBOM

Buildx STiFEEAT B4 AL SBOM (Software Bill of Materials), XX FE{EEN St EEXE
7z,

$ docker buildx build --sbom=true -t myimage .

ZmSSENIRERPE S SPDX 5 CycloneDX #8z(AY SBOM £,
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L FEEANMES,: (¥ SBOM (8iEE attestation JTTHUE) BINMIEF TN, NWEEHNTFE
R ETEEX: ERIAR classic image store A~3z#F manifest list/index iXFH{EH attestation fY
14,

MRABRIE T EAGS, (RUESHEIG "feSRIINT, EBFRTREHEARE SBOM” Bk
EE,
IERRORREE R EREL:
1. ¥EXF TR OEE: (£ docker buildx build —-sbom=true —-push -t myimage:tag B,
SBOM SIFFRFRImIRCE, min OC| FRANEG CERE T B R X LT EdE.
2. J3F containerd image store: 7f Docker SFHPIHFESAE containerd image store 43k

(Docker v29+, I Docker Desktop ERMAMETE) , AILAEAMPEEFIEIE SBOM &
attestation JTEUE.

10.2.2 BN
e Docker buildx #3384
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10.3 {5 buildx {IEE SR FLRAISTTH
Docker &5

10.3 {5 buildx {32 ST K F 22437 155 Docker SR

DOCker%ﬂ%ﬂL‘lﬁ%é"?W?% 21, XEMRE(RAJLATE x86_64, arm64 FEAEZIGAINES LiE1THE
—NE&, I—1NEZ 7 "manifest list” (BgFR7Y “fat manifest”) BYS4SCIRAY.

10.3.1 Manifest List 2{147?

NTIEEZLEEISRGIORIE, BT 7 #E Manifest List BIHEZ,

Manifest list 2— M2 & T SN ERARZIRERRY manifest BISH, SURAE—NSTFFEIRO8Y
#RI&AY, Docker SEMIRIERIARIRIRFREIEEARIENI N AYRE.

B0, E73A9 hello-world SEARHSTIFEFPERM, (RETLAGER docker manifest inspect ap&KE
E TR manifest list:

$ docker manifest inspect hello-world

{
""'schemaVersion": 2,
"mediaType": "application/vnd.docker.distribution.manifest.list.v2+json",
"manifests": [
{
"mediaType": "application/vnd.docker.distribution.manifest.v2+json",
"size": 525,
""digest": '"sha256:80852a401a974d9e923719a948cc5335a0a4435be8778b475844a7153a2382e5",
"platform": {
"architecture": "amd64",
"os'": "linux"
}
}I
{
"mediaType": "application/vnd.docker.distribution.manifest.v2+json",
"size": 525,
"digest": "sha256:3adea81344bel724b383d501736¢c3852939b33b3903d02474373700b25e5d6e3",
"platform": {
"architecture": "arm",
"os": "linux",
"variant": "v5"
}
}I
// «.. more architectures
1
}
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10.3.2 {8 docker buildx ¥IFERSZZRFIEE

docker buildx RESEMRGEHNRELHRTER, CHFl T RENSRYE, RBHUT REESE
MREAIBES.

7£ Docker 19.03+ fRAH, docker buildx EHEFABETFHESEEEGMNTIER. B BuildKit
YERRIR, BTLAKKETEITEE.

¥ builder S5
B4, 1FEECIE—FAY builder 3£, EANEBFRFTAS N EEEE,

$ docker buildx create —--name mybuilder —-use
$ docker buildx inspect —--bootstrap

AE 3PS

f8F3 docker buildx build @g<SFHERE ——platform &%, SJLARRMEESITZSFHEEMNER. —-
push SEESIEHEIFAIESFN manifest list #EXZF| Docker B,

## Dockerfile
FROM ——platform=$TARGETPLATFORM alpine
RUN uname -a > /os.txt

CMD cat /os.txt

$ docker buildx build —--platform linux/amd64,linux/arm64,linux/arm/v7 -t your—username/multi-arch-im
age . ——push

TS, (R IAEARREZEAERIH 88 EREFFHZETT your-username/multi-arch-image X N5
g7,

SRAERAIER S H
£ Dockerfile B, {REJLAERE—LETE AR SERIRE BinF S eI
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e TARGETPLATFORM: #AZREAIBRFE, /40 linux/amd64,
* TARGETOS: BRFESHURIFRSE, a0 linux,

o TARGETARCH: BIfRF&RIZEM, HI40 amd64,
 TARGETVARIANT: BfrFafIzsM, Hla v7,

e BUILDPLATFORM: #ZIMNEAIFE.

* BUILDOS: MEINMBHYERFRSL.

* BUILDARCH: HEEIMEHIZMA,

BUILDVARIANT: Fa3RINEAYESFH,

BN, {RAJLAXEESRS Dockerfile SEFEIURFESRIIAI —HHILM4:

FROM scratch

ARG TARGETOS
ARG TARGETARCH

COPY bin/dist-${TARGETOS}-${TARGETARCH} /dist

ENTRYPOINT ["/dist"]

10.3.3 {858 docker manifest: [EETE
BRTY docker buildx, FIMBAILAEEHE(E Manifest List RFFNEEFEZIRIER.

docker manifest E—1MEHEENDS, oJLABFRCE. EFIHEIX manifest list, E5A docker
buildx TEAZEIE R NESE, (BTHE docker manifest (AR TFIEMRHETERIE.

El#& manifest list

# B, 9T IEHIE TR R

$ docker buildx build --platform linux/amd64 -t your—-username/my-app:amd64 . ——push
$ docker buildx build —--platform linux/arm64 -t your—-username/my-app:armé4 . ——push

## A, BI#E—T manifest list, FENIASHE—E

$ docker manifest create your-username/my-app:latest \
——amend your-username/my-app:amd64 \
——amend your-username/my-app:arm64

# =fE, HEE manifest list

$ docker manifest push your-username/my-app:latest

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

F&E manifest list

{RETLA{ERE docker manifest inspect SEEE— manifest list FMHEE, W LEXF7R.
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AENE

FENG

Docker Buildx /2 Docker {2 RFRIEER, RETEN. TEESGFEFarRGEEN.

W= ER

BuildKit T—1aEE5|2, Docker 23.0+ ZKIASH

BEEH RUN --mount=type=cache JIEMKREIZZ

Secret ##; RUN —-mount=type=secret Z&{EHRZ4H

buildx build E1X docker build, ZIFEZHIFEINEE

SLRNIMIEE —-platform SE—EMESHIMIEE

Manifest List ZIRIRIRRIZRS IS

SBOM BT —-sbom=t rue AR HHIRHER
10.4.1 FE(FR[5E

o Dockerfile 15$1¥#%2: Dockerfile fRE5EH
o ZIERHIFE: ULIRIGIATR
» Dockerfile S{F5CH: REEIL Dockerfile

7 RIGEREEHUHEIN? XPHRAL Issue B PR,
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+—= Docker Compose

Docker Compose & Docker B54wHE (Orchestration) IIBzZ—, GiERIERERE SR,

L EERR: Compose V1 BELLSTRF

BHAETF Python 485/ Compose V1 (#< 9 docker-compose) BEF 2023 F£HIEH(ELES
. IEeeEARIET Go fREH Compose V2, {EA Docker CLI NELRRMAHRME (wSAH
docker compose, FREIATHE) . APEZUEFREEETIEIL V2 Ui ER TR,

AERBNE Compose INABILANZZA{ER.

e

o BN

e Compose &R {4
e 3LfK Django

o SCEE Rails

o SCfY WordPress

o SOfY LNMP
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11.1 f&1
1.1 &1

Compose INE & Docker BEAMFHRIIE, HERsLIIXY Docker RESERFAYMIERfRHE. MINEELE,
IR OpenStack HHY Heat +5325(LL,

EH RS BRITE docker/compose BFE FFFE,

Compose B E "TENXFNIZI1TEZ 1 Docker H2EAIN A (Defining and running multi-container
Docker applications)”, Hi8E2FFRIAE Fig.

BILE—EDPIINA, FAIFLERERE— Dockerfile R, ATLULAPRAENEY — 8
JRRIN R, AT, EHEIFES, EESUNEFEES N AREER S Kl REIESRIER.
PINESLI— Web TNH, FRT Web [REJBHRAS, HEXFEBN LERIEIEERS SR,
BEEREER B G SRS,

Compose TR¥FHE TIXHNFEK., ERFAFBE— P ERIRAY compose. yaml (FHSEENARBE W
docker-compose.yml) R34 (YAML 1830) RE X —EEXERINAE=R/A—PIE (project).
1M1 §5A

Docker Compose .LFF BB LIFIRR A XENFIEEEZA/EMNA. ez OMERT: B—
YAML BV —IZESRFEIAY docker run 89, EESZRNANEE). FEILAIEETE—RAIA,

SFFEZIBAMS, Compose AT =/ NRHEARR: ME—EHE ("EHV=S el "MNEE) . iR
FRMERE (MERFIEEENAZAIBRD) . UEFAER-UX-£EFNREEREE (B
compose.override.yaml SLINSZIMEIEED)

11.1.2 #=R3UEGHE
Compose 1&EIRSHRA YAML &=, ¥ EB&A .ymL & .yaml,

R B Compose V2 2, version FEREABIEFIEK, £ Docker Compose v5 1, #i5B2
TEAFTEIME version FE., ATREGRERSME, BNAEUFPERIZFER.

Docker Compose BRIA{#H compose.yaml, tH2FEZ compose.yml, docker—compose.yaml, docker-
compose.yml EX{HZ.

Built with mdPress


https://github.com/docker/compose
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

Compose FERNEZEAIMES

o BRSS (service): — M NAARIEEE, Ehr LAUBRETIETHEERGRERLN.
o IRH (project): HMA—HEXEXAIN FAERREMAI— 7RI SSERIT, £ Compose XHHEN.

Compose UENVABIENSREINE, B FipSXI B Pi—EHE i TEEb S FEEIE,
Compose INEBHAR Python 485, FR/9 Docker Compose V1,

7R Docker Compose V2 E— Go iESmWEHRI Docker CLI i, B2 5/ ZE] Docker
Desktop 1 Docker Engine 1, E#Zi@id docker compose ap<S . BIRM T EIRAIMEEFIE LT
AOSERLIASE.

REFTRIERITF-E3ZHs Docker API, FURTLATER EFIR Compose SR THRAFEIE.
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1.2 RESEE
1.2 RRSHH

Compose 2 Docker EFTHIFFRINE , HAZSCINRS Docker HARERFAIRIEIRHAE,

M v2 RAFFIE, Compose {EJ9 docker BYFan<SfFE, U0 docker compose up,

Compose #F Linux, macOS. Windows 10 = X4,

PAPAN
<

Docker Desktop for Mac/Windows ETg docker compose fp

Linux RFIBERLA TN ENGIELTE.
11.2.1 Linux

1£ Linux &, {REJLAUEIE T Docker Compose CLI {4 (ZTiHFIS(HR /I docker-compose) K%

P
KO

MEZ1 GitHub Release 4B N HARIFIFHI—HHISU4-RIAT,

‘ TR RAEFRIR, BHE LREHBREENRAS, BRTEaSPIMRES.

Blan, £ Linux 64 (73R4t EERE FEIINAY—#HHEIE (LL v5.1.0 J9fl).

$ DOCKER_CONFIG=${DOCKER_CONFIG:-$HOME/.docker}

$ mkdir —-p $DOCKER_CONFIG/cli-plugins

$ curl -SL https://github.com/docker/compose/releases/download/v5.1.0/docker—compose-1inux-x86_64 -o
$DOCKER_CONFIG/cli-plugins/docker—compose

ZlE, BT

$ chmod +x $DOCKER_CONFIG/cli-plugins/docker—compose

11.2.2 ifZ%E

$ docker compose version
Docker Compose version v5.1.0
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11.2.3 bash ¥p2mpS

$ curl -L https://raw.githubusercontent.com/docker/compose/v5.1.0/contrib/completion/bash/docker—com
pose | sudo tee /etc/bash_completion.d/docker-compose > /dev/null

11.2.4
NRETHFBEFNLER, MR HGISHERNAT,

$ rm $DOCKER_CONFIG/cli-plugins/docker—compose
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11.3 S5
11.3 {&FH

ATFET— 1 EIRRY Web NAZEGI, /MR Docker Compose BT SHIERTTIE,

1M.31RKE
BRNMBILIAE.

o RS (service): — AR, LR EAILUETESMERIEGAISLA,
o INH (project): H—AXEXAINABRAMN— =W ESHTT,

A, —MREATLBEZMNRSS (B88) XEXMAL, Compose EAINEHITEIE.

11.3.2178

DWRIIIEZ web Wufi, ZIBERNIZEE web NABEF.
TEFAIA Python RS —MEESICRIVEILIERERT web RJud,
web RIFH
SR, FEZBRPRS app. py X

from flask import Flask
from redis import Redis

app = Flask(__name__)
redis = Redis(host='redis', port=6379)

@app.route('/")
def hello():

count = redis.incr('hits")

return 'Hello World! ZmuEmE#isE {} &, \n'.format(count)
if __name__ == "__main__

app.run(host="0.0.0.0", debug=True)

Dockerfile

Y85 Dockerfile 34, HNENH
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FROM python:3.12-alpine

ADD . /code

WORKDIR /code

RUN pip install redis flask
CMD ["python", "app.py"]

compose.yaml

RS compose.yaml {4, XZ Compose HEFFANFEIRIYG (tBFrE docker—compose.yml &
BSE343).

services:
web:
build: .
ports:
- "5000:5000"

redis:
image: '"redis:alpine"

1517 compose INH
$ docker compose up
LERTiAIRIA Y 5000 iw[], EXRIFTRE, THEEIE1.
BT ctri-c =LA,
E&IET
$ docker compose up -d

=1k

$ docker compose stop

L IN O

$ docker compose exec redis sh
/data # redis-cli
127.0.0.1:6379> get hits

Ilgll
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BEATE

$ docker compose logs -f

G

$ docker compose build

=il e

$ docker compose start
S— /= AN,
BT RS
$ docker compose run web python app.py

ISIF Compose {4

$ docker compose config

R E

$ docker compose down
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11.4 53 AA
11.4 508

Docker Compose {27 FENHSRERIRENSE. FHIHANBXLEH SHERERNE
%J\ﬁlﬁo
11.41 HFSHRSE

XJF Compose ki, AMDLHNRETURMEARS, BAILUEENNEFHRSHES
7%, WRRBERFBIRE, SONRIERNE, XEKREREFAENRSHEZRGnSMN.

1T docker compose [COMMAND] --help E¢#& docker compose help [COMMAND] BJLAEEEBMREA
an < HIERRETL.

docker compose fpSHIEARIFERIERE

docker compose [-f=<arg>...] [options] [COMMAND] [ARGS...]

11.4.2 4p<Si%In

o —f, ——file FILE $5XEfERARY Compose &3 4. FAIASBERNIRE!I compose.yaml (B3RS
docker—compose.yml &), FHBERILAZRISTE.

e -p, —-project-name NAME ISEIMERER, BIANBFEREEREMRIEATER.
e —verbose MIHBEZTFHAER.

e -v, —version ¥TEDRAFHEH.

11.4.3 < {sERTRER

build
89 docker compose build [options] [SERVICE...].
1958 (EFE) B FRIIRS AR,

REBHF—BEER, BT L—NRICE, AT web IMBHFH— db B2, AR
web_db,

AL EIE BR NE1T docker compose build SREFEEIRS.
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EEINEE:

o ——force-rm HHFRIIEIEFRIIGATESES.
e ——no-cache {REHFBITIEFAEER cache (XIENHKIEEITIE).
o —pull IARE=HIET pull SIRENEFTHRARIGE.

config
IGUE Compose MIHERXBAIEH, SERNEREE, SI8ERETEIRER.

down

ARSI IFLE up SpLFREEIRIERS, FREPRIES

exec
HENEERI AR
help

SRIE— e SRR AN,
images

FltH Compose MHHESHIRE.
kill
8.9 docker compose kill [options] [SERVICE...l.
B AIE SIGKILL (FSREHIF LIRSS AR,
&g -

FFEE -s SECRIEERERIES, HIINEITIN TESAIE SIGINT (55,

$ docker compose kill -s SIGINT
logs

&9 docker compose logs [options] [SERVICE...l,

BERSAEMNHEH. BIABRT, docker compose B ARBHIRE & B (FEHAABDNHERX
5. SJLUEIT -—no-color RKFAENE.

A L ERIL AR+ B A,
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pause
89 docker compose pause [SERVICE...l,
HE—M RS S,
port
&9 docker compose port [options] SERVICE PRIVATE_PORT,
FIENREA B esim O ATBRETHI A Him O,
yrird 1N

e ——protocol=proto }EEIHOMMY, tcp (BRUIAE) 8k& udp.

o —index=index SIRFE—FRZFHEZN B, EHEDSHREHRNIFS EIAR 1),
ps
T /9 docker compose ps [options] [SERVICE...I.
FIHIMBH ERIRIAMESEE,
el

o —q R¥JENEZHB[M ID B8R,
pull
&9 docker compose pull [options] [SERVICE...l,
FIEVARSS MRV R AR
i i

e —ignore-pull-failures ZRSHBRGIIIEFHIEIR.
push
HEEIRSIKIRAVRGE Docker B BE.
restart

89 docker compose restart [options] [SERVICE...l,

BEIEFRIIRS.
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yri N
e -t, ——timeout TIMEOUT {SEEERIFLLAZEHIERT (BAIA/D 10 7).
rm
89 docker compose rm [options] [SERVICE...l,
MIBREFE (EIERESH) IRSAES. HEFTHIT docker compose stop < RIFIERES.
yrird 1N

o —f, —force BHEZEMIF, BIFIHFILREHNER. —REEAEFEMILIL,
o v PR RRATIERRVEUES.

run

¥ docker compose run [options] [-p PORT...] [-e KEY=VAL...] SERVICE [COMMAND]
[ARGS...],

ERRERS HIT— 0.
fan

$ docker compose run ubuntu ping docker.com

BB ubuntu fRZEEE, FH1T ping docker. com G5,
HABR T, WMREEXEL, NREXBKNIRSESBaIMED, RIEXERSBEEETH.

Zan S RUBNEREETEENGS, BXE. ERSFFHBSEREERIE.

. REGOBLEERENEDETHY
o A=Batl@EimO, LUBRITRE,
NRAFEBNEENKEAIEET, TTLAER ——no-deps IR, 4N
$ docker compose run —-—-no-deps web python manage.py shell
BA<Es web BeEATREAAIHE SRR,

&I ;
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o -d[FRIEITERR.

o ——name NAME ABRIEE—1EF.

o ——entrypoint CMD BEEVARITREIEL.

o -e KEY=VAL REMNRTE(EH, ISREMFRICKIRESMERE,
o -u, —user=""{EEIETARNAFEHE uid,

 —-no-deps NEENKEKAIPRS S,

o —m B TERSEEMNMIRERE, R TSR,

e —p, —publish=[] BREFEERIHOZIAIEL,

o ——service-ports ECEIRSSIHTIFIREIRIAMEEN.

o -TARHEClh tty, BERERE tty RSB LIRIE T,

scale

&I /9 docker compose scale [options] [SERVICE=NUM...],
REIEERSETHER L.

B service=num NSHKIRELE. HlU0:

$ docker compose scale web=3 db=2

KBiEsh 3 MNERRIETT web IRSS, 2 PNERSIEIT db BRSS.

B EBORRASHY Compose AIBEABRMILIZAY scale Fipd (BUAHETF(ER). LATATER
docker compose up B9 ——scale iEINAZ!IEHEAER

$ docker compose up -d —-scale web=3 --scale db=2

—hRHY, HEEMEZTZIRGSIALINETa, BtlErEasE ke, BELES:SE.
yri N

e -t, ——timeout TIMEOUT {ZLEZSESAMRAGRERT (FRIAA 10 7).,
start

89 docker compose start [SERVICE...],
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EHEEFENRS SRR,
stop
&9 docker compose stop [options] [SERVICE...I,
EFELEEATEPRESHEES, BRMRE. 8D docker compose start AILABIRGNXLEZES,
yrid Uil

e -t, ——timeout TIMEOUT {ZLZSRSHTIRATEERT (BAAZD 10 7).
top
BER RS BENIETRIHTE.
unpause
&I\ /9 docker compose unpause [SERVICE...l,
WELTFEEINEFRIRS.
up
&9 docker compose up [options] [SERVICE...I.

ZaL OB, ERENENTAEREEEESR, (EH) SIREIRS, BalksS, FAXREKRSHEX
BRI—RIUERE,

HERRIIRSERIS SR BE, FRFEELTIETIRE.
AL, KEPDRHREEIAERET Zw<KE— 1A,

BROAIBIT, docker compose up BaHIFREMERIG, EHEGRKRERFIIIAMEERIBLHER,
AJLMRTS BTN

B ctri-c FIEap<hY, FrEE=sBaIFLL.

WNER(#FEFS docker compose up -d, BEEREBBNFETIENSRS. —RIEFEFIMETERZ
PEIR,

ZRINER, MNRIRSAEBOLTFEIE, docker compose up B EIEREE, AEEHCE ((RifE
F8 volumes—from =& M%), LURIEFENRIRSITE Compose IFMRFTHNE. NRAFAS
BARBWISIEFHEMCEE, SILUFER docker compose up --no-recreate, XIFEGREEMETIE
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IERESHNEE, MAKRELKETHRS. IRBFRREEHRBEENIRS, TLAGER docker
compose up —-no-deps -d <SERVICE_NAME> REFTEIEIRSZHEEELEIBRS, BalFks, HA
SR EFREEIARSS .

110 ;

o -d EEBIETRS AR,

o ——no-color AMERMERX D ARRIRSHIEFISH L.

 —-no-deps NEMIRSBATHHENSSR.

o ——force-recreate SRHEIEIEERE, TBES ——no-recreate FAIEF,

e —no-recreate MIRFB/OZFET, WAEHOBE, FHES ——force-recreate RRIERA.
e ——no-build FNEMEEREAIRSHEER.

e —t, ——timeout TIMEOUT {ELEZFESAHREAVERT (BRIAJS 10 7).,

version

18,9 docker compose version,

FIEDRRAME R,

watch

189 docker compose watch [options] [SERVICE...I,

BREFAER, BalEERBHENEGEETHRRIFFIRS. XEEIBESE compose.yaml (8
docker-compose.yml), BEM T x-develop Bf develop ECEER.

fhign:

services:
web:
build: .
develop:
watch:

- action: sync
path: ./web
target: /src/web
ignore:

— node_modules/

- action: rebuild
path: package.json
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e ——no-up AENEEIRSS.
o —-quiet FREAEI,
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11.5 Compose =34
11.5 Compose R34

RS R(FEF Compose Bz, IS REIRNIESKEFZHIVRS ., (BARAEELD, XEAEAEHD
ESIR docker run HHXSEA0E NEESAY.

EFINAIIEIR SXAE B TR compose.yaml (13X docker-compose.yml HEHRENHR), R A
YAML,

services:
webapp:
image: examples/web
ports:
- ""80:80"
volumes:
- '"/data"

EEE RS ELIUET image FESTEEREEL build 1§ (FBE Dockerfile) ZREMTREM =
&,

WNER(EAE build 385, 7E Dockerfile IR ERIGEIN (FI70: CMD. EXPOSE. VOLUME. ENV ) 15<£BH
SIFBREN, FTFHFE Compose MHHFEEIRE.

TEDHINESZTMESHAEE.
11.5.1 build

J8E Dockerfile FRfEMAHRAVERIZ (ATLARAEXIERIZ, BeEHRYT Compose {4HAIERIE). Compose

B RAEEIMTRX MRS, ARERXNRR.
services:
webapp:
build: ./dir

{REATLAER context 3§S18RE Dockerfile FRIESIAVERR,
{9 dockerfile $§S485%E Dockerfile X443,

{8 arg IEIEEMERGRIATEZE.
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services:
webapp:
build:
context: ./dir
dockerfile: Dockerfile-alternate
args:
buildno: 1

{$5F3 cache_from IS RIGHIETF

build:
context: .
cache_from:
— alpine: latest
- corp/web_app:3.14

11.5.2 cap_add, cap_drop
1EEBRINMIZBES (capacity) ELC.
flan, LRSI EEeeHLAEEN:

cap_add:
- ALL

2= NET_ADMIN BERTLAFEREDS:

cap_drop:
— NET_ADMIN

11.5.3 command
BEABERARITIGS,

command: echo "hello world"

11.5.4 configs

configs KB Compose Specification, BfE Swarm FR[RENS; TEAIM docker compose 1HI
TEELASUEERAI ST, BAREENEURTF Compose A SIEITES.

11.5.5 cgroup_parent

IEE cgroup HH, BEHRERBUFIZBRIRIFIRE.
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fflan, €T — cgroup BEFRA cgroups_1,

cgroup_parent: cgroups_1

11.5.6 container_name
IEERER. RWANESFH RESHR_RESHF_FS XEFIMER.

container_name: docker-web-container

AR EERHEENE, HRSBITEHRTT & (scale), EJ9 Docker RS ERETHER
BIZFR,

11.5.7 deploy

deploy BFHARIAE. BHHRE. RERFIFHDESH, 1ZFRE Swarm FIFR=E,; T
i docker compose up IHETBEBEREGEDFERERL

11.5.8 devices

EEIREMR KR,

devices:
- "/dev/ttyUSB1:/dev/ttyUSB0O"

11.5.9 depends_on

FRRB =R, BEERRIE™. LATGIFHESE5 redis db BE5) web

services:
web:
build: .
depends_on:
- db
- redis

redis:
image: redis

db:
image: postgres
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IR web JREASEHT redis db "T2E" ZRAE50.

11.5.10 dns

BEM DNS frS8s. AJLAE—ME, AR,

dns: 8.8.8.8

dns:
- 8.8.8.8
- 114.114.114.114

11.5.11 dns_search

BCE ONS BRI, ATLIE—ME, BALUE—1MIE.

dns_search: example.com

dns_search:
— domainl.example.com
— domain2.example.com

11.5.12 tmpfs
HEEH— tmpfs G RFREIFESE.

tmpfs: /run
tmpfs:

- /run

- /tmp

11.5.13 env_file
MIEFIREGMETE, L ARG IREETIZE.

WNERIBIL docker compose —f FILE JFRIEXE Compose 1BIRIZHF, M env_file PLERIKES
HTF B SUEIRRR.

MRBELZTERFRS environment 152, NHLERIEGI, LIEENIE.
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env_file: .env

env_file:
- ./common.env
- ./apps/web.env
- /opt/secrets.env

INEZENHhE—TURMEEIN, S35 # FELAGERT.

## common.env: Set development environment

PROG_ENV=development

11.5.14 environment
REINETE, (RATLAFEREESFHRFE.

RIEERBRNEESBFIRENEIT Compose £ EXINWZERNE, ALK ILHERGERIE
1=

environment:
RACK_ENV: development
SESSION_SECRET:

environment:
— RACK_ENV=development
— SESSION_SECRET

!ID%Q%%WEE%@EP%Utrue|fa1se, yes |no ZEXRIATRE WHNEIL, RIFHZISISE, &R
YAML BB RLAS AXIRIRTR/RIEN,, XEASEIRIC, B

y|Y|yes|Yes|YES|n|N|no|No|NO|true|True|TRUE|false|False|FALSE|on|On|ON|off|Off|OFF

11.5.15 expose
ZEmO, BERREEIEEN, REEERRSEE.
XEILMEERERIm O ASEL

expose:
- "3000"
- "8000"
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11.5.16 external_links

R AEWNERZES.

$4525 Compose 4HMNTFHISES, EZEFHIF Compose EIERHIIMNIEER,

external_links:

- redis_1

— project_db_1:mysql

- project_db_1l:postgresql

11.5.17 extra_hosts

2Kl Docker HHY —-add-host 24§, FEEFIMI host BRFRIRGHEE.

extra_hosts:
- '""googledns:8.8.8.8"
- "dockerhub:52.1.157.61"

SERNERSEEEF /etc/hosts FFHRIMANTTIRESKE.

8.8.8.8 googledns
52.1.157.61 dockerhub

11.5.18 healthcheck
BdanSERRmEARERET.

healthcheck:
test: ["CMD", "curl", "-f", "http://localhost"]
interval: 1m30s
timeout: 10s
retries: 3

11.5.19 image

IBENREEMEERE ID. NRFEETATFIE, Compose

image: ubuntu
image: orchardup/postgresql
image: ad4bc65fd
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11.5.20 labels

JBEZAI0 Docker JoEURE (metadata) (8. BN B RNINGEENREBER.

labels:

com.startupteam.description: "webapp for a startup team"

com.startupteam.department: "devops department"
com.startupteam.release: "rc3 for v1.0"

11.5.21 links

IR NMEFERZIES. BaRZENIET Docker W48

11.5.22 1logging
=1 = vl

logging:
driver: syslog
options:
syslog-address: "tcp://192.168.0.42:123"

BRIz = B EIKaRE,

driver: "json-file"
driver: "syslog"
driver: "none"

options ECE HEIKAIRITERSEL.

options:
max-size: "200k"
max-file: "10"

11.5.23 network_mode

(networks) #

REMEIEL,, R0 docker run BY ——network SE—HAY(E.

network_mode: "bridge"

network_mode: "host"

network_mode: "none"

network_mode: "service: [service name]"
network_mode: "container:[container name/id]"
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11.5.24 networks

LB A RIERAIMZ,

services:
some-service:
networks:
- some-network
- other—-network
networks:

some—-network:
other-network:

11.5.25 pid

IRENEFHZHEBRZTE, FTHZIERERZE, URSEIBEENEFEZEAT BT HEZ
ID SRAEE LA,

pid: "host"

11.5.26 ports

EEROER

M) #BETLA,

ports:

- "3000"

- '"8000:8000"

- "49100:22"

- "127.0.0.1:8001:8001"

JEE: 2{EFH HOST: CONTAINER 15l s in LIRS, ZIRIR(EBRIZ S5 1/ F 60 HHRIE5E
B, oJgeSFIEIRER, RN YANL 2 ET0ENT xx:yy IXFHIEEIST0 N 60 ), 9% HIIX Y
B, BN FEEERAS S EIZHEFHIFFEE,

11.5.27 secrets

TEBURELE, a0 mysql BRSSERS.
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services:

mysql:
image: mysql
environment:
MYSQL_ROOT_PASSWORD_FILE: /run/secrets/db_root_password
secrets:
- db_root_password
- my_other_secret

secrets:
db_root_password:
file: ./db_root_password.txt
my_other_secret:
external: true

11.5.28 security_opt

IEERRRIRIRE (label) HLHEIRIFVARYE (B, Be. KB RHF). FINEERSRIRR &
fAes.

security_opt:
— label:user:USER
— label:role:ROLE

11.5.29 stop_signal
REZ—MESXKELEEE. ERNBERTERRE SIGTERM (ELESES.

stop_signal: SIGUSR1

11.5.30 sysctls
BLERHRRNIZSH.

sysctls:
net.core.somaxconn: 1024
net.ipv4.tcp_syncookies: 0
sysctls:

- net.core.somaxconn=1024
- net.ipv4.tcp_syncookies=0

11.5.31 ulimits

IEEEESHY ulimits PREUE.
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Blgn, EERAHTEL 65535, EENHFEIREYS 20000 (BREREI, NARTLABBRHMER, ABEiEE
ISFERR ) 0 40000 (RFehEREI, REE root FAFER).
ulimits:
nproc: 65535
nofile:

soft: 20000
hard: 40000

11.5.32 volumes

HIESHERBRRE. JLURBNB EN R (HOST:CONTAINER) B} & £ iE & & R
(VOLUME: CONTAINER), FEALUKE /AR (HOST: CONTAINER: ro),

%I < PR SFENERE.

volumes:

- /var/lib/mysql

— cache/:/tmp/cache

- ~/configs:/etc/configs/:ro

SNREZNEIRERIR, WIMENMPEELES.

services:
my_src:
image: mysql:8.0
volumes:
- mysql_data:/var/lib/mysql

volumes:
mysql_data:

11.5.33 HEiES

Itk 4r , X B B & domainname, entrypoint, hostname, ipc, mac_address, privileged,
read_only, shm_size, restart, stdin_open, tty, user, working_dir Z&$8§<, EAIR docker

run FRXSR SEIRITIRE—EL,
RS B ERRITRIALOX .

entrypoint: /code/entrypoint.sh
EEassPETNANARE.

user: nginx
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EEasRPLIFER.

working_dir: /code

IEESSRPEREE. EE. mac it

domainname: your_website.com
hostname: test
mac_address: 08-00-27-00-0C-0A

RIFassPIE T 24N,
privileged: true

EEARNEHENERRIEANRERER. ZaSX RGIRBBEETTOEN, BEFREPEE
BCE N always B& unless-stopped,

restart: always

PAURIERT R AR root NIHRSE, BERE RN BRABTHITIEN.
read_only: true

FIFRERAN, FILAESZIMERIRAN
stdin_open: true

L=,

tty: true

11.5.34 =R
Compose RS STHFEHNSGENENHNRFEMNELREF SR ER TR - env XHHHRE.

f5lan, TEAY Compose FIENIEITERVIAEHIEENTE ${MONGO_VERSION} BUE, HEAHITH

BeH.
services:

db:
image: '"mongo:${MONGO_VERSION}"
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WNERH1T MONGO_VERSION=3.2 docker compose up QM&Ea— mongo:3.2 HENDES; WMEHIT
MONGO_VERSION=2.8 docker compose up M<BERI— mongo:2.8 HEEHIRES.

EHBIEREFE env UHF, H11T docker compose AR SRTEMIZIUGHIEEEE,

EZRIERE env XHHBALITRE.

# St # SiEFE

MONGO_VERSION=3.6

1T docker compose up MEZEI— mongo: 3.6 FHIFHEEE.
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11.6 3L&k Django
11.6 3Lk Django
FNSHZIES Python FFEARITE.

AT51%{EF Docker Compose Fe&Fi=1T— Django + PostgreSQL WA, EEZEANNSNMBER
TR, TEBRENEERER, URFAMNEIEFNMNENER.

\|

11.6.1 ZEXIHHEYS
EFFaZRl, SeEEERERAE (R0E 11-1: FiR):

Docker Compose 4%
web [R5
Django
W F3
:5432
db IRSZ //
‘/
PostgreSQL
w :8000
HUREE

localhost:8000
G l==a1E))

11-1: Django + PostgreSQL Y Compose Z&#3

KM
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web fRS31=1T Django N, XJ5MEEE 8000 im

db fRSSIE1T PostgreSQL #iERE, RIEMNIBRMLEAIAIE]
MRS58 Docker Compose BaEIZRIMEEEIB(E
web BRSFETLABIZARSSE db GIRIEHERE (Docker WE DNS)

11.6.2 =R TIE
BIE— P IE BRFAHA:
$ mkdir django-docker && cd django-docker

BAIEEQIRE=14: Dockerfile. requirements.txt ] compose.yaml,

11.6.3 £ 1: €l#E Dockerfile

FROM python:3.12-slim

## [GIE Python #£4 stdout/stderr, ifHESLA M

ENV PYTHONUNBUFFERED=1

## RETIEAR

WORKDIR /code

## SEEHIKEX A, FFE Docker ZEZNIEIE

COPY requirements.txt /code/

#H LRI

RUN pip install --no-cache-dir -r requirements.txt
## SHIIMERE

COPY . /code/

BITHRRE:
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8% {EF AT LS

slim fRALE 22 MMRS, (B

FROM python:3.12-slim EHitg % —
821217 Python FriEEH—1)
1k print() F1IEEIZRPER,
ENV PYTHONUNBUFFERED=1 XA T e
' ETE
WORKDIR /code BRETIEESH REEam<EMEIL BRT

A requirements.txt 2K AT

COPY i ts.txt ERl  DEEF =
requirements.tx TEE FEE KR, N

--no-cache-dir REF pip TH R/ NEGRFR

. EEEBEN: BEBTWMERENXELEES, THIIESHEES . XETUSRKAFB
Docker RIS ETZ.

11.6.4 22 2: BI& requirements.txt

Django>=5.0,<6.0
psycopglbinary]>=3.1,<4.0
gunicorn>=21.0,<22.0

SR -
88 {EFd
Django Web 1E28
psycopg[binary] PostgreSQL HUREIKEN (HEFZ(FEFI psycopg 3)
gunicorn AFEIRE WSGI BRSS R (A%, FRREEIAR)

11.6.5 & 3: Bl compose.yaml

FeEWT:
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services:
db:
image: postgres:16
environment:
POSTGRES_DB: django_db
POSTGRES_USER: django_user
POSTGRES_PASSWORD: django_password
volumes:
- postgres_data:/var/lib/postgresql/data
healthcheck:
test: ["CMD-SHELL", "pg_isready -U django_user —-d django_db"]
interval: 5s
timeout: 5s
retries: 5

web:
build:
command: python manage.py runserver 0.0.0.0:8000
volumes:
- .:i/code
ports:
- ""8000:8000"
depends_on:
db:
condition: service_healthy
environment:
DATABASE_URL: postgres://django_user:django_password@db:5432/django_db

volumes:
postgres_data:

ECEFRR:
db fR55
db fRBECEI T :
db:
image: postgres:16 # {EFE PostgreSQL 16 5
environment:
POSTGRES_DB: django_db # CIERISIEES
POSTGRES_USER: django_user # EEEFF
POSTGRES_PASSWORD: django_password # Z(iEEZ7Y
volumes:
- postgres_data:/var/lib/postgresql/data # /X /L20E
healthcheck: # BERE, THRHEERS

test: ["CMD-SHELL", "pg_isready -U django_user —d django_db"]
interval: 5s

%%‘EEEI volumes ICERER! iRBE, BASRERIEHEER. EENIALHFE
ASEX—%, SEFTREREEEER.
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web B

web IRBECEUNT:

web:
build: .

command: python manage.py runserver

volumes:

- .:/code
ports:

- '"8000:8000"
depends_on:

db:

condition: service_healthy

KigBcEAA:
EcET
volumes: .:/code

depends_on + healthcheck

environment

# MLETHREY Dockerfile fiE
# J580 Django FFRIRG#E

# ERBER, Z/FAEN

# 5T

# FRYIE RIS

M

DR

=t iUE3

il
il

At

VAL
>

11.6.6 £ 4. €l Django INH

BITLAT e BlE#AY Django INH :

$ docker compose run ——rm web django-admin startproject mysite .

MR

e docker compose run: IZfT—R4AES
o —rm: WSHITERIBRIGRIZSES
e web: TE web JRSBIMEFHIT

e django-admin startproject mysite

ERHIBREN:
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django-docker/

— compose.yaml
— Dockerfile

— requirements.txt

|— manage.py
L— mysite/

— __init__.py
— settings.py
— urls.py
— asgi.py
L— wsgi.py

Linux PR (NRBEIBPRAIE, #1947 sudo chown -R $USER:$USER .

11.6.7 £ B 5: ECBHIERERE
&8 mysite/settings.py, ECEHUEEGEE:

import os
DATABASES = {
'default': {

'"ENGINE': 'django.db.backends.postgresql’,
'NAME': os.environ.get('POSTGRES_DB', 'django_db'),
'"USER': os.environ.get('POSTGRES_USER', 'django_user'),
'"PASSWORD': os.environ.get('POSTGRES_PASSWORD', 'django_password'),
'HOST': 'db', # Docker Compose [RE#S
'PORT': 5432,

¥

##t TIFLIEN (FERFE)

ALLOWED_HOSTS = ['x']

J3t+4 HOST & db [[IAR localhost?

7£ Docker Compose #1, ZIRFEILIRSBEEGE. Docker HEHRJ DNS 245 db ###Hr9 db IR
SSESESRY IP HBlE, X2 Docker Compose Bt/ INEEZ —.

11.6.8 £ 6: BrMH

$ docker compose up

=<tz
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1. E5EHEE web 8% (F—XIETT)
2. 25 db fRSS, SFEENTEEY
3. [35h web RS

db-1 | PostgreSQL init process complete; ready for start up.
db-1 | LOG: database system is ready to accept connections
web-1 | Watching for file changes with StatReloader

web-1 | Starting development server at http://0.0.0.0:8000/

FIFFNES83/5a) http://localhost: 8000, AJLAEZ! Django ¥KiDTIHE!

11.6.9 R &®<S
ER—MEHEOHIT:

## HITEIEETR

$ docker compose exec web python manage.py migrate

## CIEERAE

$ docker compose exec web python manage.py createsuperuser
## HA Django shell

$ docker compose exec web python manage.py shell

## HAN PostgreSQL T

$ docker compose exec db psql -U django_user —-d django_db

EERINER exec MAR run, exec EEBITHEESETHITEHS, run SCIEFEEE,

11.6.10 E N GIREHEE
Q1: HEEEEERERM

$E5IR{SR: django.db.utils.OperationalError: could not connect to server AJBERE-SHER

BhE:
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BE fRRTR

b SN =t ) {#3 depends_on + healthcheck
HOST B EEIR TR EFRARSS 2 db A2 localhost
(S SelkE 11T docker compose down [SEEFT up

# R EAIE R DIERE]T

$ docker compose ps
$ docker compose logs db

Q2: KIBESEEEX
AEERE

1. FRIRGZERSBEEESR: FBIRFER runserver MAZ gunicorn
2. Volume &0 : €& compose.yaml HfY volumes Bt &

3. BFO: =7 docker compose restart web
Q3: BPREE

##t YIRBEEICIERI M root BB

$ sudo chown -R $USER:$USER .

1M.6. 11 FFE vs &£77: Xig=R

EESIIRE, ATERER AR BEE. £ MERELUATER:
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AcEI
Web BR58S

DEBUG

FoEE

Volume

ALLOWED_HOSTS

## compose.prod.yaml

services:
web:
build: .

command: gunicorn mysite.wsgi:application —--bind 0.0.0.0:8000

# THEEA, EEEGAEIE

environment:
DEBUG: 'False'
ALLOWED_HOSTS:
# oous

11.6.12 FE{F[FYIE

o Compose &R 4z

FRING

runserver

True

NSRS

FHAUBER

['x']

'example.com,www.example.com'

ST IN
gunicorn + Nginx

False

{85F3 Docker Secrets BRI

ITRE
e

{LRBEE COPY #HiR&

BiEE

IRNEfE Compose XHHIFFBECEIR
 {#F WordPress: B— Compose SCZZ(F]

o Dockerfile FAEE: HHEE/). FLREMER
o HUEETR: Volume FIEURIFALIER
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11.7 E‘Eﬁ"z Rails
11.7 Sk Rails
RNBARBEES Ruby FFRARSHE,

AT5{#EF Docker Compose Bt &EFiz17—" Rails + PostgreSQL W,

11.7.1 ZEFIHEENS
W& 11-2: Fi7x, Rails 5 PostgreSQL fEE— Compose RZ&HtiiET{E.
Docker Compose 4%
web 5%
Rails
NFH
:5432
db BRSS ///
PostgreSQL
o :3000
HAEE
localhost:3000

& 11-2: Rails + PostgreSQL AY Compose Z8+3

11.7.2 EZIT(E

BIEmEBRR:
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$ mkdir rails—-docker && cd rails—-docker
EEGFFE="14: Dockerfile, Gemfile F[] compose.yaml,

11.7.3 8 1: 6lJ# Dockerfile

FROM ruby:3.2

#H TREAH

RUN apt-get update —-qq && \
apt—-get install -y build-essential libpg-dev nodejs && \
rm —rf /var/lib/apt/lists/x

##t RETIFER

WORKDIR /myapp

## FEEH) Gemfile, FFFEFINEIE

COPY Gemfile /myapp/Gemfile

COPY Gemfile.lock /myapp/Gemfile.lock

RUN bundle install

# SR EAHS

COPY . /myapp

BCEEA:
B8 {EF8
build-essential RIRREY ErE
libpg-dev PostgreSQL Z i
nodejs Rails Asset Pipeline 3
54 Gemfile RBEKE{CAS A EFT bundle install

11.7.4 £ 2: I Gemfile
BIE— NI Genfile, THESH rails new BE:

source 'https://rubygems.org’
gem 'rails', '~> 7.1'
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BIEEZTHY Gemfile. lock:

$ touch Gemfile.lock

11.7.5 8 3: €l# compose.yaml

BB

services:
db:
image: postgres:16
environment:
POSTGRES_PASSWORD: password
volumes:
- postgres_data:/var/lib/postgresql/data

web:
build: .
command: bash -c "rm -f tmp/pids/server.pid && bundle exec rails s -p 3000 -b '0.0.0.0'"
volumes:
- .:/myapp
ports:
- ""3000:3000"
depends_on:
- db
environment:
DATABASE_URL: postgres://postgres:password@db:5432/myapp_development

volumes:
postgres_data:

HEIFHE:

ECETN

rm —f tmp/pids/server.pid
volumes: .:/myapp
depends_on: db

DATABASE_URL

UL

B DRFEIRHE TR PID X4
HEHAIEER, SIFRERN

H R AR SR

Rails 12-factor XUGHIEGEER S

11.7.6 B, 4: 4% Rails TIH

{#F9 docker compose run &ERKIIEBZR:
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$ docker compose run ——rm web rails new . —--force —--database=postgresql —--skip-bundle

SRR
o —rm: HITEMRIGET SRS
o ——force: BmOCFAERNXE

e ——database=postgresql: ECE{#EFH PostgreSQL

o ——skip-bundle: BALEKH HEEA—LR)

AR B RN :
$ 1s
Dockerfile Gemfile Rakefile config lib
Gemfile. lock README. md app config.ru log
compose.yaml bin db public

L Linux FAP: WM PRIAIER, #14T sudo chown —R $USER:$USER .

11.7.7 S B 5: EFEEESR
AFER T Gemfile, FEEEHERBRIATETEMKER:

$ docker compose build

11.7.8 £ 6: BCBHUREIER:

{EX config/database.yml:

default: &default
adapter: postgresql
encoding: unicode
pool: <%= ENV.fetch("RAILS_MAX_THREADS") { 5 } %>
url: <%= ENV['DATABASE_URL'] %>

development:
<<: xdefault

test:
<<: xdefault

database: myapp_test

production:
<<: xdefault
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{s5F3 DATABASE_URL MNETEREEIEE, &S 12-factor NAREN, EFEARRREET
i,

11.7.9 58 7: BEIhRA

$ docker compose up

et st

| PostgreSQL init process complete; ready for start up.

| LOG: database system is ready to accept connections
web-1 | => Booting Puma

|

|

|

web-1 => Rails 7.1.0 application starting in development
web-1 => Run “bin/rails server ——help" for more startup options
web-1 Puma starting in single mode...

web-1 | x Listening on http://0.0.0.0:3000

11.7.10 £ 8: SIEEEIER:
ER— /MR T

$ docker compose exec web rails db:create
Created database 'myapp_development'
Created database 'myapp_test'

1518] http://localhost:3000 &Z& Rails ¥XiIWTRME,
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NM.7.11 EBEA

# HIEETE

$ docker compose exec web rails db:migrate

## Rails B#HIE

$ docker compose exec web rails console

## BT

$ docker compose exec web rails test

## LRRIFSE

$ docker compose exec web rails generate scaffold Post title:string body:text
#t HANBFES Shell

$ docker compose exec web bash

11.7.12 B [a)fA

Q: BUERFERM

FSE DATABASE_URL IMEZEIRIERIEH, R db RSB ERD:

$ docker compose ps
$ docker compose logs db

Q: server.pid S{HSHUSEhEM

EIR(SE: A server is already running
B2 command B30 rm —f tmp/pids/server.pid &8, WHAEEEL:

$ docker compose exec web rm —f tmp/pids/server.pid

Q: Gem &TIKLM

AJREBEE T bundler BiBIEEF:

$ docker compose run —-rm web bundle update
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11.713 FF& vs &F*F

ECEIR FRHE

Rails Jg5%s8 Puma (FF&IET)
KSR {s5F8 volumes
BSER NSGRF
HUREZS AN ECE

11.714 ﬂ{ﬂilﬁli;
 {MH Django: Python Web fEZRSLEK
o Compose #&tR3{4: BEEIFAF

o HUEEI: HUESAWK
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11.8 3Lk WordPress

11.8 LK WordPress

WordPress R£R&RITHIRBEIERS (CMS), £ Docker Compose BILAE/L D #HARERE—
MNMOEEIERE. Web RRBFIFAMFMERIELFH WordPress IR,

11.8.1 TR
wordpress/
— compose.yaml
— .env # HETE (HEHEE)
L— nginx/ # ot REACERE

L— nginx.conf

11.8.2 485 compose.yaml

XE—MEF R BRRIVUECE :
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services:

# HIEEIRS

db:
image: mysql:8.0
container_name: wordpress_db
restart: always
command:
# (EFREEFDAUE (AR WP FEE1F)

- ——default-authentication-plugin=mysql_native_password
— ——character-set-server=utf8mb4
— ——collation-server=utf8mb4_unicode_ci
environment:
MYSQL_ROOT_PASSWORD: ${DB_ROOT_PASSWORD}
MYSQL_DATABASE: wordpress
MYSQL_USER: wordpress
MYSQL_PASSWORD: ${DB_PASSWORD}
volumes:
- db_data:/var/lib/mysql
networks:
- wp_net

# WordPress fRsS

wordpress:
image: wordpress: latest
container_name: wordpress_app
restart: always
ports:
- ''8000:80"
environment:
WORDPRESS_DB_HOST: db:3306
WORDPRESS_DB_USER: wordpress
WORDPRESS_DB_PASSWORD: ${DB_PASSWORD}
WORDPRESS_DB_NAME: wordpress
volumes:
- wp_data:/var/www/html
# 1B EAEX A NRE

- ./uploads.ini:/usr/local/etc/php/conf.d/uploads.ini
depends_on:

- db
networks:

- wp_net

volumes:
db_data: # ZUEE/FAML
wp_data: # WordPress Xf4(#E4# &/ _L15) FFAIE

networks:
wp_net:
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11.8.3 ECB N7
1. IMETE I .env
NTRE, AEF compose.yanl FEEZEZER., BFE .env F:

DB_ROOT_PASSWORD=somestrongrootpassword
DB_PASSWORD=somestronguserpassword

Compose KEFNEAULRIA BR RIS
2. BIERAK
HAEX TN RS
o db_data: HBfRE MySQL BEEEFEEHIBAER
* wp_data: {RfF WordPress RO/, fft. ERRFN_ GRS

3. PHP BCEfLIL

ZRIARY WordPress 5% _HESHAIRSIR/N (BE 2MB), 67 uploads.ini:

file_uploads = On
memory_limit = 256M
upload_max_filesize = 64M
post_max_size = 64M
max_execution_time = 600

11.8.4 FHI5IE T
1. IEEHARSS

$ docker compose up —-d

2. hRLERE: FTFENS2858] http://localhost: 8000
3. BERE:

$ docker compose logs -f
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11.8.5 &I R R (SR
1. SuEEEE
FRERURI Volume, FENEEIGDEIRE:

# S4 SoL

$ docker exec wordpress_db mysqldump —u wordpress —pwordpress wordpress > backup.sql
BEMI— T ENEFDES:

backup:
image: tiredofit/db-backup
volumes:
- ./backups:/backup
environment:
— DB_TYPE=mysql
DB_HO0ST=db
— DB_NAME=wordpress
DB_USER=wordpress
DB_PASS=${DB_PASSWORD}
— DB_DUMP_FREQ=1440 # A 1—X
depends_on:
- db
networks:
- wp_net

2. (i Nginx RE{CE
EEFFINETR, RAEEIEREE WordPress im0, MEEE Nginx #{TRERIEFEE SSL,
3. (#5/ Redis &7

WordPress 374F Redis E1ZLUES MRE,

redis:
image: redis:alpine
restart: always
networks:
- wp_net

£ WordPress BesIMEZ=FH7I0:

WORDPRESS_REDIS_HOST: redis

F%%E Redis Object Cache ¥
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11.8.6 H I|n)fA
Q: ¥EREEEREEIR
P& iHRTRE S “Error establishing a database connection”, HFE:

1. ¥&& docker compose logs wordpress

2. A .env FIUEERES YAML 043 |FB—3

3. Ff&iA WORDPRESS_DB_HOST 22 db (BRE43)

4. MySQL 8.0 e E/ /S5, WordPress 2 BmER, HERZIBEIA,
Q: Tk &S

MR TRIRIES T uploads.ini BEE, HEERTHES:

$ docker compose restart wordpress

11.8.7 FE{HR|5T{E
o Compose #&#iR34&: RN T HRECEIN

o HiEE: EREIESAN

e Docker Hub WordPress: BFE§NRY
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11.9 3% LNMP

11.9 L5k LNMP

H42 LNMP
LNMP 2— 809 Web R FtE, HLATIUANFREGFE ST :
o L: Linux (B{EZEH)
e N: Nginx (Web fR53E8)
e M: MySQL (HUEFERSSEE)
e P: PHP (HIXES
XNMEEW AT EESMEEERY Web A,
{$5F8 Docker Compose 8= LNMP

AINB PP E khs1994 BIFFEINE khs1994-docker/Inmp {883 Docker Compose 188 7 —&5=
Y LNMP K15,

£5TH
ZIAE PR ARG

e Nginx: Web 5588, AT HTTPiEXK

e MySQL/MariaDB: X*ZIEVHUERERSS

e PHP-FPM: PHP 4MESE, 5 Nginx i@id Fast CGl MBS
* Redis: FAIENRFEFRS (BTSIEER)

FIRIR
ERFFRETUSHLRBEL THRFIET LNVP:

 Docker BEE{EE
 Kubernetes SE¥4RHE
o FRINEHREEE
o AFINERESE
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InB#bE: khs1994-docker/Inmp

BZIE, (RETLAFESIZIR0A$ER Docker Compose EX Z MEEXREARIIRSS, LARIAIES=S
WIS ETEN FARYAE R EHE.
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AENE

FENGE

Docker Compose EETEZREEMNFARIFIZE, BT YAML AFERENIRS. MEFIEIES.

W= B

BOHES fRSS (service) MIE (project)

BB compose. yaml (#E7%) 8% docker—compose.yml
i Compose V2 73 Go 4w5SHY CLI #&i4, 1B

docker compose {£FH

=t docker compose up -d [BEIFFERS

=1t docker compose down {FLEFFEIRERS
BEERS docker compose ps BEIRFIAE

=t =] = docker compose logs BEREZHE
— ;% services, networks, volumes ZFEJRIRFC
SR L

o Compose tBHR314: FHEIRIE LS E

e Compose §5<1HA: =EGSHIE
o MZRELE: Docker PRERL
o HIEETR: HIESEIR

7 RIGERSEHUHEIN? XKLL Issue B PR,
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B+ -E K=

Docker [EERI#ZOFAREHE Linux EAIAE R =8 (Namespaces). #ZHI4H (Control groups).
Union /&%t (Union file systems) F1& 8845z, (Container format),

HAIHNE, (CHRIEIMEZTER EEHAIEIT hypervisor AR —BESEBRIBAMERMEGE
WAV ER . EUNRFERNMERAURGE, BEMLIREERT. LWES&E’\JME%&TN
RFRTENHR, BREMBREEIERERAZTRIRE. Hu, LIEENMNEUNRSEN
Linux &ZEA%I, EWPETRINBESLA LRI REENA S TSI TR,

BMAME, EHRERAY, 8FERZ. XHRER. WK, PID, UID, IPC, WfF. &, CPUSE
%, MBNRRBEMNAHEEEREN., BESCIEIML, BRT7TESSIXNAREF. CPU. M4 10,
& 10, FESEFRRSIIN, AESIINMERS. WL, PID. UID, IPC EERHEERE. A&
ENSZLU L, EENEEBENRFAIRNS .

BEE Linux KA THETBINEENTELN, BEFREEYLSH FENRESEK, iLRLHE
FERIEEINGEZEHTET. ARBAEHEA— N WZAIRLETIINE (GII—LRAHSHRE
%), (BERBEHAERT, BUAARFEHRBEECHFE. XFHHESES (Container), FIFdm
B BRI PRAYPREEESI, FIF cgroups RMERIRSEC.

rERE
o DR

e =]

o Jz3H|Z2

o Z5EEjgot
. %
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121 BEARZEH
12.1 BEARZEH

Docker MARSIRITERETIRN, EEMEEFRIIRSIHFENOEM.
12.1.1 O SEE

Docker kBT C/S (B im/IRSZ ) 2844, Client [6 Daemon &iXi53K, Daemon fa=tiE. =17
M ERBE,

sy gontalners
Nen
. | __dockerrun__ dockerd
= Fim .
| docker pull/v THRIHE
Images
= =%
12.1.2 {HEFRE

Docker FINBERREUNIREIFE—HFDE, B8—BEEEHRISER-R:

1. Docker CLI: ZEF iR

FAF5S Docker REEEST. ©RHAFS (W docker run) 38159 API I5XKKIXL dockerd,
2. Dockerd: SFFiHTE

Docker HIASN,

o ST APIESK
o =18 Docker IR (IBl&R. [EE. WK, B)
o RHFTFEBEM=RTE
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3. Containerd: BHEfTHT

ITUARERIBESIETTHT (CNCF B2l g).
o EEARTEESER (B30, F1E)

o RGAENSEHE

o FEE SRMNEBRITRAIIEE AT, API)

» Kubernetes tBAJLAE#{#F3 containerd (#id Docker)

4. Runc: {K&o=1Tat
BT elEfNiziTa=s89 CLI TH,

o HESWIZAZH (Namespaces, Cgroups)

e JB{E OCI (Open Container Initiative) #1&

o TERR: RIEREEH— S8 REEL (BEHNGESRHE)
5. Shim
B EREE— shim HiE.

o fEH: 7IF dockerd EEMAHINEIEEIT

o {FF10: HEASERERNGH
o JREDOCH: [ containerd ICIRBFEHIRES

12.1.3 BREEMAE

LT docker run -d nginx B, WEBRETHA?
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FAF

1. REST API

|

docker run -d nginx

Dockerd

2. gRPC

|

Containerd

3. BRI Bundle

{

OCI Bundle

4. 351 Shim

!

8. i3

. CLI &iXi53k%5 Dockerd

Containerd-shim

= 10 FOIEH

5. 1T

!

Runc

6. Bl # Namespaces F \
Cgroups

4

nginx

BRI

. Dockerd f##fri5k, & Containerd

. Containerd /E&E&R, #i#t)/9 OCI Bundle
. Containerd €z Shim HiE

. Shim &8 Runc

.Runc 5&xARZ3E, 6li# Namespaces #1 Cgroups
. Runc Bz nginx IHEEEH

. Shim ZEZREE 10 f14mELAE

Built with mdPress

7. #HFEEH



https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

12.1.4 Docker Engine v29+ &Y,
M Docker Engine v29 (2025) FH&, ZEtaift—S@0FIFREX :

o Containerd &{&Ff& (Image Store): EAZH. Docker BiZ$H Containerd BEGEIE
BefD, AEBYFBECRI—E graphdriver,

o i ZFERESHFET. REAEER (lazy pulling). 5 K8s HEHE,

12.1.5 Docker Desktop 283

f£ macOS #] Windows £, EARNZES, REHMHMER:

MacOS / Windows
Linux VM (EZHA#,)
Dockerd <--> Containerd
Docker CLI (Socket &)
<--> Runc

o (FRRREREI (Apple Virtualization / WSL 2) =47 Linux N#Z%
o N{HHEF (Bind Mount) FEEB# VM 1457 (IXBEXH 1/0 12RREA)
o MEIHOAFBTEMNBEFNELE VM
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12.1.6 A&

At

CLI
Dockerd
Containerd

Shim

Runc

12.1.7 ZE(H5FsE

EIEE

25

1%y
Im.

TA

o mATIE]: Runc WAfEEAS

o ZHI4H: Runc AMAPRFIFRIR
o BAEVHERS: SIEWNETFE

Built with mdPress
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12.2 ap 2=

12.2 (PR E(H

RTER Linux AZ—MNEREIEE. 81 SREE 8 CRRImETE, ETEETRIN AR

BRI AR FRFTIET

12.2.1 {142 Namespace

A" BSREBNRE?

BEBENRE

PID 1: systemd

PID 2: sshd

PID 3: dockerd

PID 1234: nginx

PID 1235: nginx worker

------- (SEFREEEHA 1234)

12.2.2 Namespace HJ35

—F, SRTERIE T BRZARIILEARZIN,

**Namespace 2 Linux RIZIZIHIIRBEREE, Sl AEETER I ARIER S
i, **Namespace EASBANZOEMZ—, BREZ TN dEE— MR “LA

PR NI

PID 1: nginx
« BRRASBECREPID1

PID 2: nginx worker

Linux PIFZIRME T LA /LR Namespace, Docker &es{FF T £86:
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Namespace

PID

NET

MNT

UTS

IPC

USER

Cgroup

12.2.3 PID Namespace

PID Namespace faz#iZ ID FUfRE, fE

PID B9{ERR

RERE

HiZ ID

S22t

FHR

FH#=

HAEENE(E

FAF /42 1D

Cgroup IRER

A=

=&

[REEHZ D, iLBNSREECHIHERSTIE.
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=i
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PID fRREZER

## ELY LEEHE
$ ps aux | grep nginx

root 12345 0.0 0.1 nginx: master process
root 12346 0.0 0.1 nginx: worker process

# BRANEEHE

$ docker exec mycontainer ps aux
PID  USER COMMAND

1 root nginx: master process - ERERE PID 1
2 root nginx: worker process
PID KRR

o BEMRY PID 1 HIERAEE —ERSRNTEHE, RENSHFELE
o BHRALEEIEINEEMERAIHE
o BENALIERIEERAEE (1B PID ARF)

12.2.4 NET Namespace
NET Namespace faZ=MEEAIIRE, GIEM-K. EEHZEF iptables #IUIE.

NET HI{EFS
[REME, B SAAIRAINESITE,

NET FRRIER
BEM R
eth0: 192.168.1.10 eth0: 172.17.0.2
i 80 BTFH i 80 AJAY

dockerQ: 172.17.0.1 (veth pair &)
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NET XHER

o BNBREMIAIME, IP, BEHZE. iptables #IN

o ZAALURIFERIRO (A0ERLENT 80)
o Docker {#F3 veth pair i e85 MEF0E EVLRIT

12.2.5 MNT Namespace

MNT Namespace REMNHRFEHRRIRE, HBRSREEPIRZATGRSMNE.

MNT E{EFS
REXHRERFESRR, S aREECHRER.

MNT [REZER

BEENXMHRS: BENEIN:

/ / - BENRER
— bin/ — bin/

— home/ — home/

— var/ — var/

L— liby | L— lib/
L— docker/ |

|

|

| L— overlay2/ |

| L— merged/ —— XM BEREABEN /

5 chroot X35l
4 chroot
ZeH BILAEIR
HHIRE 7
/proc/mounts H=
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12.2.6 UTS Namespace

UTS Namespace EERTIREENZFEHE.

UTS KEF

fREENRMES, iItBNSFETLBEECHNENS.
UTS [REZER

# FEH

$ hostname
my-server

# BEEA

$ docker run —-—-hostname mycontainer ubuntu hostname
mycontainer

UTS = “UNIX Time-sharing System"”, ESIRERHEFR.

12.2.7 IPC Namespace
IPC Namespace AT RS HIZEIEERIR, 0 System V IPC #1 POSIX ;HEBAFI.,

IPC F9YEFB

FRE System V IPC 1 POSIX jEERAFI,

S= (semaphores)
BHEBAFI (message queues)

o HEHTF (shared memory)

IPC R

E—FEEWAHFERILUEIY IPC @15
o AEBSBHHELEET IPC BE (RIFERHE)
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12.2.8 USER Namespace
USER Namespace FtiFiEasAAIFEF ID BESREIE AR A, 1D,
USER BY/EF

[RERFFIE 1D, SCHRIEE.

USER [BEJR
e BEN
. UID 100000
UID O (root) ARG  JERAT R
UID 1 (daemon) A5+ »  UID 100001
ZeRNY

FREWAY root BFAILARES B EN EROZEAR, BMESSREERE, NEEEEEI LEREE
BAR.

o EEEN: EFMEEINSH User Namespace, 1Eagett.,

12.2.9 §IFSLLE: KL% Namespace

{$5F unshare AR EILATEAER Docker BIIEIR ™A Namespace:
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5CI6 1: UTS Namespace

## BIFEEFHI UTS namespace #H/550 shell
$ sudo unshare —-uts /bin/bash

## (EHENE (REAEXT namespace)

$ hostname container-test

$ hostname
container-test

# BHEEEEFNENS (FHE)

$ exit
$ hostname
my-server

5CI6 2: PID Namespace

## BUEEHHI PID F1 MNT namespace

$ sudo unshare ——pid —--mount —--fork /bin/bash

## FEEHLY /proc
$ mount -t proc proc /proc

# BEUHE (REEEZIZHET shell)

$ ps aux

USER PID %CPU %MEM VSz RSS TTY
root 1 0.0 0.0 8960 4516 pts/0
root 8 0.0 0.0 10072 3200 pts/0

5% 3: NET Namespace

#Ht BIZEFTHIMNS namespace
$ sudo unshare ——net /bin/bash
# BEEMERELO (RE lo)

$ ip addr

STAT START
S 10:00
R+ 10:00

1: lo: <LOOPBACK> mtu 65536 qdisc noop state DOWN
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

12.2.10 Namespace H/ERY4%E

Namespace IRt T IREEAERZEINRA !

Built with mdPress
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Pl 188

FrEERHEEEEIA%R, AZBRABERNE

.
AR e

B BRARE [proc, [sys SR ARBEN,; AHETTERS
L s G e

ETEFRIFEAT, BJ%EFE gVisor, Kata Containers £/ HE.
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12.3 #=HI4E
12.3 #=H14H

=HI2H (Cgroups) 2 Linux WZIRMHAISB—MXEILE], EERTRIRAIRSIFIELT.

12.3.1 f+aREHIE

1=H4H (Control Groups, f&#R cgroups) &2 Linux PI#ZA9— M, BT BR#l. iSRS HigE
RRIREER (CPU, TR, #E2 10, MEE),

BUER: BT BRLATHEBENER, BRI SHERRRTR.
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B cgroups R

BETRIR

A
1GB

21%

1GB
%

1GB
%

7 cgroups PR

BEIEIR

B[EA
SERFE
AfF#0 CPU

A== B. CY&
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12.3.2 cgroups BJHSE

RetiE]

2006

2007

2008

2016

W

=

Google TF2IM#EH “process containers” &

FERS Linux BSLSESE, B8

“"control groups” (cgroups)

Linux 2.6.24 (20084F18) IEX&FH cgroups
Vv

Linux 4.5 5|\ cgroups v2

Docker #£78 £H132#5F cgroups v2 BRI BmfE
FAv2, BNELEE vi

12.3.3 cgroups BILABRSIEI SR

aRE
CPU

K7
BRig& 1/0
RIEE
R

FEE

cpu, cpuset
memory

blkio

net_cls, net_prio

pids
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12.3.4 Docker FEIEEFRE]
Docker it T EENS LR ERBNEEIRS), TE@ENTG. CPU. M 10 %,
REBRE!

## [REIBEERZEH 512MB A7
$ docker run -m 512m myapp

## [REIAFE + swap

$ docker run -m 512m —--memory-swap 1g myapp
## IR (BEAEE, 7= 00M Kill)

$ docker run -—-memory-reservation 256m myapp

88 e

—m [ —-memory FERR) (i S OOM Kill)

——memory-swap HF + swap SR

—-memory-reservation BRI (REFRSIER)

—-oom-kill-disable 25F OOM Killer ((2{EfFA)
CPU PR

## RAEVNEE 1.5 1 CPU &1

$ docker run --cpus=1.5 myapp

## [RFER CPU 0 F 1

$ docker run --cpuset-cpus="0,1" myapp
## RE CPU (F/FINE (f8X1(E, B4 1024)

$ docker run —-—cpu-shares=512 myapp
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24 1588

——cpus PRI CPU #0%8 (40 1.5)
——cpuset—cpus HEFHFE CPU #Zil
——cpu-shares CPU BIIER1YE (1BXIE)
——cpu-period / ——cpu-quota raZliz=® CPU BoEn

B2 1/0 PRl

## [RENLESANEEN 10MB/ s

$ docker run --device-write-bps /dev/sda:1@mb myapp
## [REREIEAEE

$ docker run --device-read-bps /dev/sda:10mb myapp
## [R# IOPS

$ docker run --device-write-iops /dev/sda:100 myapp

HFREPREY

## [REIERZ 100 1NHE

$ docker run ——pids-1imit=100 myapp

12.3.5 BEAEAIRERA

# LA B A R IE

$ docker stats

CONTAINER ID  NAME CPU %  MEM USAGE / LIMIT MEM % NET I/O0 BLOCK I/0
abc123 web 0.50% 45.5MiB / 512MiB 8.89% 1.2kB / 0B 0B / 0B
def456 db 2.30%  256MiB / 1GiB 25.00% 5.6kB / 3.2kB 4.1MB / 2.3MB

# BEREDRS
$ docker stats mycontainer
#Ht BEBEH cgroup EE

$ docker inspect mycontainer ——format '{{json .HostConfig}}' | jq
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12.3.6 HRPRHIRBER
PIFBIR

## [EEIRE 100MB IFFEIEES

$ docker run -m 100m stress ——vm 1 —--vm-bytes 200M
# BEELWE O0M Killer #3E

$ docker ps -a

CONTAINER ID STATUS NAMES

abc123 Exited (137) 5 seconds ago hopeful_darwin

## 137 = 128 + 9, Frig SIGKILL (9) FFE

CPU PREIIEIE

## IR#F CPU

$ docker run —-rm stress —-—cpu 4

#H LFHTE CPU

# RS 1 RO

$ docker run -—-rm —-cpus=1 stress —--cpu 4

## HEEEREL 100% CPU (1 ™MZILY)
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12.3.7 cgroups v1 vs v2

5 cgroups v1 cgroups v2

R AR ZER (BN AIRPEIR) H—R=R

BESNE =PI &

RiRDEC HETER BT

PSI () X

rootless 2528 A>T TEEESF
Docker 33 cgroups v2 937§

Docker 19.03+ EAALSCER cgroups v2 (WIREFS7H) |, IRAEFAOMEENZRRES. RS
ZRMBIEFIEERE v1, BTLUEIT Docker SFIPHFRBCE X 14 /etc/docker/daemon. json (&2
cgroup-driver 2%:

{
'"cgroup-driver": "systemd"

F

HEI0AY cgroup-driver (EEFE systemd (#EFF) F cgroupfs, EfF Docker SFPHIREER.

RERGERRRE

# BE cgroup IRA

$ mount | grep cgroup
cgroup2 on /sys/fs/cgroup type cgroup2 (rw,nosuid,nodev,noexec,relatime)

## YIERE cgroup2 ZFix v2
## A
$ cat /proc/filesystems | grep cgroup

nodev  cgroup
nodev  cgroup2
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12.3.8 £ Compose Fig =R
£ Compose FIZERFIBCEUT:

services:
web:
image: nginx
deploy:
resources:
limits:
cpus: '0.5"'
memory: 512M
reservations:
cpus: '0.25'

memory: 256M

12.3.9 BRIELEL
fEf£F Coroups FREIFIRAT, EE—LRESLE LSRG EBTERIA,
1. IR EATFIR T

## BHLE 00M EE L]

$ docker run -m 1g myapp

2. AN AIZE CPU {RiE

$ docker run --cpus=2 --cpu-shares=2048 critical-app
3. I SIRGER

## FS Prometheus + cAdvisor M#E

$ docker run -d —-name cadvisor \
-v /:/rootfs:ro \
-v /var/run:/var/run:ro \
-v /sys:/sys:ro \
-v /var/lib/docker:/var/lib/docker:ro \
ghcr.io/google/cadvisor
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12.4 BREXIHFRS
12.4 ARG

BREXMRSE (UnionFS) 2 Docker {R& 0 EFERNEM, ERIFRSNBRERAR—TEMX
HES.

12.41 HARBRENHRS

BKEXMHES (UnionFS) 2—fh OB, BRER NXHRER, BRBEZ1MER "BEe" EHEIE—E
MER, El—ME—RIXERGENE.

BZURE: BSAMRIZESN, KRS, MRENXHRE.
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B ERNINXHRS
[bin [etc [lib Jusr [var [app
/data

UnionFS BX&HEE;

82 E (E5EF)
[app/data/log.txt (FTEA)

EBE3 (RiE) :
/app/app.py

THEE2 (RiE) :
Jusr/local/bin/python

BBE1 (RIE) : /bin fetc
flib (BREERS)

12.4.2 J3f+4 Docker {EREEXE NSRS
Docker iISIRBAENERFEAEFMEIES), FEETFLUTIL ML,
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1. BEOESR

nginx:alpine myapp:latest

.

alpine:3.19 (X=EME)

ZMREHERRNKRE, TTE#HETE.

2. MR
B/ Dockerfile I5§<$8IiE—E, RETHUHNEEESEE:

FROM node:20 # 21. EitEs®
COPY package.json ./ # /=2 (fiiiEN
RUN npm install # B3 ZEHH
COPY . . # B4 WERE

3. BREahR
SEETNTEEEHEE, RE:

1. EREELEE—NENIER
2. REHHMEE

12.4.3 Copy-on-Write: SifE4l

USSR RS R
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W
&
il

BesE

Jetc/nginx.conf « SIS
EBREREN

BGBE

Jetc/nginx.conf (&R 3 {4 {J3
£, B8R

(EBC

Bz (2)

RERE

Jetc/nginx.conf

e
1. MRIEEISERI 4
2. SHIFIBENR SR
3. ERAIEEHIEH
4. [REREEER T B ERRA
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12.4.4 Docker IFHTEAELR TN

Docker BfFHEIRENEI0 T MERERSZUEERIYE (40 aufs, devicemapper) |, ElfiT iz ERRAYELA

42 B graph driver (overlay2), BZIZ T (Engine v29 RZLGE) BRIABK containerd B{5{F (5
5| (containerd image store) HJEH,

FiEER | 3Eah A R

(v29+ F—ENAS ) EF
containerd A9 snapshotters,
containerd image store JR4E3Z4EF OCl image index. SEEZUHETE (FENA)
ZERKIE% S Attestations 14
EIRIRTTEERE,

(4288 Graph Driver) {42849
THYTMS Linux BGASRED, o
lay?2 %+
overay s, EEnEenmET P (LR

#E (R5]) =R,

aufs BRHEREOA, FeBRMTF EEBRSG
RATRE RO IRARRE
birfsjzfs FRRERENIG ARG IR ——
A
devicemapper RIGERIFHE BEBRSR (EWMZEEFH)
vfs MERE Cow, BERESH | (UL

Classic Graph Drivers 5 Snapshotters O ER

EREE (90 overlay2) BIRGH ENEEAIITER Docker BY graph drivers £bI8, m#HTHY
containerd image store NEZIX—EREZANE LT containerd BEHY snapshotters (JEERTE
Linux &Z{ThRIBEKATIFRIERSRY overlayfs) . IXFZRMI TR T :

1. R ENEE S FE S5 index manifest 5 attestations (SBOM. Provenance),
2. 5 T LARISUY CRIGRENAIRGRIAE, THREFIIRE Kubernetes 753 A .
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BEESREERED SRR

#t BEZAFEIRG)

$ docker info | grep "Storage Driver"
Storage Driver: overlay2

## 7£ Engine v29+ 1, BILGBIIU P IIEEEH/E T containerd #(5/in:
$ docker info | grep "containerd image store"
containerd image store: true

12.4.5 overlay2 T{EEIR

overlay?2 2 BBIRIEFAIFIEIREN

merged (§FIE)

BREATEN RS

upper
(BER)
=5

OverlayFS

lower2

(FE=)

Hisk

o lowerdir: RIENHEHE HILIEZD)
o upperdir: AIENAEE
o workdir: OverlayFS IT/EEZR

» merged: EXSHEH/EHITE

lower1

(EAiLE)

Hisk
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MHEETR
#B(E
18EEY
el
fzs
i3

12.4.6 BEEHGE

#t BEEGHEEES

$ docker history nginx:

IMAGE CREATED
abeb2a334a9f 2 weeks

<missing> 2 weeks
<missing> 2 weeks
<missing> 2 weeks
<missing> 2 weeks

#t BEENFEE

$ docker inspect nginx

{

"LowerDir": "/var/lib/docker/overlay2/.../diff:/var/lib/docker/overlay2/...

71

M EEITERSE— TR

£ upper EEliE

WNERTE lower B, FcEHIZE] upper EBRER

£ upper E6## whiteout SFFRICHIER

alpine
CREATED BY
ago CMD ["nginx" '"-g" "daemon off;"]
ago  STOPSIGNAL SIGQUIT
ago EXPOSE map[80/tcp:{}]
ago ENTRYPOINT ["/docker-entrypoint.sh"]

ago  COPY 3@0-tune-worker-processes.sh /docker-ent..

talpine —format '{{json .GraphDriver.Data}}' | jq

"MergedDir": "/var/lib/docker/overlay2/.../merged",
"UpperDir": "/var/1lib/docker/overlay2/.../diff",
"WorkDir": "/var/lib/docker/overlay2/.../work"

12.4.7 SR{ELEE

ATHESN. BEREG, BIMEERREXGRENAEELAT/LA.
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1. B RGER

#t X GEDSOER

RUN apt-get update

RUN apt-get install -y nginx
RUN rm —-rf /var/lib/apt/lists/*
#t @ SHI—E

RUN apt-get update && \

apt-get install -y nginx && \
rm —rf /var/lib/apt/lists/*

2. BRERSFFEANRRYEE
BRENEAMRRTEREAN. KEHIENER:

o ¥iE% (Volume)

o #BEHEE (Bind Mount)
3. {5 .dockerignore
HER AR BRI LA

o IRVIMEE ETX
o ERABETVENE
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12.5 F=HET
12.5 FaFE

Docker Fas g AYEH

4], Docker RFT LXC PHIBEERLR. M 0.7 i AKLUEFIAER LXC B9k, EmERBTH
&HY libcontainer, M 1.11 FHE, MH—E&E1H9{ER runC 0 containerd,

RgLE5AA
LXC

Docker BBHARRAS (0.1-0.7) EHIEFER LXC {EABE=1TES, FJA Linux Namespaces F1 Cgroups
SEIIEN SR

libcontainer

 Docker BITFFRRIBESE

o RMPTEEIBAEO

o IMKETHRIERT Linux ZE5CHL
o BRIEMHE

runC

e OCI (Open Container Initiative) Fr/E&ESZIH
o BERNSRETH

o MRZRITHEIN, FIERIR(ER

o ETF libcontainer ZFEMEK

containerd

Docker FHRRE &Rz THY

R T AR REmEREE

S27#5 runC FOEfth OCI BV TRT
£ Kubernetes FmAFR G 25
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BERHITEARAE
Docker f2tk£5 Open Container Initiative (OCl) fY#IE, #EITUUATHTEHARE:

e Image Spec: BEHEEIEINE
» Runtime Spec: FFETHHZOMTE

e Distribution Spec: BEE&H AT
BRFEZTRIL S
M LXC - libcontainer - runC/containerd BUEZHEE T LA :

1. D INERIK

3. BiEfTtrE (OCH)

4. B eI E M A N B R EtE
. 3 IFZ MR THTIERR
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12.6 P48
12.6 LR

Docker FIRZSSCIESERE 2RI T Linux FHIMEH B EFIEIINEIRS (FEIE veth pair), &
W4 ER T X ER S M E A S B A,
12.6.1 EXRE

B, BEXUNKRERE, NSRFEE0—PRGED WRRROSENED) RICREES, 1o,
NRAEFMZAEHTERE, FEEATLHE.

Docker RRYMEEIZOBIAERREMAVED., EUEONLBZ—BEANERS. Linux BIEER
B TEIER S HASCI R RO Z BREIEE A, KAERONAKEEFTREEEREZESEHZ
BEREONZEEETFS. BTARFNSERNRRERAEZE— P ERNLUANT, R2EAE
BHIFRINPMEREES, EEERRES.

Docker B=EMEBHFIATIXIUXA, BEAMENITRASBICIZ— M EIED, FLeilRit
B (XFERY—X3HEOMY{E veth pair),

12.6.2 BIEERIESEL

Docker BIE#E—E=R0AHER, SHITINTEE:

o BE—EIIED, PBREIABENFIFHEES;
o AMBFH—ImiFEZRIEAIAR docker0 BHEEMIT L, HEBE—ME—RIZZE, U veth65f9;
o ARB—HHEETAED, FHERBF(ERN eth0, XMNEORERENHZTETN;

o KIHFFR] At FR FERE — At S ECLR A RRAY ethO, FECERBUARHZEIFFRM K
veth65f9,

FERIXE T 5, BEEFETLAER ethO BN -ESEZE b B E I,

AJLATE docker run BUBHMEEIT —-net SECRISERENMNEBEE, 8 4 N lEE:
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o —-net=bridge X' MEEIAME, EEZIBOARIMIFT,

* —-net=host &Hiff Docker FEGEFRMENEIBBRIBRTAF, BIAEFHFUET=RRAIN
K. IWHISSRERAAENNNG, SRETENNEENECILEINR. SRHETLURE
HEE root HE—HA LT EERmO, AJLALIRAMZIRSS L0 D-bus, ERILILLES
R —LEHNBNENRFIERE, LLERET. EIHERX MNAREHEEIFEIVD,
SRH—ERIER ——privileged=true, BRRSWAIFEIZICETAIRISH.

e ——net=container:NAME_or_ID 1.t Docker &2 BesANHENEI— M EFERTAIMNE K,
MAAEERCHNERSR. HRFIFREFRS, ESNEFENSEEH= 1P N
FNEER, MEHETUBEEEY Lo REEOEE.

e ——net=none it Docker &R HEIREIMELS, BERNHTNEERS, 25, BFPALL
HOHTHE.

12.6.3 BB

FAF{ER —net=none J5, AJLIB{TERENS, ILERATRFE—FEEHBIMNBSIINIR, BITX
ANMIFE, BILAT % Docker BEEMLRAVZHTS.

B5c, Bsl— /bin/bash B8, I5E --net=none &,

$ docker run -i -t ——rm —-—-net=none base /bin/bash
root@63f36fc@lb5f: /#

FEAMEN SR SRR id, FHANCRIENEDBTE.

$ docker inspect —f '{{.State.Pid}}' 63f36fc0@1b5f
2778

$ pid=2778

$ sudo mkdir -p /var/run/netns

$ sudo 1n -s /proc/$pid/ns/net /var/run/netns/$pid

WEFHENRH IP FIFNIEIEER.

$ ip addr show docker@
21: dockero: ...
inet 172.17.42.1/16 scope global docker@

BIE—XT “veth pair” #2 A F0 B, 48xE A ZIRHS dockero, HEFHEE

$ sudo ip link add A type veth peer name B
$ sudo brctl addif docker@ A
$ sudo ip link set A up
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16 B HEIERRAINBARRTIE, aRA eth0, FaIEHEE— AR IP (FHEMER) FIETARMXK.

sudo ip link set B netns $pid

sudo ip netns exec $pid ip link set dev B name eth@

sudo ip netns exec $pid ip link set eth@ up

sudo ip netns exec $pid ip addr add 172.17.42.99/16 dev etho
sudo ip netns exec $pid ip route add default via 172.17.42.1

©“ A A A A

LAE, B2 Docker FEEMEHIEKRITIE,

WRBRATHS, Docker i858, BERM eth0 SEMNE BT A—REaEkE, AEOLEE
M dockero ENE.,

ItE5h, FAFRILAGER ip netns exec ap < RAEIEEMBa R T APHITRE, NMECESRRAIN
4=

-Ho
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AENE

REINE
HERNNMET Docker MIERESTH, BIEHSZ. BEENBAXHRA=AROEAR.

AR M BER

PID. NET, MNT, UTS,

Namespace RFRE . .
T IPC. USER 7<\fhap&aa)

BRI CPU. RfF. BLE /0.

o HIRPRH
grotips B HIZH
lay2 JIETFFLKE], =

Union FS D EFE overay ﬁ}?ﬁ%ﬁﬂ] 5

Copy-on-Write
Namespace RBERE —aiEiREe
PID HEE ID NESEHECIIHEN
NET 2 HeEECH IP fliwA
MNT MR AEBECHRER
uTsS A FEEHHECSHY hostname
IPC HIZEEE Z5e518) IPC [RE

USER BFID 2588 root # fEEH root
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&R PREISE

RE -m

CPU #ZH & ——cpus

CPU 4f& ——cpuset—cpus
w10 -—device-write-bps
HIEE —pids-limit

SR
o ETE: FIFREIHIFR
o {ZHIZH (Coroups): HIFPRHILE
o« BAVHERS: HEFMHEIVEIL
s TL: BFHRTELK
o BiR: ERBEDE
o B8 BEFHEE

M2 5E(R . Dockerfile ERYEIFE

7 RIGEREEBUHEIN? ILHRAL Issue B PR,
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——cpuset-cpus="0,1"
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— i in
F1=E S8 mHEEM
Kubernetes i Google KT RARRHIRSR, BT a5 BEEF L.

Kubernetes XA LIEREHTHEESHKHE, EENEILAFEIERFEERNE, m
TEFNT BN SR BT,

Kubernetes RUEB/NEREBEIZ Pod, — Pod H—HEXZIMERIS G, BNEZENBHEST
B, 1P LARERDFERIR, WALWRIEREXY Pod HTim RS,

AREIBSD 7 5 T8 Kubernetes:

ot

o BT
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131 &1t
13.1 &7

0B 13-1 Fizs, Kubernetes {ERREFEIMEAIIBRR.

13-1: Kubernetes TIB#RRA

13.1.1 H4E Kubernetes

Kubernetes (FE{&#R A K8s) & Google FHEAIEES/MHES |22, G151 Docker R Y "aN{E¥T AN
BIXELEM" A, A4 Kubernetes fERIFLRE "WNAISIRBEEEANEE. EITH4EP 1
[E)RE,

EMUNE—MRARS, ER— ZREMBRERE.

Z=FH¥E: Kubernetes EFBIEFE AN "feF" 8 “KITR". K8s 2RI kTl s Z@HF 8 M=
-

13.1.2 AHAFEE Kubernetes
B EENIS(T/LN S8R, Docker Compose SR T, BEAEFINES, HIIZETN:

o ZENREE: FRNXETEPENRRL?
BalikE: SR T EAD? TRETEAD?
RBEM: B8 PET, HittRSZEAKIIE?
o TEIYE: REXT, WMEADKESNEIA?
RN AR RRTARS TR FE?
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Kubernetes el 7 iX LE|a]5H,

13.1.3 BUMEES:
Pod: §3%

Kubernetes RISR/NEEENL, —1 Pod AILIBE—PES M EEMERIS S (HEMEMEFE). #
BHEZENFE .

Node: 51
1217 Pod BO4IEEH B EEHAAL.
Deployment: ZE

EXNAREERE (30: FE 3 MEIEX, REMREH V1), K8s RFFEMRIRINSHTSHIEN
=

180N

Service: RS
TENX—H Pod HUIHAIRES, IRAFATER] Cluster IP 1 DNS &BFR, s,
Namespace: fpRZT(E

BT EHErPRRREE.

13.1.4 Docker FIFAN{ETE

WNR{RELE Docker, ¥ K8s £RABZ:
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Docker 13 Kubernetes #E&

Container Pod

Volume PersistentVolume
Network Service/Ingress
Compose Deployment + Service

13.1.5 38443

488

K8s #2117 —2 Pod B2
K8s T REENHHSATEA
K8s HIRISIER TR

AR ERIESE—HRY

Kubernetes tB.2 C/S Z8¥3, H Control Plane (324%!3m) #1 Worker Node (TAET5 ) Hpk:

e Control Plane: faZ /R (APl Server, Scheduler, Controller Manager, etcd)

e Worker Node: fiET5F (Kubelet, Kube-proxy, Container Runtime)

13.1.6 ZEIJEIN
Kubernetes RZ S HIZARREIH, EINAIFIIIREZ:
1. ERBEAMES:: Pod, Deployment, Service
2. ZhFESLEE: {5 Minikube & Kind 1EA IR &8
3. WENA: WS YAML HE—NTIREMN
4. ZRNFIE: MEIRE, ZEE. BEEE

13.1.7 ZE{ERJSEEE

e Minikube &%%: AHB{AIE K8s

e Kubernetes EM: B3R
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13.2 EARHES:
13.2 A4S

W& 13-2 Fix, Kubernetes His4ISEES T/ET Ak,

—

e

1A

RIS }—“i

N pod — Bast BESENESST
f 1 podpgimiaf iz
service ——
replication }7 [ podeyEHinE
. Controller |
—| apiserver [
master i‘scheduler \

mheEt |

l Be
Kubernetes

slave

\ c N
~ controller-manager |

- proxy

| BEE@ PR

EfEE o

meeste

REET |

fEiRahE (

| yEmE <

13-2: Kubernetes EAHLSR~EE
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e T (Node): — P HIHE—"ME1T Kubernetes FAYEH,,

o B8R (Pod): — Pod MNFHETEREMN—ERE, RANMERNBSHEEZ—1FE

% (volume),

o AERASGAREEA (pod-states): BEEARREES, DIERRANRSHE, REAEDE
BE, 4, |EERR, LUK replication controllers,

* Replication Controllers: FERSIEELER pod EE—HIE—#2IE1T,

* B%55 (services): —* Kubernetes [RSERFAPEBRISRMSR, RRTEIIINEMHLEER
HRIRER.

* % (volumes): —PEHE—TER, FRNEGHANR.

o IR& (labels): IFERRAREE—EAYRA, tLUEHE. FEUTLSKARARMIEEFRY
K.

o EOMNPR (accessing_the_api): imM, IP MEEFICIRAIRH XKIZRLN,
e web BMA (ux): FBFBILUED web REER/E Kubernetes,
o ASITIRIE (c1i): kubectl &%,

13.21 %)

£ Kubernetes 1, THREXMGRTENR, TRALIZEUVEEIENES, KT NSRS,
BN REBE—EVENRSLIETERE, AECISTUETETRRER., VERSESE
Docker, kubelet F{CIRIRSE.

BERE
BRNSAREATRINZIRE. E, EPEa=1ME8:
EHIP

Fil IP EEZFEREIE, Kubernetes BEFNIREHI—EBDKIREF. WR Kubernetes iZBIETT
AE=¥ELE, PR ID#HEVEN. IPHIEATLT, HETUESZSFSERA0 1P bk, o
IP, }AB IP, I IP, ipv6 =g

T RER

BEFRINT A Pending, Running, Terminated =NEHAE, #0E5R Kubernetes I T — 1M mFHE
HoJF, B4 Kubernetes #iBEHRICA Pending, ARERENEIZI, Kubernetes IEStRcHA
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Running, T RAVERFEHIFRA Terminated, —NEL Terminated BT R ASIESIIEE (RS
X, FEELEHE LETHEEEAHL SR,

TR ESEFEEAFEALT Running BT A, HE1A BAYHE NodeReachable ] NodeReady, LA
JERIREENNEMIRZS., NodeReachable FR/REEEEAIA, NodeReady FK7x kubelet iR[E] Status Ok Ft
B HTTP IRSIEERER.

TRER

T RFHIE Kubernetes 82, MEH=FEEE, SEMEWIENIES. Bl 7 Kubernetes H,
TRNE—FKICR, TREIEZE, Kubernetes £ISEEHZEERTAH, AJLUBIY kubectl BEET R

.
l:lll_:\

$ kubectl get nodes

NAME STATUS ROLES AGE VERSION
control-plane Ready control-plane 10d v1.35.1
worker-1 Ready <none> led v1.35.1
worker-2 Ready <none> led v1.35.1

B URANFARERIN SRRz

apiVersion: vl
kind: Node
metadata:
name: worker-1
labels:
kubernetes.io/os: linux
status:
capacity:
cpu: "4"
memory: 8Gi
conditions:
- type: Ready
status: "True"

TRz
£ Kubernetes Z4ISEEH, #5458 (Node Controller) RESEES SWESER, TEGS:

o EEFEERTRIRER
o BT REMEHIEE

TREFISFRSFERETRIIEERRE. STRENFAIXRM, E%U%%%%%—ﬁ\ﬁﬁﬁiﬁﬂﬁﬁ e
iz R LRI Pod fRCAKN, FREAEHEE, STLAGERA kubectl KEET R, HINFRCTI RS
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AR T R LR TIFRE:

##t FRCT R ETBE
$ kubectl cordon worker-1

##t AT RERY Pod
$ kubectl drain worker-1 —--ignore-daemonsets

13.2.2 F3_4A

£ Kubernetes /1, (FRANS/INEAERMNERSENR (Pod), BEEAE. BAE. EENES/EMN, —
Pod BE— MEi S NMNEZMMERNSEE, BIIEENEGRT BIFRES.

Pod BEASWEZEIE, MIEEY Deployment FizHleekEE. ITRAKEHREN, HHE=RE
AR AT R EEHEEZE Pod.

FRARTHIIR
A (Pod) RUIRITERR N T RN BB EZ MR IR =R,
BRATERNTHIELFEME(ZEREE.

F—"SRET, BREERERNNELINGL, TLIBERENEREEEE. 054
AR 1P, AJREETMSRANEMYIEEEE SRR,

BeEE—AEES (HEER), TERANTUSSREERZEIUAERRLIE.
AREEE

SREAR— M NAEENBENSEXSR, RNBE—HEHmE0. SREENE. KFKiE
AYER/NERALL,

BRRERIGER

BB AGKEEERMINA, BRNEREIES:
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- REEME, XHEERINENRAEFEES,

o BN EREN, F4E, |
o WNIFEIEEMN, REEAE

o U, KT

o f=HRR, B, RELUKERN

I AFE—ABRBEETENERF

. BEMEERE, BERHE.

1. ERW: AT EERETIERRE—BRIEMIRIENRSS, (LIHEEENRREE.
2. (R B SRE RS BT IR,

3. FfEfER: BRAREITIRVZAEREE, BAREOENTNAEFIRBERE,

4. 8% FEBEEMREEESHIRE, SROAEREN.

BRENESRS

BIEAEFIAE(E: Pending. Running. Succeeded, Failed,

&

Pending

Running

Succeeded

Failed

B AEmASERREE

ULl

Pod EHRERER, BE—IHEZIMEHRER
Biz(TiEX (ATREEAEER) .

Pod ERIFEZITR, HEMERREHER
&l. EOEERETEITRE.

Pod FHIFTEBRRERIEHIRE, BEASHE
=R

Pod FHIFIEEHREERILE, BELPE—E
RRIARBCAEIR .

Pod BUESHREE (restartPolicy) RE F BesiBHEHITA:
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= BeRERIRN P h

Always (ERIA) ES=Facr E=bas
OnFailure REF Ea=bae
Never AER ER

ST RSESRATIAE, TRIEHBRSBZT R LA Pod APREIRICA Failed, WNSRIXLE Pod
i Deployment FEHss e, EHlRRSBERMT <R EEHEIE.

13.2.3 Deployment 5 ReplicaSet

Deployment 2 EIEFIRSNANHERST, BB ReplicaSet SEHFIRISEEERI Pod BIFNIALE
=17,

apiVersion: apps/vl
kind: Deployment
metadata:
name: nginx-deployment
spec:
replicas: 3
selector:
matchLabels:
app: nginx
template:
metadata:
labels:

app: nginx

spec:
containers:

- name: nginx
image: nginx:1.27
ports:

- containerPort: 80

Deployment BU#Z/OEENBIE:

o BIXER: WHRINZEIEEHER Pod EiBlT
o RENENT: BLEHRIBMA Pod, SEIEENEE
o BEER: WMRFhRALINEE, FTLARERREZBIRIRZA

EAHA Kubernetes {#FH Replication Controller (RC) SREIRREIZA, IWE# ReplicaSet/Deployment
UK.
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13.2.4 R

IRSS (Service) ® X T —*H Pod MUBIEESIIHIAREE. HTF Pod B9 IP it 215 o ECHY,

Service It T — MaERNARIAL,

apiVersion: vl
kind: Service
metadata:
name: nginx-service
spec:
selector:
app: nginx
ports:
- port: 80
targetPort: 80
type: ClusterIP

=AY Service AU

&

ClusterlP

NodePort

LoadBalancer

13.2.5%

UL
BOASEEY, (NERFAERRIIAIE)

TR EFANEERO, SEMEEEEE

HEIP: O 58]

B = FarREERRERS

% (Volume) J3 Pod FRIBERRALSAMFNE, Kubernetes STRFEFEEEY

e Sid

emptyDir

hostPath
PersistentVolumeClaim

configMap [ secret

HFEINE T, HEZF(FR PersistentVolume (PV) #0 PersistentVolumeClaim (PVC) SREIEF(E, L

FHERRSERERIEE.

Ul

IEES7ZRE, Pod MBREEHEZER
EHTRERSEEER
ERIJIAGER, SKEFERRS

FEC B BRSSO S
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13.2.6 iR

FRE (Label) 2 INZE Kubernetes & ERIRREX, BFAHARMEENRFE. EE
Kubernetes HRsCHIAFE S RIS H,

#t J Pod FHIFRE
$ kubectl label pod my-pod env=production

# BRI
$ kubectl get pods -1 env=production

Service, Deployment SEIRERBIIIFEILIFEE (selector) EXBEB R Pod,

13.2.7 APl ifiajstkl
Kubernetes API B9i5a)i@Id = N ERIFH T -

1. JAME (Authentication) : 3IEERENS (WIEF. Token, OIDC)
2. #1% (Authorization): FRfiEkEZEBIIRHITIRIE (@A RBAC)
3. EAIEH (Admission Control): FEBEKREHFAMN Z RIS ELHTIRICTIEK

13.2.8 Dashboard

Kubernetes Dashboard E—1EF Web AR RE, ATEHEFSUNA. BIrEHRFRNHE
iaJE, Dashboard B9EBE 5 EiF 2= Dashboard Z73,

13.2.9 1p${7 L E kubectl
kubectl /2 Kubernetes Nap ST LR, ATEEEHHITRRE. EEGSUT:

#t BEERFPRIER
$ kubectl get pods,deployments,services,nodes

## CIEER
$ kubectl apply —-f deployment.yaml

## BHE Pod HE
$ kubectl logs my-pod

## HA Pod BT
$ kubectl exec -it my-pod —- /bin/sh

#H BERFIFE
$ kubectl describe pod my-pod

B kubect! #/Fi¥Mkubect! (51T,
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13.3 28t
13.3 BRI

ARSI EEERTHATIZREIRIT. Z/NTEME Kubernetes TEEESHERNIRITE TR,

13.3.1 EXEE
MEIERIIECMLSTT—ERESETES, BUT N AEEESSERI:
o DTTZEN, (R B,
o BIBLEhIAUESITE + WIBS GRS TEE:
o —EXBAERSR, SEPNSEZOTEIMNEAL;
o —ENRENIRSHITIMSH HA RS,
13.3.2 iI={7EE

ANE 13-3 Fi, 1ZE7E R T Kubernetes HIIE{TFIE,
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£

Firewall
kubectl (user commands)

Node A

v
kubelet Eﬂ
i ~—
‘ N \\A docker

Pod

container o II

Y Pod

authorization
authentication

v

schedulin REST
9 —>» (pods, services, =<

actuator
rep. controllers)

Distributed
Watchable
Scheduler replication controller Storage
Scheduter (implemented via etcd)
Node

Master components
Colocated, or spread across machines, Kubelet Proxy
as dictated by cluster size. ubelef

\ docker
Y

Pod Pod

conamer o II

1 |

APIs

cAdvisor

L

Pod

—1 |

cAdvisor

L

13-3: Kubernetes iz{T7/RIEE

A, Kubernetes BER—ESHAESR, HSNTRAR, TROAMRE: —XE2EETEEYH
HNETRAZHEITE R (Master Node); —3(2BF =T FEIIET R (Worker Node),

BA, EXRNIFESERREGEHTREMNT, TETRAREARENERFZOMEEIMSRE]
a,

2

MIXEKE L, BARBREAIL Kubernetes FR33THIFEAIS ML, (BRHETHERIRESH
B—ESMIAEIERE Etcd, RILALUREZT BEISD L.

13.3.3 #=HIFmE

Z=HFmE (Control Plane) 2 Kubernetes SE£8FAY KRN, Q=M 2BFRER QNEE) LA ARG K
SERF=,
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FPRIRS

IR EFEERMINTREIERS:

e apiserver B2ENRFAAIXGIMEL, 1RH—F RESTful BY Kubernetes API, #HEFifIEEH
AR,

e scheduler RENHFHTRAE, DEE pod BENGELE., 2 pluggable B9, BEKXERE
DEFEEESIMA;

e controller-manager A S IEfEHIES, BIE endpoint-controller (RIFTARSSFN pod BIXEXS
B 0 replication-controller (4EHPEA pod NEHI NECERIEE).

Etcd

XE Eted BMENEIERR, XIF/HEEFENE.

B Eted REFEAENETRLAIRNSER, REZLMETRAIDHIY E.
BHETLABEIRIEN Eted PRIEUERMWAGREER, FHERGEHEREIERNITENAVERIE.

13.3.4 T{EFP R

o kubelet ETFHRHUTRIER agent, REREMNNSREGEREIE, RIEMNEUEREPIREGY
SEREESRER, F LR pod IBITRES;

e kube-proxy 2— MEERAIMLZIHEIE, FATtEE— Load Balancer, BR=HFHIDEIED
RS ANEKREADELL TIET R LAY Pod (R—2K17%5).
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port: 9376 port: 9376 port: 9376

Backend Pod 1| |Backend Pod 2| |Backend Pod 3
labels: app=MyApp labels: app=MyApp labels: app=MyApp

apiserver

5) proxy to a backend

1) watch Services

and Endpoints kube - proxy

2) open proxy port
and set portal rules

4) redirect to (random)
proxy port

iptables

3) connect to 10.0.0.1:1234

Client

B 13-4: kube-proxy igKtt A ~=E
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13.4 BT
13.4 BRLUHE

E427T Kubernetes B9 IMEES: (Pod, Service, Deployment) 5§, BRIIEE TREZSERIFELAE
AN A,
13.41Helm - BEHTH

Helm ##R79 Kubernetes FIEETESE (ZX{LITF Linux B9 apt/yum). BI5—H Kubernetes FEEN
T8 9— Chart,

o ZAERFH: helm install my-release bitnami/mysql
o WRAEE: FAEIRNANATMRA.
o AR STHEERNNANRBBELE.

13.4.2 Ingress - [REZHAO

Service BRI T HEIYE, (BiEEE 4 E (TCP/UDP), Ingress {&tT 7 B (HTTP/HTTPS) &
HEE ], FEHERFAIMK,

o IWBIEH: HTF Host EiEFKEEAAREIRS (api.example.com -> api-svc, web.example.com
-> web-svc),

o IRIZERHA: BT Path 1§iEKEE A (Japi -> api-svc, [ -> web-svc),
o SSL/TLS: &EEEIFH,

= IIAY Ingress Controller & Nginx Ingress Controller, Traefik, Istio Gateway £,
13.4.3 Persistent Volume 5 StorageClass

BRAIARIRRE. NTEINENA QEEE), FERFANFE.

e PVC (Persistent Volume Claim): FFEISTFMERIEEA,
e PV (Persistent Volume): SCIRAYTEERIR (NFS, AWS EBS, Ceph &),

o StorageClass: EMFES, SIFaSEIE PV,
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13.4.4 Horizontal Pod Autoscaling

HPA 1R#E CPU IR EtbiElR (MWNFE. BENXIER) Bl 48 Deployment 8 ReplicaSet HfY
Pod #(=,

apiVersion: autoscaling/v2
kind: HorizontalPodAutoscaler
metadata:
name: php-apache
spec:
scaleTargetRef:
apiVersion: apps/vl
kind: Deployment
name: php-apache
minReplicas: 1
maxReplicas: 10
metrics:
- type: Resource
resource:
name: cpu
target:
type: Utilization
averageUtilization: 50

13.4.5 ConfigMap 5 Secret

o ConfigMap: FEIENZNEEEUE (EENXE. NETE),
o Secret: FHENIZEUE (8. Token, UEP), £ Etcd FINZEFAE.

BIBERESHRED S, RILTBAREE.
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13.5 SLk4R>)
13.5 SCH4

AEBEIT—NEFRIOEG: BB Nginx MG, FHAEBCE Service # Ingress, REBEXRIHEZ
FRIFDR,

13.5.1 B#x

1. ZBZ— Nginx Deployment,
2. BllFE— Service £ Nginx.,

3. (A]i%) &BiT Ingress 1hAIIRSS.

13.5.2 2 1: €lE Deployment

BIE— P nginx—deployment.yaml B934

apiVersion: apps/vl
kind: Deployment
metadata:
name: nginx-deployment
labels:
app: nginx
spec:
replicas: 2
selector:
matchLabels:
app: nginx
template:
metadata:

labels:
app: nginx

spec:

containers:

— name: nginx
image: nginx:1.27
ports:

- containerPort: 80

N FAECE::

kubectl apply —f nginx-deployment.yaml
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13.5.3 £ 2: Bl Service
BIEE— B9 nginx-service.yaml BYSZ{4:

apiVersion: vl
kind: Service
metadata:

name: nginx-service
spec:

selector:

app: nginx

ports:

- protocol: TCP
port: 80
targetPort: 80

type: NodePort # (& NodePort JF{&EZ#blli

NAEE:

kubectl apply —f nginx-service.yaml
EBEESBwO:
kubectl get svc nginx-service
WNREHiRO2Z 80:30080/TCP, {REJLUEITL http://<NodeIP>:30080 if3[a) Nginx,
13.5.4 S8 3: {EHIRGHEH
{8 nginx—deployment.yaml, ISEERAKA nginx:1.27-alpine,

kubectl apply -f nginx-deployment.yaml

kubectl rollout status deployment/nginx—deployment

13.5.5 B 4: EEEE
GIEHE, DEERSE:

kubectl delete —f nginx-service.yaml
kubectl delete -f nginx-deployment.yaml
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AENE

FENG

Kubernetes RIRIRERNITRMANT S, HEBPNEEREFER AP IAIEES N AR
7 IZSERYEA,

= HR
Pod B NAERA, 88—HESENENFENS
o

B
Deployment B Pod BIARLSE, SHFREHTIELR
Service 79 Pod 12 HFEERIM IR N\ OF 0GR EISE
Namespace RRREMSHIF
ConfigMap/Secret EEESHRERERE

1={T API Server, Scheduler, Controller
Master s

Manager
Worker ¥ 11T kubelet, kube-proxy F1ZeIa{THT

13.6.1 ZE{H[FhE

o EBZE Kubernetes: ¥&#E Kubernetes £E8F
e Etcd: Kubernetes SElHIDHTIFAE
o [EESLH: REFARE

7 RIGERSEBUHEI? WAL Issue B PR,
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F1IUE 2= Kubernetes

BEl, Kubernetes XIFEZMIMETER, SIEAMEN (Ubuntu, Debian, CentOS. Fedora
F). =% Blizm. NE=. BEZE).

{RAJLABBFALATR LA 5 TUEBE Kubernetes, ## FRAVNDRWRMA B TIFAN A,

o {#FH kubeadm ZFZ (CRI {§FH containerd).
e {FF kubeadm ZFZE ({8 Docker)

e 7f Docker Desktop {FH

e Kind - Kubernetes IN Docker

e K3s - BRE%; Kubernetes
o —EEERE Kubernetes £28%
o ZBZ Dashboard

e Kubernetes #3$1T kubectl
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14.1 {6 kubeadm ZB2 Kubernetes (CRI
containerd)

141 {§£H kubeadm ZBZ Kubernetes

kubeadm ¥21 7T kubeadm init LAK kubeadm join IXFA MBS, {EARIEEIEE Kubernetes EEEF VR
£,

MRASIRBA: Kubernetes IRAEFIZHR (9T 4 NE—NETHRA), AXHEETF Kubernetes 1.35
5. EHIE Kubernetes 77 & TRENEFTRAEE.

14.1.1 &% containerd
SE L4 Docker — RN apt/yum J&, ZEHITUITHS.

## debian E
$ sudo apt install containerd.io
## rhel E

$ sudo yum install containerd.io

14.1.2 & containerd

ERENAECE S

$ sudo mkdir -p /etc/containerd
$ containerd config default | sudo tee /etc/containerd/config.toml > /dev/null

(&2 /etc/containerd/config. toml ECE 44
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version = 2

## persistent data location
root = "/var/lib/containerd"
## runtime state information
state = "/run/containerd"
plugin_dir = ""

disabled_plugins
required_plugins

[]
[]

## set containerd's 00M score

1l
[S]

oom_score

[grpc]
address = "/run/containerd/containerd.sock"
tcp_address = ""
tcp_tls_cert =
tcp_tls_key =
# socket uid

uid = 0
# socket gid

gid = 0
max_recv_message_size = 16777216
max_send_message_size 16777216

[debug]
address =
format = "json"
uid = 0
gid =
level

[S)

[metrics]
address = "127.0.0.1:1338"
grpc_histogram = false

[cgroup]
path = nn

[timeouts]
"io.containerd.timeout.shim.cleanup" = "5s"

"io.containerd.timeout.shim. load" = "5s"

"io.containerd.timeout.shim.shutdown" = "3s"

io.containerd.timeout.task.state" = "2s"

[plugins]
[plugins."io.containerd.gc.vl.scheduler"]

pause_threshold = 0.02

deletion_threshold = 0

mutation_threshold = 100

schedule_delay = "@s"

startup_delay = "100ms"

[plugins."io.containerd.grpc.vl.cri"]
disable_tcp_service = true
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stream_server_address = "127.0.0.1"

stream_server_port = "0"

stream_idle_timeout = "4homos"

enable_selinux = false

selinux_category_range = 1024

sandbox_image = '"registry.cn-hangzhou.aliyuncs.com/google_containers/pause:3.10"
stats_collect_period = 10

# systemd_cgroup = false

enable_tls_streaming = false
max_container_log_line_size = 16384
disable_cgroup = false
disable_apparmor = false
restrict_oom_score_adj = false
max_concurrent_downloads = 3
disable_proc_mount = false
unset_seccomp_profile = ""
tolerate_missing_hugetlb_controller = true
disable_hugetlb_controller = true
ignore_image_defined_volumes = false
[plugins."io.containerd.grpc.vl.cri".containerd]
snapshotter = "overlayfs"
default_runtime_name = "runc"
no_pivot = false
disable_snapshot_annotations = false
discard_unpacked_layers = false
[plugins."io.containerd.grpc.vl.cri".containerd.runtimes]
[plugins."io.containerd.grpc.vl.cri".containerd.runtimes. runc]
runtime_type = "io.containerd.runc.v2"
pod_annotations = []
container_annotations = []
privileged_without_host_devices = false
base_runtime_spec = ""
[plugins."io.containerd.grpc.vl.cri".containerd. runtimes.runc.options]
# SystemdCgroup enables systemd cgroups.

SystemdCgroup = true
# BinaryName is the binary name of the runc binary.

# BinaryName = "runc"

# BinaryName = "crun"

# NoPivotRoot disables pivot root when creating a container.
# NoPivotRoot = false

# NoNewKeyring disables new keyring for the container.

# NoNewKeyring = false

# ShimCgroup places the shim in a cgroup.

# ShimCgroup = ""

# IoUid sets the I/0's pipes uid.
# IoUid = 0

# IoGid sets the I/0's pipes gid.
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# IoGid = 0

# Root is the runc root directory.
Root = ""

# CriuPath is the criu binary path.
# CriuPath = ""

# CriulmagePath is the criu image path

# CriulmagePath =
# CriuWorkPath is the criu work path.
# CriuWorkPath = ""

[plugins."io.containerd.grpc.vl.cri'.cni]
bin_dir = "/opt/cni/bin"
conf_dir = "/etc/cni/net.d"
max_conf_num = 1
conf_template = ""
[plugins."io.containerd.grpc.vl.cri".registry]
config_path = "/etc/containerd/certs.d"
[plugins."io.containerd.grpc.vl.cri".registry.headers]
# Foo = ["bar"]

[plugins."io.containerd.grpc.vl.cri".image_decryption]
key_model = ""
[plugins."io.containerd.grpc.vl.cri".x509_key_pair_streaming]
tls_cert_file = ""
tls_key_file = ""
[plugins."io.containerd.internal.vl.opt"]
path = "/opt/containerd"
[plugins."io.containerd.internal.vl.restart"]

interval = "10s"
[plugins."io.containerd.metadata.vl.bolt"]
content_sharing_policy = "shared"

[plugins."io.containerd.monitor.v1l.cgroups"]
no_prometheus = false
[plugins."io.containerd.runtime.v2.task"]
platforms = ["linux/amd64"]
[plugins."io.containerd.service.vl.diff-service"]
default = ["walking"]
[plugins."io.containerd.snapshotter.vl.devmapper"]
root_path = ""
pool_name = ""
base_image_size =
async_remove = false

14.1.3 2% kubelet, kubeadm, kubectl, cri-tools, kubernetes-cni

mEAFOER LR TRIREE
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Ubuntu/Debian

$ K8S_MINOR="v1.35"

Roid

sudo apt-get update
sudo apt-get install -y ca-certificates curl gpg

Roid

sudo install -m 0755 -d /etc/apt/keyrings

curl —fsSL "https://pkgs.k8s.io/core:/stable:/${K8S_MINOR}/deb/Release.key" | sudo gpg —-dearmor -
/etc/apt/keyrings/kubernetes—-apt-keyring.gpg

sudo chmod a+r /etc/apt/keyrings/kubernetes—apt-keyring.gpg

©“r O ++

$ echo "deb [signed-by=/etc/apt/keyrings/kubernetes-apt-keyring.gpgl https://pkgs.k8s.io/core:/stabl
e:/${K8S_MINOR}/deb/ /" | sudo tee /etc/apt/sources.list.d/kubernetes.list > /dev/null

$ sudo apt—-get update
$ sudo apt-get install -y kubelet kubeadm kubectl cri-tools kubernetes-cni

$ sudo apt-mark hold kubelet kubeadm kubectl

CentOS/Fedora

$ K8S_MINOR="v1.35"

$ cat <<EOF | sudo tee /etc/yum.repos.d/kubernetes.repo

[kubernetes]

name=Kubernetes

baseurl=https://pkgs.k8s.io/core:/stable:/${K8S_MINOR}/rpm/

enabled=1

gpgcheck=1

repo_gpgcheck=1
gpgkey=https://pkgs.k8s.io/core:/stable:/${K8S_MINOR}/rpm/repodata/repomd.xml.key
EOF

$ sudo yum install -y kubelet kubeadm kubectl cri-tools kubernetes-cni

14.1.4 IZMAZHIIEI TS
JIIE=ARNE R Ros

$ cat <<EOF | sudo tee /etc/modules-load.d/k8s.conf
overlay

br_netfilter

EOF

$ sudo modprobe overlay
$ sudo modprobe br_netfilter

2H swap: M

kubelet BUAZKEEH swap, BNATBESEWIIAHRMET RFTEIMANERE.
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$ sudo swapoff -a

## YIERAZMAE, GIfE /etc/fstab FEFE swap XThzfT

$ cat <<EOF | sudo tee /etc/sysctl.d/99-kubernetes-cri.conf
net.bridge.bridge-nf-call-iptables =1

net.ipv4.ip_forward =1
net.bridge.bridge-nf-call-ip6tables = 1
EOF

## FIE

$ sysctl ——system

14.1.5 Bid & kubelet
ATk kubelet IEfIZETT, HIIFENHEHBIT—EVENRE.
{EH kubelet.service

/etc/systemd/system/kubelet.service.d/10-proxy-ipvs.conf EANUTHRE

## JSH ipvs 1EXAZESS

[Service]

ExecStartPre=-/sbin/modprobe ip_vs
ExecStartPre=-/sbin/modprobe ip_vs_rr
ExecStartPre=-/sbin/modprobe ip_vs_wrr
ExecStartPre=-/sbin/modprobe ip_vs_sh

PATIA T s SN R E.

$ sudo systemctl daemon-reload

14.1.6 BpE

TEREETHGE, BB 3E Master 75 /F0 Worker T3 B TERBIRE,
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master

$ systemctl enable containerd
$ systemctl start containerd

$ sudo kubeadm init \
——image-repository registry.cn-hangzhou.aliyuncs.com/google_containers \
——pod-network-cidr 10.244.0.0/16 \
——cri-socket unix:///run/containerd/containerd.sock \
-—v 5\
——ignore-preflight-errors=all

e —-pod-network-cidr 10.244.0.0/16 22554k CNIEHEX, XEBLA flannel A, &E
FEREHARBRIMEIREE S S,

PTRIREE ISR, HIANERAD IS, RIEIRZARRIA.

PITRIh S5

[addons] Applied essential addon: CoreDNS

11116 12:35:13.270407 86677 request.go:538] Throttling request took 181.409184ms, request: POST:ht
tps://192.168.199.100:6443/api/v1/namespaces/kube-system/serviceaccounts

I1116 12:35:13.470292 86677 request.go:538] Throttling request took 186.088112ms, request: POST:ht
tps://192.168.199.100:6443/api/v1/namespaces/kube-system/configmaps

[addons] Applied essential addon: kube-proxy

Your Kubernetes control-plane has initialized successfully!
To start using your cluster, you need to run the following as a regular user:
mkdir -p $HOME/.kube
sudo cp -i /etc/kubernetes/admin.conf $HOME/.kube/config
sudo chown $(id -u):$(id -g) $HOME/.kube/config
You should now deploy a pod network to the cluster.
Run "kubectl apply —-f [podnetwork].yaml" with one of the options listed at:
https://kubernetes.io/docs/concepts/cluster-administration/addons/
Then you can join any number of worker nodes by running the following on each as root:
kubeadm join 192.168.199.100:6443 ——token cz81zt.orsy9gm9v649e51f \

——discovery-token-ca-cert-hash sha256:5edb316fd0d8ea2792cbal5cdf1c899a366f147aa03cba52d4e5c5884a
d836fe

node T{EFH A
£ B—EN 2 BB /N\HLRIRILE, TEEEL kubelet, 1RIEIRR, IIAZISEES.
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$ systemctl enable containerd
$ systemctl start containerd

$ kubeadm join 192.168.199.100:6443 \
——token cz81zt.orsy9gm9v649e51f \

——discovery-token-ca-cert-hash sha256:5edb316fd0d8ea2792cbal5cdf1c899a366f147aa03cba52d4e5c5884a

d836fe \
——cri-socket unix:///run/containerd/containerd.sock

14.1.7 BEIRS

FrEIRSEME, B crictl BEAMLIREITHIRSR. XERSAHD =,
P RIRSHEERS.

CONTAINER_RUNTIME_ENDPOINT=unix:///run/containerd/containerd.sock crictl ps -a

FPRIRS

e apiserver EENRFAXIIMEL, 12 RESTUl AXHEinfIEEAEER;
e scheduler REXNZRFRHTREE, DEED pod FENMAL;

TRIRS. T

e controller-manager AEERIEHIEE, BIF endpoint-controller (RIFTARSSF0 pod BIXKEX(E

&) 0 replication-controller (4EFEA™ pod RIEHIABCERIZUE).
T RS
e proxy /3 pod FEYRRSBIRAEAIAIHRIR,
HERS
o Etcd ERTEIRSHIFIEEIRRE

14.1.8 {5

¥& /etc/kubernetes/admin. conf EFI%| ~/. kube/config
HAT $ kubectl get all -A BEEHIIRS.

FT>REBZ CNI ff4, CoreDNS RIEFS#. WAL Kubernetes, B2E/FEET.

14.1.9 FBE CNI

XELA flannel AHIHITNA
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flannel

& podCIDR 88

$ kubectl get node —-o yaml | grep CIDR
##

podCIDR: 10.244.0.0/16
podCIDRs:

$ kubectl apply -f https://raw.githubusercontent.com/flannel-io/flannel/v0.28.1/Documentation/kube-f
lannel.yml

14.1.10 master T RBRAFREEZST pod
IR kubeadm BRBE—NETRERE, WABR FLAER, BHITLATmSHERRIRS!

$ kubectl taint nodes ——all node-role.kubernetes.io/master-

#Ht EBLEFIRA(EH control-plane taint

## $ kubectl taint nodes ——all node-role.kubernetes.io/control-plane—-
# EEAE

## $ kubectl taint nodes NODE_NAME node-role.kubernetes.io/master=true:NoSchedule

14.1.11 &Y

[— o 4

e Container runtimes
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14.2 {§5FH kubeadm 22 Kubernetes (
Docker)

14.2 {§5F3 kubeadm ZB=E Kubernetes: {§F Docker

kubeadm ¥21 7T kubeadm init LAK kubeadm join IXFA MBS, {EARIEEIEE Kubernetes EEEF VR
£,

L 3EZMR/R: Docker 5 Kubernetes JMERIRIDFR

B Kubernetes v1.24 2, BRI dockershim BHEEHIEREE. XEKE Kubernetes 7EG
Docker Engine {EAENANENSEERIEITH. 25 Docker (BARIRAMIE. SEEGHGE
TEH, BECARBE kubelet BIERIAIS/TATIZEIR.

A, BIEE TEEHESZEHEHRTH (EH _kubeadm ZEE Kubernetes (CRI
containerd)) {EAEERIEPEIRL.

AYHERE, TERTHEREMERESREXRTS . NRIRRTERHEY Kubernetes &£&fh
Hr4E(sEF3 Docker Engine {fEAIREIEITHY, {RIANIERR CRI EHE, BMNIBHEESR=HH*S
& cri-dockerd, RERJTEEPEBRIFERIFNT ——cri-socket HFSER,

14.2.1 &3 Docker

SELEE Docker — %2 Docker,

14.2.2 TEEHECE cri-dockerd

HF Kubernetes v1.24 ¥ T W &R dockershim, EEXH/MLEE cri-dockerd {E Docker 5
kubelet Z |89 CRI (Container Runtime Interface) 1&HE.
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Ubuntu/Debian

##t ZF%E cri-dockerd

$ cd /tmp

$ wget https://github.com/Mirantis/cri-dockerd/releases/download/v@.3.14/cri-dockerd-0.3.14.amd64.tg
z

$ tar xzvf cri-dockerd-0.3.14.amd64.tgz

$ sudo mv cri-dockerd/cri-dockerd /usr/local/bin/

# TEHZEE systemd service X1

$ wget https://raw.githubusercontent.com/Mirantis/cri-dockerd/master/packaging/systemd/cri-docker.se
rvice

$ wget https://raw.githubusercontent.com/Mirantis/cri-dockerd/master/packaging/systemd/cri-docker.so
cket
$ sudo mv cri-docker.service cri-docker.socket /etc/systemd/system/

## /550 cri-dockerd

$ sudo systemctl daemon-reload
$ sudo systemctl enable cri-docker
$ sudo systemctl start cri-docker

# IR

$ sudo /usr/local/bin/cri-dockerd —--version

CentOS/Fedora

## ZF&E cri-dockerd

$ cd /tmp
$ wget https://github.com/Mirantis/cri-dockerd/releases/download/v@.3.14/cri-dockerd-0.3.14.amd64.tg
z

$ tar xzvf cri-dockerd-0.3.14.amd64.tgz
$ sudo mv cri-dockerd/cri-dockerd /usr/local/bin/

#Ht FEHZZE systemd service X4
$ wget https://raw.githubusercontent.com/Mirantis/cri-dockerd/master/packaging/systemd/cri-docker.se

rvice
$ wget https://raw.githubusercontent.com/Mirantis/cri-dockerd/master/packaging/systemd/cri-docker.so

cket

$ sudo mv cri-docker.service cri-docker.socket /etc/systemd/system/
## Szl cri—-dockerd

$ sudo systemctl daemon-reload

$ sudo systemctl enable cri-docker
$ sudo systemctl start cri-docker

14.2.3 &% kubelet, kubeadm, kubectl

wEAFOER LR TSGR :
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Ubuntu/Debian

$ K8S_MINOR="v1.35"

Roid

sudo apt-get update
sudo apt-get install -y ca-certificates curl gpg

Roid

sudo install -m 0755 -d /etc/apt/keyrings

curl —fsSL "https://pkgs.k8s.io/core:/stable:/${K8S_MINOR}/deb/Release.key" | sudo gpg —-dearmor -
/etc/apt/keyrings/kubernetes—-apt-keyring.gpg

sudo chmod a+r /etc/apt/keyrings/kubernetes—apt-keyring.gpg

©“r O ++

$ echo '"deb [signed-by=/etc/apt/keyrings/kubernetes—-apt-keyring.gpgl https://pkgs.k8s.io/core:/stabl
e:/${K8S_MINOR}/deb/ /" | sudo tee /etc/apt/sources.list.d/kubernetes.list > /dev/null

$ sudo apt—-get update
$ sudo apt—-get install -y kubelet kubeadm kubectl

$ sudo apt-mark hold kubelet kubeadm kubectl

CentOS/Fedora

$ K8S_MINOR="v1.35"

$ cat <<EOF | sudo tee /etc/yum.repos.d/kubernetes.repo

[kubernetes]

name=Kubernetes

baseurl=https://pkgs.k8s.io/core:/stable:/${K8S_MINOR}/rpm/

enabled=1

gpgcheck=1

repo_gpgcheck=1
gpgkey=https://pkgs.k8s.io/core:/stable:/${K8S_MINOR}/rpm/repodata/repomd.xml.key
EOF

$ sudo yum install -y kubelet kubeadm kubectl

14.2.4 (EXRZANEI TS
INERPIZAEDR

$ cat <<EOF | sudo tee /etc/modules-load.d/k8s.conf
overlay

br_netfilter

EOF

$ sudo modprobe overlay
$ sudo modprobe br_netfilter

M swap: W

kubelet BUAZKEEH swap, BNATBESEWIIAHRMET RFTEIMANERE.

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

$ sudo swapoff -a

## YIERAZMAE, GIfE /etc/fstab FEFE swap XThzfT

$ cat <<EOF | sudo tee /etc/sysctl.d/99-kubernetes-cri.conf
net.bridge.bridge-nf-call-iptables =1

net.ipv4.ip_forward =1
net.bridge.bridge-nf-call-ip6tables = 1
EOF

## FIE

$ sysctl ——system

14.2.5 BZE& kubelet
AT ik kubelet IFFRIZ T, EIHFENEH T LV ENERE.
{EH kubelet.service

/etc/systemd/system/kubelet.service.d/10-proxy-ipvs.conf EANUTHRE

## B ipvs HEXARAER

[Service]
ExecStartPre=-/sbin/modprobe ip_vs
ExecStartPre=-/sbin/modprobe ip_vs_rr

ExecStartPre=-/sbin/modprobe ip_vs_wrr
ExecStartPre=-/sbin/modprobe ip_vs_sh

PATIA T s SN R E.

$ sudo systemctl daemon-reload

14.2.6 ZE
RRBSAIS, BAMEH I Master 52 Worker 555 H#HTHRBIRIE.
master

$ sudo kubeadm init —--image-repository registry.cn-hangzhou.aliyuncs.com/google_containers \
——pod-network-cidr 10.244.0.0/16 \
—--cri-socket unix:///var/run/cri-dockerd.sock \
-—v 5\
——ignore-preflight-errors=all
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e ——cri-socket unix:///var/run/cri-dockerd.sock S&35EFE cri-dockerd {fEABEEIET
RO,

e ——pod-network—cidr 10.244.0.0/16 S 5E4%: CNI iEEBEX, 1XELA flannel B, EEF
LR B H bR BRI MR TR R S 54,

PATRIREE AR, BIANERAD IS, RIEIR AR,
PATRII S

[addons] Applied essential addon: CoreDNS

11116 12:35:13.270407 86677 request.go:538] Throttling request took 181.409184ms, request: POST:ht
tps://192.168.199.100:6443/api/v1l/namespaces/kube-system/serviceaccounts

I1116 12:35:13.470292 86677 request.go:538] Throttling request took 186.088112ms, request: POST:ht
tps://192.168.199.100:6443/api/v1/namespaces/kube-system/configmaps

[addons] Applied essential addon: kube-proxy

Your Kubernetes control-plane has initialized successfully!
To start using your cluster, you need to run the following as a regular user:
mkdir -p $HOME/.kube
sudo cp -i /etc/kubernetes/admin.conf $HOME/.kube/config
sudo chown $(id -u):$(id -g) $HOME/.kube/config
You should now deploy a pod network to the cluster.
Run "kubectl apply —-f [podnetwork].yaml" with one of the options listed at:
https://kubernetes.io/docs/concepts/cluster-administration/addons/
Then you can join any number of worker nodes by running the following on each as root:
kubeadm join 192.168.199.100:6443 ——token cz81zt.orsy9gm9v649e51f \

——discovery-token-ca-cert-hash sha256:5edb316fd0d8ea2792cbal5cdf1c899a366f147aa03cba52d4e5c5884a
d836fe

node T{EFH A
£ B—EN EE BB /N HLURIRIEE, TEEEL kubelet, 1RIEIRR, IIANZISEES.

$ kubeadm join 192.168.199.100:6443 ——token cz81lzt.orsy9gm9v649e51f \
——discovery-token—-ca-cert-hash sha256:5edb316fd0d8ea2792cbal5cdf1c899a366f147aa03cba52d4e5c5884a
d836fe

14.2.7 BERS

FrBIkSEHE, EEAMSLIREITAY Docker e, XERSAMNDN=28: THRIKRS. TIFD
RIRSZTIEERS.
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FPRIRS

e apiserver EENEFHIXGIMEN, Rt RESTIul ARHEFIHIIEEHHEREA;
e scheduler REXZRRHTRAE, DEED pod FENMAL;

e controller-manager AEEIREHIZE, BIF endpoint-controller (RIFTARSSFN pod HIKEX(S
&) # replication-controller (EHPEA™ pod RIEHIABCERIZUE).

TP RS

* proxy J3 pod ERYARSSIRALHIRIAICIE,
HERS

o Etcd BFFEINSHIFIEEUER

14.2.8 {§5FH

¥& /etc/kubernetes/admin. conf EH%| ~/. kube/config
HAT $ kubectl get all -A BEERBHHIRS.

HFRERE CNI #&4, CoreDNS KRIEESH. AR Kubernetes, 1B8EREEET,

14.2.9 ZFZE CNI
XELA flannel AFIEHITNEE.
flannel

82 podCIDR iIZE&

$ kubectl get node —-o yaml | grep CIDR
## Bl

podCIDR: 10.244.0.0/16
podCIDRs:

$ kubectl apply —-f https://raw.githubusercontent.com/flannel-io/flannel/v0.28.1/Documentation/kube-f
lannel.yml

14.2.10 master T RAMIAARBEZETT pod

SNERA kubeadm BPE— MR RERF, BABR FELEER, BT T < HEIRIRS!
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$ kubectl taint nodes ——all node-role.kubernetes.io/master-

## EBLIREIRAERH control-plane taint

## $ kubectl taint nodes —-—all node-role.kubernetes.io/control-plane-

# REEANE

## $ kubectl taint nodes NODE_NAME node-role.kubernetes.io/master=true:NoSchedule

14.2.11 &Y

= A/

Built with mdPress


https://kubernetes.io/zh/docs/setup/production-environment/tools/kubeadm/install-kubeadm/
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

14.3 7£ Docker Desktop {§FE

14.3 7£ Docker Desktop {§FH

{&F3 Docker Desktop BJLAR7{EAIE A Kubernetes,

14.3.1 [5F Kubernetes

1£ Docker Desktop IR ETUH, M5 Kubernetes, 1%#2 Enable Kubernetes, #HERZ, BEEETF
J5 Kubernetes 254 running, Kubernetes [Ba05%I1.

e

JER: Kubernetes BUSRIRTFMETE registry.k8s.io, MMREAMNELZEREIBME, AJLAE
Docker Desktop ER&HHJ Docker Engine bECEBEGZINEE, SEFAERN=RESHNESGS
EFRIEGEGFT retag,

14.3.2 Uiz,

$ kubectl version

WNRFEHHSE, NLERE Kubernetes A INEEN.
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14.4 Kind - Kubernetes IN Docker

14.4 Kind - Kubernetes IN Docker

Kind (Kubernetes in Docker) 2—/MsEFS Docker BE/ERNT EIE{TAM Kubernetes 2B T .
FERTFMH Kubernetes XS, HIEEEZESAMFFAFN Cl IRLE,

14.4.1 2435 Kind
Kind EECEfthAHBEERF /52 (10 Minikube) BLATBE L
o REMERE: REF Docker INEHIT, FTHEEIMNEIUL.
o SHEESR TLIRNEAEHSNER.
o ZIRASF: XIFERE Kubernetes IRAFHI T,
o HASHR: UIHEHISEIRISET (£ Control Plane),
14.4.2 &% Kind
Kind 2— N334, F7£ PATH REIAI(ER. LU FRARRRNEESE.

macOS

brew install kind

Linux /| Windows
A LA S 3 HIS S

## Linux AMD64

curl -Lo ./kind https://kind.sigs.k8s.1i0/d1/v0.20.0/kind-1linux—-amd64
chmod +x ./kind
sudo mv ./kind /usr/local/bin/kind

14.4.3 ClIEEEEERE
EEERNEIEAT

kind create cluster
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TEESRFRMR:

kind create cluster ——name my-cluster

14.4.4 5§#ZH

Kind £B8#4& kubeconfig §32! ~/ . kube/config,

kubectl cluster-info —--context kind-kind
kubectl get nodes

14.4.5 BRF%: EERf
BIEE— kind-config.yaml REHIERE, HlaNmReTimOZIEEN:

kind: Cluster
apiVersion: kind.x-k8s.io/vlalpha4
nodes:
- role: control-plane
extraPortMappings:
- containerPort: 80
hostPort: 8080
protocol: TCP
- role: worker
- role: worker

N FAECE

kind create cluster ——config kind-config.yaml

14.4.6 MIFREERF

kind delete cluster

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

14.5 K3s - BE%; Kubernetes

14.5 K3s - BEEZ% Kubernetes

K3s B—1MEERMY Kubernetes &1ThR, H Rancher Labs &, BENBSZITE. ¥EM. CI,
ARM ERIRZIRAVAEIRIT. K3s #HITE RN T#HFEIXHE, RBEAZF 100MB, {HiET T CNCF
A—E .

14.5.1 U4t

o BB BT, EMIH Kubernetes IHEE GERNI=IRERTIEM), (#H SQLite fEX
EOABUERAE (3235 Etcd/MySQL/Postgres),

o BA—TiH4: FRB%E(4% (APl Server, Controller Manager, Scheduler, Kubelet, Kube-
proxy) JEE—MNHEFIETT.
o FJHBRDA: W& Helm Controller, Traefik Ingress controller, ServiceLB. Local-Path-

Provisioner,

o R WNCR%ZEEE, ET TLSEfE

14.5.2 %

K3s LIAFRREER, BRM T ERINRRMA.,
17X

K3s 1Mt TR OB SRR A -

curl -sfL https://get.k3s.io | sh -
RETohla, K3s SEBEIHEELT systend IR,
BENRE

sudo k3s kubectl get nodes
BRI

NAME STATUS  ROLES AGE  VERSION
k3s-master Ready control-plane,master 1m v1.35.1+k3s1
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14.5.3 HEER

K3s HE T kubectl ap< (JBIZ k3s kubectl @A), AT HE, &

KUBECONFIG,

#t EHY K3s BOECES1E
export KUBECONFIG=/etc/rancher/k3s/k3s.yaml
#t BEAILAEEER kubectl

kubectl get pods -A

14.5.4 [EHREER

/usr/local/bin/k3s-uninstall.sh
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14.6 —E3BE Kubernetes &

14.6 —EE32B2E Kubernetes 58
R

ZBE Kubernetes EEEFiS R Z MAMHILEMELE, ©1F Master Tafll Worker T, AENEN
{a]{E A systemd EIRIXLIRSHIAE B EER,

Kubernetes FEH{4

Master T RE4

e kube-apiserver: APIfR53588, Kubernetes EEEFHI7
o kube-controller-manager: %2858
e kube-scheduler: @Ezs, hs Pod AE
o eted: DHIVE(EFME, FHESEEEE
Worker T84

o kubelet: T8, EEAEF/EH
o kube-proxy: MR, SMREIRSEZMLZE
¢ Container Runtime: Z&81=17HT (Docker, containerd &)

{5 systemd &I Kubernetes E5%

RS ERTTIf
ATk systemd EIE Kubernetes &S5, FEOIFEMERAY . service X, BlaN:

/etc/systemd/system/kubelet.service
/etc/systemd/system/kube-proxy.service
/etc/systemd/system/kube—-apiserver.service
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ERA®S
# EIRS

sudo systemctl start kubelet

# 1ZIHIRSS
sudo systemctl stop kubelet

# EERS
sudo systemctl restart kubelet

# BERSKS
sudo systemctl status kubelet

# REAIEE
sudo systemctl enable kubelet

SERIR
AL BRIEE RS, TUSEIUTHE:

o opsnull/follow-me-install-kubernetes-cluster: —/ %A Kubernetes EERfEPEfSmITE

ZIRE R TIEMAEEIREE, EE= Master TTm. Worker TR ER S, LARN{AEEER
systemd EIEXLLBHAIAEEREIEA,

ey ImE

1. IBfR Kubernetes ZRAFIZAHRIER

2. EEFENERSGIAE (Linux 4. MEEHES)
3. IR BRER Kubernetes H{4

4. BLE systemd RSETTIM

5. IIFERRHRERINGS
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14.7 ZB=E Dashboard

14.7 ZZ2E Dashboard

Kubernetes Dashboard EEFMTIHY Kubernetes FAFRMA.

i

14.7.1 ZpE
PUTLA T < RIAERE Dashboard:

kubectl apply —f https://raw.githubusercontent.com/kubernetes/dashboard/v2.7.0/aio/deploy/recommende
d.yaml

14.7.2 3j59]
B e A TIRIRLE, FUTLA TS
$ kubectl proxy

Z|] http://localhost:8001/api/v1/namespaces/kubernetes-dashboard/services/https:kubernetes-
dashboard:/proxy/ BIEiA(a],

14.7.3 &%
Bal, Dashboard {37355 Bearer SHEER., THEHIHARIMAICIEIZSHE:

$ kubectl create sa dashboard-admin -n kube-system

$ kubectl create clusterrolebinding dashboard-admin —-clusterrole=cluster—-admin —--serviceaccount=kub
e-system:dashboard-admin

$ ADMIN_SECRET=$(kubectl get secrets -n kube-system | grep dashboard-admin | awk '{print $1}')

$ DASHBOARD_LOGIN_TOKEN=$(kubectl describe secret -n kube-system ${ADMIN_SECRET} | grep -E '~token'
| awk '{print $2}')

echo ${DASHBOARD_LOGIN_TOKEN}

BERMEMEIERTE, ISR,
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14.7.4 &Y
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14.8 Kubernetes 15 <$1T kubectl

14.8 Kubernetes #i3<$4T kubectl

kubectl & Kubernetes BHHIZFim, SJLAFREREEERIE Kubernetes,

EREVE M

kubectl [flags]
kubectl [command]

14.8.1 get

BR— 1RSI RIR

14.8.2 describe

EBRRFFE

14.8.3 create

M BRI B RIR

14.8.4 update

MG BHRER N BT RIR

14.8.5 delete

BIXHE., RN, RIRZEEE label selector MIBRERIR

14.8.6 logs

HitH pod F— 1 FeENHEHE
14.8.7 rollout

X Deployment R IEHITIRENEH/ELR
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14.8.8 exec
EEEREHITIS
14.8.9 port-forward
BAthim ¥ AE Pod
14.8.10 proxy

79 Kubernetes API server EanfIRIRSSEE

14.8.11 run

TR ERIEERGEHERS

14.8.12 expose

1% replication controller service 8 pod & Y Kubernetes service

14.8.13 label
EHEIEN label

14.8.14 config

&3 Kubernetes EE& {4

14.8.15 cluster-info

14.8.16 api-versions

LA 2B [heA" OtE Ui AR SS U2 iR AP RS

14.8.17 version

RS inAE PinHIhR A ER
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14.8.18 help

BB SRR IER
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AENE

FENGE

EBE Kubernetes EERFEZf AT, MIREFERAGEEESENSE.

BEA SR R

kubeadm AR EOEENERTETE
Docker Desktop TR —i@=A, FHERA

Kind CI/CD Wizt Kubernetes IN Docker, &

ellfEacS:

K3s Bt E/loT RE%, BRSAY
FahEpE FIRE ELEES MY, IRIER
14.9.1 ZE{ER[FEE

o HNESRHEERY: Kubernetes BUMES&

e Dashboard: ZEPEAJMHWEIERE

o kubectl: I LEERIERS

7 RIGERSEBUHEI? WAL Issue B PR,
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F1+HE Eted ITH

etcd 2 Core0s A\ REHN— SRR EEEFIRZ LI (Service Discovery) HINE, AX—E
BmE, EIMEET etcd 3. x IRENBZIMBIB IR, LRFEER, LANSCHIATROR,

AEN
. 5
e {FHH etcdctl

i
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15.1 @1t
15.1 &

W& 15-1: Fgs, etcd B{ERZIRA,

retcd

etcd &2 Core0s FIRAT 2013 5 6 A REHFRIE, ERNEFRENE—TSUTANSHIVEE
(key-value) #i¥ERE, BT co IBESLI. HIME, EoHNRFT, SMIRSHEESRNEE
PE, RENAIE—NMREXRERNERREENDE, Coreos MEMBEET etcd KFRIX—

B

& 15-1: etcd INB#RRA

m]

3j
[

o

etcd BEIFE github.com/etcd-io/etcd H1THER,

Fl| Apache ZooKeeper INB#0 doozer MEMEA, etcd HRITHMNMREERER T TENNE

%
=:

o HE: BAENRYF. ERMAFH API (gRPC)

o TE: FHTTPS IEAYIIE)

o RER: KA 10 k/s NEHEME

o TIEE: D MAEM, BT Raft H—HMEE
Apache ZooKeeper E—EHISAID Bt RAFHITIRAFI—EIHEFERI T A,
doozer E— 11— HTEHELEE.

Raft E—EB I F T kLYol R E—H IS, 1HEEFAELRLERY Paxos &4, EHY
TEEEBXSRAFEE, H Stanford A Diego Ongaro #] John Ousterhout #8214, BEZHFETLY
&% raftconsensus.github.io,

—iRERT, BFER etcd ILMESN TR EBNZNIN, FFIIENI—NER. B— 15
PRI etcd SEANSSIRIFRILLERAI—EULE.
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15.2 &3
15.2 4%

TN etcd FIJIMENZES, BETHEIREE. Docker HBBRIEITLARAE macOS EHZ

o

EIN
=
etcd 7 6o IEELH, Et, AAILUMNIIE TR FRFERBETHRE, B TERFEFN—
BHHISE, BEEEEERTIFFAY Docker HRIGISERIAL,

IR AETRBET eted 3.4.x IRARE. eted 3.4 NEHSIFET 2026 £ 5 B 15 BE
R, FrEPERINGER eted 3.5 B 3.6 WA, 1FIE) etcd EFTARTH T SRENEHTIRA.

15.2.1 THBISAFSTUTE

SRR A i I STEERTE github.com/etcd-io/etcd/releases TE, AP HLUEIREENIRA, 08
S THITETE.

flan, fEA curt TETHES S, HEE.

$ curl -L https://github.com/etcd-io/etcd/releases/download/v3.5.17/etcd-v3.5.17-1inux-amd64.tar.gz
-0 etcd-v3.5.17-linux-amd64.tar.gz

## [EPI B ETEITAIMEINES T (TSGR )

$ tar xzvf etcd-v3.5.17-linux-amd64.tar.gz
$ cd etcd-v3.5.17-1linux—-amd64

fREE, JUERXHERE

$ 1s
Documentation README-etcdctl.md README.md READMEv2-etcdctl.md etcd etcdctl

Hep eted BIRS IS, etcdctl ZIRHGAFRG<SE R in, EMENARSITF .

TEIE etcd etcdct | MEHHMBIRFSATHIITER (5180 /usr/local/bin/),

$ sudo cp etcdx /usr/local/bin/

BROA 2379 iR FiRATIENK, 2380 I ATEEHSMRERVEE. B etcd BSEUINTRY
=

=l
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$ etcd

2017-12-03 11:18:34.411579 I | embed: listening for peers on http://localhost:2380
2017-12-03 11:18:34.411938 I | embed: listening for client requests on localhost:2379

LbRT, BILAEHA etcdetl g S T, IR EBEFFRENGE(E testkey: "hello world", & etcd R
FEBRBIN:

$ ETCDCTL_API=3 etcdctl member list
8e9e05c52164694d, started, default, http://localhost:2380, http://localhost:2379

$ ETCDCTL_API=3 etcdctl put testkey "hello world"
0K

$ etcdctl get testkey
testkey
hello world

BA etcd REEELMINEEN T

15.2.2 Docker &85 IE1T
B%AFRA quay.io/coreos/etcd, AJLAUBIY FEIMIGSEE etcd IRSZEEITE! 2379 # 2380 ik,

$ docker run \

-p 2379:2379 \

-p 2380:2380 \

——mount type=bind,source=/tmp/etcd-data.tmp,destination=/etcd-data \
——name etcd-gcr-v3.5.17 \
quay.io/coreos/etcd:v3.5.17 \

/usr/local/bin/etcd \

——name s1 \

——data-dir /etcd-data \

—-listen-client-urls http://0.0.0.0:2379 \
—--advertise-client-urls http://0.0.0.0:2379 \
—-listen-peer-urls http://0.0.0.0:2380 \
——initial-advertise-peer-urls http://0.0.0.0:2380 \
—-initial-cluster sl=http://0.0.0.0:2380 \
—-initial-cluster—token tkn \
—-initial-cluster-state new \

—-log-level info \

—-logger zap \

—-log-outputs stderr

I RImIR IR E—2aA 5N etcd RBRINEE.
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15.2.3 macOS =T

$ brew install etcd
$ etcd

$ etcdctl member list
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15.3 £

15.3 §E8F

TEFAIER Docker Compose HEHUEEI— 3 TmfY etcd 55,

Y48 compose.yaml (8% docker—-compose.yml) {4
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services:

nodel:
image: quay.io/coreos/etcd:v3.5.17
volumes:
- nodel-data:/etcd-data
expose:
- 2379
- 2380
networks:
cluster_net:
ipv4_address: 172.16.238.100
environment:
— ETCDCTL_API=3
command:
— /usr/local/bin/etcd
- ——data-dir=/etcd-data
— ——name
- nodel
- ——initial-advertise—-peer-urls
- http://172.16.238.100:2380
- ——Llisten—-peer-urls
- http://0.0.0.0:2380
— ——advertise-client-urls
- http://172.16.238.100:2379
- ——listen-client-urls
- http://0.0.0.0:2379
- ——initial-cluster
— nodel=http://172.16.238.100:2380,node2=http://172.16.238.101:2380,node3=http://172.16.238.10

- ——initial-cluster-state
- new

— ——initial-cluster-token
— docker—-etcd

node2:

image: quay.io/coreos/etcd:v3.5.17
volumes:

- node2-data:/etcd-data
networks:

cluster_net:

ipv4_address: 172.16.238.101

environment:

— ETCDCTL_API=3
expose:

- 2379

- 2380
command:

— /usr/local/bin/etcd

- ——data-dir=/etcd-data

— ——name

- node2

- ——initial-advertise-peer-urls

- http://172.16.238.101:2380

- ——Llisten—-peer-urls

- http://0.0.0.0:2380

— ——advertise-client-urls

- http://172.16.238.101:2379

- ——listen-client-urls

- http://0.0.0.0:2379
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- ——initial-cluster
- nodel=http://172.16.238.100:2380,node2=http://172.16.238.101:2380,node3=http://172.16.238.10

- ——initial-cluster-state
- new

- ——initial-cluster-token
— docker-etcd

node3:

image: quay.io/coreos/etcd:v3.5.17
volumes:

- node3-data:/etcd-data
networks:

cluster_net:

ipv4_address: 172.16.238.102

environment:

— ETCDCTL_API=3
expose:

- 2379

- 2380
command:

— /usr/local/bin/etcd

- ——data-dir=/etcd-data

— ——name

- node3

- ——initial-advertise-peer-urls

- http://172.16.238.102:2380

- ——Llisten-peer-urls

- http://0.0.0.0:2380

— ——advertise-client-urls

- http://172.16.238.102:2379

- ——listen-client-urls

- http://0.0.0.0:2379

- ——initial-cluster

- nodel=http://172.16.238.100:2380,node2=http://172.16.238.101:2380,node3=http://172.16.238.10

2:2380

- ——initial-cluster-state

- new

- ——initial-cluster-token

— docker-etcd

volumes:
nodel-data:
node2-data:
node3-data:

networks:
cluster_net:
driver: bridge
ipam:
driver: default
config:

subnet: 172.16.238.0/24

{5F8 docker compose up [SENEERFZE{FH docker exec ipSERENT—TI Ml etcd EE8F,
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/ # etcdctl member list

daf3fd52e3583ff, started, node3, http://172.16.238.102:2380, http://172.16.238.102:2379
422a74f03b622fef, started, nodel, http://172.16.238.100:2380, http://172.16.238.100:2379
ed635d2a2dbef43d, started, node2, http://172.16.238.101:2380, http://172.16.238.101:2379
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15.4 J etcdctl

15.4 {5 etcdctl

etcdctl E— NPT Pin, TR —LEIEMS, MAFERER etcd RBITRE, MEHE
BT HTTP API F, XERLER NERSE, GIIBPXRSHTIIREE FESEIEERN
B. FAEHEFENERD eted BFIEE etcdctl AP KABERAVRIE, XLEERFIR HTTP API SR
L EXIRAY,

etcd M ZHEAITEPFEREET etcdctl TH, 8EMIE, TTLAM github.com/etcd-
io/etcd/releases &,

etcdct U SFFAITRIARS, KR L08R RIFAIAREGRER(ENZE, [REISD B TR,
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NAME:
etcdctl — A simple command line client for etcd3.

USAGE:
etcdctl

VERSION:
3.4.0

API VERSION:

3.4
COMMANDS :
get Gets the key or a range of keys
put Puts the given key into the store
del Removes the specified key or range of keys [key, range_end)
txn Txn processes all the requests in one transaction
compaction Compacts the event history in etcd
alarm disarm Disarms all alarms
alarm list Lists all alarms
defrag Defragments the storage of the etcd members with given endpoints

endpoint health
endpoint status

Checks the healthiness of endpoints specified in
Prints out the status of endpoints specified in

"——endpoints® flag
"——endpoints® flag

OPTIONS:

watch

version

lease grant
lease revoke
lease timetolive
lease keep-alive
member add
member remove
member update
member list
snapshot save
snapshot restore
snapshot status
make-mirror

Watches events stream on keys or prefixes

Prints the version of etcdctl

Creates leases

Revokes leases

Get lease information

Keeps leases alive (renew)

Adds a member into the cluster

Removes a member from the cluster

Updates a member in the cluster

Lists all members in the cluster

Stores an etcd node backend snapshot to a given file
Restores an etcd member snapshot to an etcd directory
Gets backend snapshot status of a given file

Makes a mirror at the destination etcd cluster

migrate Migrates keys in a v2 store to a mvcc store
lock Acquires a named lock

elect Observes and participates in leader election
auth enable Enables authentication

auth disable Disables authentication

user add Adds a new user

user delete Deletes a user

user get Gets detailed information of a user

user list Lists all users

user passwd Changes password of user

user grant-role Grants a role to a user

user revoke-role Revokes a role from a user

role add Adds a new role

role delete Deletes a role

role get Gets detailed information of a role

role list Lists all roles

role grant-permission Grants a key to a role

role revoke-permission Revokes a key from a role

check perf Check the performance of the etcd cluster
help Help about any command
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——cacert="" verify certificates of TLS-enabled secure servers us
ing this CA bundle

—-—cert="" identify secure client using this TLS certificate fi
le
——command-timeout=5s timeout for short running command (excluding dial ti
meout)
—-debug[=false] enable client-side debug logging
——-dial-timeout=2s dial timeout for client connections
——endpoints=[127.0.0.1:2379] gRPC endpoints
——hex[=false] print byte strings as hex encoded strings
——insecure-skip-tls-verify[=false] skip server certificate verification
——insecure-transport[=true] disable transport security for client connections
——key="" identify secure client using this TLS key file
——user="" username[:password] for authentication (prompt if pa
ssword is not supplied)
-w, ——write-out="simple" set the output format (fields, json, protobuf, simpl
e, table)

15.4.1 $UERERME

HUEREE R FE SR EFIBE RH CRUD (58 REST NBHI—ER{E: Create) RE 4G EHINNE
H,

etcd FERERVAER ERBT BT BEE GEUTFXERSETERAOES), BPIEENEYLIA
BHAEE, W testkey, WHSLREWNERBR 7 TH, BIUAEEEREW, W
clusterl/node2/testkey, NIGEIEBNAIE R,

i¥: CRUD B] Create, Read, Update, Delete, 2fF& REST XUEHI—E API #2(E.

put

$ etcdctl put /testdir/testkey "Hello world"
0K

get
RBYEERRYE. a0

$ etcdctl put testkey hello
0K

$ etcdctl get testkey
testkey

hello

SR

—-sort XEERHITHF

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

-—consistent FERALEFTR, RIBAENASHI—EIE
del

PR NMR(E. FUan

$ etcdctl del testkey
1

15.4.2 EEUERER(F

watch

WM EERNRN, —BREREER, MaBHRHIE.
plan, FAFEEHT testkey ${EJ9 Hello world,

$ etcdctl watch testkey
PUT

testkey

2

member
BT list, add, update, remove @p<HUH. RN, &EHr. MR etcd SLHIF! eted &E&F,

PINAIBEEN— eted BRSSSEAIR, LRI Fa<S#HTES.

$ etcdctl member list
422a74f03b622fef, started, nodel, http://172.16.238.100:2380, http://172.16.238.100:23
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AENE

FENGE

etcd /2 Kubernetes RIUFRERN, ADTHIURSHRAM AT AU EFEMRS AIMEES.

& BER
SHNEEFERS, BTFEREEENRSA
I
m
s BT Raft —EEENL, (RIEEUERE—
API 124t gRPC #1 HTTP API
-t ic: EIFRTFET R (385 1) 2pE
WwPITEETER, ¥ put/get/del/watch 2
etcdctl
1€
=z 24 TLS %@ (SF0 RBAC ezl
15.5.1 E(H|5E

o ANEEMEHEER: Kubernetes 40{a]{sEF etcd
o Z[=E Kubernetes: TEERFFEEE etcd

7 RIGERSASHERN? WIER Issue B PR,
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B BB R=STIE

Docker HRIBREEI TRENEFERTT, FRAREMNZINMIZOTRILSS.

BRT AWS, Google. Azure %, ERMIBANBR B, B4 LEERZE T EUTRSIET
Kubernetes RIS, BRIEHED TEiIRS, flEmEZ&EE I RARER EEEREE
RURGIEE. DAFIRS.

FERE

o fEfT
° Hﬁ]\ﬂ E_
o MER

o e

m
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16.1 &1t
16.1 &t

EERSRXANER, BRIERNTITERSEEREM T RANEHRRS. SERARNTIHTER
BEBEDNLATIUHSEE:

16.1.1 FESRHHEEIRSS
XEBRRTROFK. = BEE Kubernetes BYIEHIFE (Master W), ARRBEETIED

= (Worker Node),

o (B8 FEKT Kubernetes SEEFHU4EIPRLA, BT AMHI BRI,
o BARYPRSS: AWS EKS, Azure AKS, Google GKE, FI[EE= ACK, BEHl= TKE,

16.1.2 H=E3LHIIRSS

L—*HE& .%%EZ?F"U] CaaS (Container as a Service), AP TLEERKERSSE (EC2/CVM), R

o (% MEREME, ZRVIHEE, Tinh,

o HARUARSZ: AWS Fargate, Azure Container Instances, Google Cloud Run, PiEEZ ECI,

16.1.3 RIRBERS
jRftEe. ARATAE Docker BHETFIAIRSS, EHSZI RHY CIICD FukERELEM.

o HARYARSZ: AWS ECR, Azure ACR, Google GCR/GAR, PiEEZ ACR,

REBNBUIE/ LN ER=FE LA Docker #1 Kubernetes fg55.
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16.2 ISRz

16.2 Bil=

gnE 16-1: AR, BmRHEEBNEMIRIES 5887,

EAH BT

16-1: B =IRR

BIZARMATERSZFRER, AEEESFENBEERNRZNZR. FERHR. IFHRER
Hiteglsy, #BBZFRIRATmKREHTmIRS. B ERIRTRERRE, NFFREREIREH
RS, oEE. RIEEFBR—hIRSEE.

BENgiEziiFs. oEiE. zHEE. 415 CON MIERFMEFRMAIRS . BR=o
(MTA), BBIR=HEE (1585) FEBMERAEEREN, LUK QQ BBk, QQ =@, M=, MitKFR
IR R R, XEEEBRZILURMEX MTUHNERNWME, BT I SIFSMPEEME
A SHERENERSRATS,

ElnsERs TKE EEEAY EISHRESREERS, BRULEREN SRS SFILFISERL
BINGITNARER. ERZKRS, BEFRE. &%, T RAPNSHEEEMIRE, [IFTHITH
ARy APIIERS, ERIEENFELLE Docker NARERF, EWEHNTERS, URERSMHERS.
BFRLWRIER P RIRFE RN BEEREAFNEH PR HISRNER, HESHNERER
HURFEEK,

S ASRS R
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16-2: BB RKRS T =E

EBR=A =8RSS TKE &

BN =S 880RSS (TKE, Tencent Kubernetes Engine) E—R B SBMRHEES, ETF RS Kubernetes
M, XEFaIYRE. ElE. SuUBXSURERAKINEE. TKE B AERIESTESFIETE
BRI, BRRERCENSE.

EXERSR

1. BEREEEY
EREBN=EES, HASEERSIER:

o IEEE CIEREREY, ECESEFETR. A1
o EETREE (ZIRSH/ANETIEE)

o i8E Kubernetes hRAf 1%L

o SThEIEEIRIGERT kubeconfig 314

# T# kubeconfig Xf#/m, ECEFMHIE
export KUBECONFIG=/path/to/kubeconfig.yaml
kubectl cluster-info

2. BpEERN
Bl Deployment ZBE RN

apiVersion: apps/vl
kind: Deployment
metadata:
name: nginx-app
spec:
replicas: 3
selector:
matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
spec:
containers:
— name: nginx
image: nginx:latest
ports:
- containerPort: 80
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Rz FRECE S 4

kubectl apply —-f deployment.yaml
kubectl get pods
kubectl get svc

3. EEEG
B BN=ASIRGRS (TCR) FHEMSEENERG:

# BRI EECE
docker login ccr.ccs.tencentyun.com —u <username>

# tNCANbEES
docker tag my-app:latest ccr.ccs.tencentyun.com/namespace/my—-app: latest

# EXEGIEAS

docker push ccr.ccs.tencentyun.com/namespace/my-app: latest

EETAZ Docker HRGINIERRECE

ATIMRBGAEERE, BRSRETREINERS. BREDENT:
Linux R&icE

w45 /etc/docker/daemon. json {4 (AIRAFENIENE)

# CIEEmIBRIE X
sudo mkdir -p /etc/docker
sudo nano /etc/docker/daemon.json

IILATRE:

{
"registry-mirrors": [
"https://mirror.ccs.tencentyun.com"
]I
"insecure-registries": []

}

B3 Docker RS :

sudo systemctl daemon-reload
sudo systemctl restart docker

UFRCE :
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# BERGIRESEN
docker info | grep —-A 5 "Registry Mirrors"

Windows/Mac BB

¥3F Docker Desktop, EIZERET:

1. ¥JFF Docker Desktop 188
2. SfinZ&l "Docker Engine”
3. £ JSON EeE®HIN_LEIR registry-mirrors Z2E&

4. 5 "Apply & Restart”

BN =ARREIESS: TCR
BREEBHEIRS (TCR) B RE BRSNS KA.

o WERECE: SHFanRTEIRE, STEAHIEMRES
o RGO BERGERER, RHREEN

o HRINE: SSRGS RAINE

» Webhook i&A]: HEGHEXSBafiA CI/CD iFifE

c RERRAEE: TEEE REFERK. £aEREE

RiEFa

1. BN == el N AREE AR TCR LA
2. Qe R EMREGCRE

3. Bt & Docker BFEIE

4. ARG HEXS TCR

5. £ TKE EE8FRFE A5 |3 TCR fRf&kitbit
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SoEEHEX AR

# BRIPE A= TCR (1EF API Z5H)

docker login ccr.ccs.tencentyun.com \
——username <BEHz=WEID> \
——password <API_KEY>

# HIERZTFHEG

docker pull ccr.ccs.tencentyun.com/library/nginx: latest

# HIEXMEG
docker build -t my-app:v1.0 .

# tricHEs TCR it

docker tag my-app:v1.0 \
ccr.ccs.tencentyun.com/my—-namespace/my—-app:v1.0

# JEXEEET TCR
docker push ccr.ccs.tencentyun.com/my—-namespace/my—app:v1.0

# 7£ Dockerfile HA{FfH TCR #15
FROM ccr.ccs.tencentyun.com/my—-namespace/my—-app:v1l.0

RUN echo "“{ERBERREGIFEAEMBE"

TKE $E8¥{#EF TCR %
ECERGREUEIER, 7 Deployment FE#ES | TCR Hi%:
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apiVersion: apps/vl
kind: Deployment
metadata:
name: my-app-deployment
namespace: default
spec:
replicas: 3
selector:
matchLabels:
app: my-app
template:
metadata:
labels:
app: my-app
spec:
imagePullSecrets:
- name: tcr-secret # FfEEIRiEZ Secret
containers:
- name: my-app
image: ccr.ccs.tencentyun.com/my—-namespace/my—app:vl.@

ports:
- containerPort: 8080
resources:
requests:
memory: "256Mi"
cpu: "100m"
limits:
memory: "512Mi"
cpu: "500m"
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16.3 8=

16.3 =

9NE 16-3: fis, MEZEERERERSFEZ—.

- | WES

allyun.com

16-3: PIEZRIRIA

REZEIZTF 2009 F, BHFERENZITEFYE. WERENTRMRE. ITSMHENEES
Egen.

REZRIZFFEHATS, EREME. R, ik, MBS —AHIEEEERMNATE. EXRIEN 11 23K
ERTERERIINARRF, WERRFERIFIEITLR.

FIEZ=Z=sAr5 Kubernetes hig ACK IRt TEMRE. AIRENARNAEERS, SI5E—EHTR
5588 Li@iY Docker ekt TN AL HEHIETE, SRRBSKEN T ARNSREEERRIERE
T, ZREEETHERENL. il MENTEiE). FRRSEM T SHNARHATUR
IKEARAIFFEERATRESD, [RESTHFHAIRSSERE, BNAFREE LB EHE.

16-4: MEZABHRKRSTSE (BnE MEZEERT ACK B EERMNAH)

PIEE=ZRRARSS ACK f&E1Tt

bl BB = &5 88 IR &5 Kubernetes kit (ACK, Container Service for Kubernetes) 2 —FIE & I
Kubernetes fR55, ETFFIE Kubernetes 133, 12EPIVRISSmHFIEIERE]. ACK &L T
BREFHE. WENLEE, XIFSMN BB R FIHFEA T IRE.
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BEXGERIE
1. BlEREEEY
ERMBRIEHEE, HABREESS > Kubernetes &8%:

o R "BIESET, EEREREE

o ECESRER. M, JRXATRSEE
o IEETRASIIEE (CTFHRMHRYE)

s BENSZSHNLEIRE

o ToRkBIFEE, Tk kubeconfig {4

# BCEAHM kubectl
export KUBECONFIG=/path/to/kubeconfig.yaml
kubectl get nodes

2. FBBARRNA

&1 Deployment ERE R A :

apiVersion: apps/vl
kind: Deployment
metadata:
name: web-server
spec:
replicas: 2
selector:
matchLabels:
app: web
template:
metadata:
labels:
app: web
spec:
containers:
- name: web
image: registry.cn-hangzhou.aliyuncs.com/myapp/web:v1l
ports:
- containerPort: 8080
resources:
limits:
memory: "512Mi"
cpu: "500m"
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kubectl apply —-f deployment.yaml
kubectl get pods -0 wide
kubectl logs <pod-name>

3. BERS

Bz Service EEMNFA:

apiVersion: vl
kind: Service
metadata:
name: web-service
spec:
type: LoadBalancer
ports:
- port: 80
targetPort: 8080
selector:
app: web

WA :

kubectl apply -f service.yaml
kubectl get svc web-service

PTEEZ Docker FRFINESECE

AT IMRME BRI ESREIEE, FTLEEREGINERSE. MERNERRS ACK AF
R T REBRAVREINEIRSS.

SRENDNiERS il

ERMBREFR[EERSENE, £ "RETIR" > "REMNER" RN ARIILESEIE (20U

F https://xxxxxx.mirror.aliyuncs.com) ,

Linux Z&EcE

YRtk El3E /etc/docker/daemon. json S{&:

sudo mkdir -p /etc/docker
sudo nano /etc/docker/daemon.json

SINEESLATRE (BRRRIINE=RHELIE)
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{
"registry-mirrors": [
"https://xxxxxx.mirror.aliyuncs.com"
]
}

EEFINEFFES Docker:

sudo systemctl daemon-reload
sudo systemctl restart docker

IERCEERL:

docker info | grep —A 5 "Registry Mirrors"

Windows/Mac Et&
£ Docker Desktop HY Settings #:

1. # N “Docker Engine” tRx&s
2. Y748 JSON BeE, 0 registry-mirrors =FE&

3. &iF "Apply & Restart”
Mz hmEER

# MINESHEES (EEZEEHETT)
docker pull nginx:latest
time docker pull alpine:latest

PIEE=EREGFRIRS: ACR
FIE=ZSBRE&ARSS (ACR, Container Registry) 2SS EEEFEND AT

o WERBCE: IF2 1 HETE, MhERERIES
BSRE: =inmEIEE, STFEEL CIICD
B BaUEGPRRAEEAE
BitRSH: STFREES MU ESTIINE
£5Ak ACK: 5 ACK 425k, BhSMmIAIE
BSIRAEE: B, BERUHEE. (RERE
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SoEEHEX AR

# BRIERZBERECE ((€F Docker ZR)

# (FEMIERNKS ID F1 RAM i55ZSHELE RS

docker login registry.cn-hangzhou.aliyuncs.com \
——username=<fJE =W ID>

# HIERPTEZR 2\ FF 5
docker pull registry.cn-hangzhou.aliyuncs.com/library/nginx:latest

# HIERIES
docker build -t my-app:v1.0 .

# WNCHEGFTE R
docker tag my-app:v1.0 \
registry.cn-hangzhou.aliyuncs.com/myapp/my—app:v1.0

# EXEGITER ACR
docker push registry.cn-hangzhou.aliyuncs.com/myapp/my—app:vl1.@

# £ Dockerfile HAfEfH ACR &%
FROM registry.cn-hangzhou.aliyuncs.com/myapp/my—-app:v1.0
COPY . /app

RUN echo "ERINERME=REG"

ACK EEB¥hfiEFH ACR /&

£ ACK &ERtrh, SEARBRGNEEIL (Secret) , SAfRTE Deployment F5|FH:
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apiVersion: apps/vl
kind: Deployment
metadata:
name: web-server
namespace: default
spec:
replicas: 3
selector:
matchLabels:
app: web
template:
metadata:
labels:
app: web
spec:
# UIREMEHSR, FEERGIEIE
imagePullSecrets:
- name: acr-secret
containers:
- name: web
image: registry.cn-hangzhou.aliyuncs.com/myapp/web:v2.0
imagePullPolicy: IfNotPresent
ports:
- containerPort: 8080
resources:
requests:
memory: "256Mi"
cpu: "100m"
limits:
memory: "512Mi"
cpu: "500m"
affinity:
# BOE Pod [RFFIME, HEIEIFETA
podAntiAffinity:
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 100
podAffinityTerm:
labelSelector:
matchExpressions:
- key: app
operator: In
values:
- web
topologyKey: kubernetes.io/hostname

BIEFRGRIEEIE
£ ACK EER¥h6lJ7E Secret, HTFHIBFABRREG:
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# BIEEEFIEN Secret

kubectl create secret docker-registry acr-secret \
——docker-server=registry.cn-hangzhou.aliyuncs.com \
—-docker-username=<fIE=MKFID> \
——docker-passwo rd=<RAMif|aJZ4HE 20> \
——docker-email=<fpigitbi>

# BEELIZER Secret

kubectl get secret acr-secret

kubectl describe secret acr-secret

ACR {i%

o £ ACK S SRS OISR, BSHINE
o 3Z#F Helm Chart FFAEFINRAETER, J3{EMNAZT
o RHUHFEENEFMCGEGOEEERA

o TEEITHEIHREEIRINEE

o XFFREGEMIEIIRRERS
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16.4 T S~
16.4 L Sfhr

WE 16-5: fw, AWS B2EERTRBFEEZ—,

i

BElE

i

LRI =)

WS

16-5: AWS iR

AWS, BP Amazon Web Services, 2151 (Amazon) 225HY 1aaS ] PaaS EEIRSS. AWS 12
TREREMIRENNAREFRS, SRRV FREBEPIET—YINARER: MNEWNEREFRN
AEWEIE, R BN BER. AWS HEFAFRHEESTTE. FiE. ZURE. A
EFRERN—BERITERS, seBHBEE T IT L NRAFILEF KA.

R, AWS BRIEREENAILURIZR S AMR:

1. Amazon EKS: 35E& Kubernetes =#I3FHE, EEINERRETIERE,

2. Amazon ECS: AWS FEREmARS, ESRESEMN AWS 47 (IAM, ALB, CloudWatch)
7=
3. AWS Fargate: FoIRSZEEANEITHS, A5 EKS/ECS &&FH, BT R4,

4. Amazon ECR: BIECERS, IRUFMBEEGER. HESiHaEHE.
SCHEEIN
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o FR\EE%R Kubernetes 218, {LH05%IR EKS;
o BREMEHEEIERWSFEETE AWS, TS5 ECS + Fargate;

o FTCTRHAS M, EBEINER ECR F—EEREEwmEE.

,,,,,,,,,,,,,,,,,

User / Scheduler

AZ2

Container Instance

Docker
Task

Task

| Container ”-I
T
T

1
i

1

! | Container n-l
1 e

1

1

| ECS Agent

Container Instance

Docker

Task Task
| Contalner | Contamer

ECS Agent

Container Instance

Docker

Task Task
| Gonlsmer | Contalner

: ECS Agent 1

A_—‘_‘

Cluster Management Engine

Key/Value Store

]

16-6: AWS REERS~=E
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16.5 Z=EEREE
16.5 SRIPEIE

PWEIEERRBSFEN, BEASTE AWS EKS, Azure AKS, Google GKE LAK EIRHIFMIE =
ACK, M= TKE Z|BhHT1UE.

16.5.1 =KX E = Kubernetes [EEXILL

454 Google GKE AWS EKS Azure AKS
MR =R, BEEK8sH YRS, FERE BREtX, EhEE
HHRE AT 3 =
2158, Bk, 2158, BHFEER
EHEEEE B, s/0akE
22 (R - 2
15 GKE Autopilot #8582  Managed Node Virtual Machine Scale
ke SHEETS Groups LEEE  Sets
——— VPC-native, HEEHLE AWS VPC CNI, Pod Azure CNI (;B#E IP
4 -native,
VRS mmskEn vPC 1P £) 5 Kubenet
5 GCP HiEDHr. Al S AWSIAM, AL, 5 Active Direct
] 5 Active Directory,
CloudWatch rE
AL IRSBEMES E_ou ateh SRR Azure DevOps EERLIF
™=
16.5.2 Z=EPEREK

fETCWNSZSEY B, B—=FEaneimeEmBEamK, S=abENIEE,
1. B=RE&: Active-Passive

FREWSIETHE—= (W0 AWS), FHELHEHEIR—1z WRESR). SETRERER,
PBRAIE =,

LR ZRIGIENS e, HiE—EUETEhl.
c RR: RRNERZE, tIIEJEEH RTO,
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2. ZiEEPE . Active-Active
WEERNEZN=LLET, BY2BREEE (DNS/GSLB) oRiRE.
o fim: SO, MITENEAEFERE,
o R BUEELS SR, BaMEERAER,
3.Ba=
ZOSUERISR SREBERE = (IDC), B SHATEISHEBENE S,

e TEH: Google Anthos, AWS Outposts, Azure Arc EPEN TR ES=H—STEME.

16.5.3 i

o BIAEE: REFAIVEDN Kubernetes API, IS ERIUSFER] Y CRD HEBRS.
USRS N BEYnT a1,
e laC EH: (M Terraform 8¢ Pulumi &£ T EH—EBES=EIRHE.
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AENE

FENG
KENE T RAB=IRSXS Docker RIFARSRE, LINFTHINBRTFA.
FEL L, Docker FARIHILE SHIRAHERN T =IHEITIAIA R,
BYESABRAIEEUA] Docker 53, FIREIRISGESAIIFAL, €I

o BERERIFEATHIERERES,

o MARZEENL, WABERHRSHFFZIFRHITEINSZOEFA;

» FRARBEZH Docker RURFIEE NS RANTRAIN RN,

FRS, BRRSIEASEUNSURISERRMERAPER, R
HFE T MAFRIIRENIZER.

7 RIGEREASHERN? WIER Issue B PR,
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BT LESREEES

REBNEE Docker #1 Kubernetes ZAMIB2RESRIAR,

FERE

e Fedora CoreQOS &ift

o TABRHBUTIEREIRITHURERS.
o Fedora CoreQS LESHIE
o CoreOS HIRESNSEAREE.
e Podman
o FRA Docker CLI B F—ETIFHER=RS|Z.

e Buildah

o FCEESFIFHITEN) OC| BNeEEGETa,
» Skopeo
o IR EINETEREEGRAIFIE.
e containerd
o EAMRBRESEANROBRIE T,
. ZozseEan
o BUIRMHEERBEMIERRIIERERIFATIZE (40 Kata Containers, gVisor) .

e WebAssembly

o —MMREBNYZERIETE ZHEIEIE.
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17.1 Fedora CoreOS &%}

17.1 Fedora CoreOS {81}

Fedora CoreOS @— MHMEMB, &/H, BHEH, LUES[APONERERSE, AMUERTE
B, MBRRIIETT, FEXNIEIT Kubernetes BT 7. BETELS CoreOS Container Linux
#1 Fedora Atomic Host B9{L /X, 4§ Container Linux F98Y Ignition 5 rpm-ostree #1 Project
Atomic HRY SELinux 3BItERAEERN,. EEGERRHEENSSHEN, e, AMEMETE
BBV TIEfRE.

17.1.1 FCOS %5t

— I RIVCRERSR

FCOS #iRIT R — M ETERIIR/IMLAIIMARRIERSE. BHIARI Linux RIEFIITHE 40% B
RAM (K£9 114M) F7e¥FM PXE B iPXE FERERIERIEE].

REai

Ignition 2—MECESLAER, FIEENECES 4 (JSON 180) ARIBIXECERCE FCOS R, Ak
ERVEMAEIEFME, XHRSE, systemd FIFEF.

Ignition ZERF &R E5NERE (7E initramfs &) izf7—X. HTF Ignition NIRRT R ERIE
7. BltETUERRPZEFRENZEIERNHESX, AU ERSE, SIEBRPHEAX
%, A systemd FEIAT, systemd IRFBEWBBNELEE, MTINR T Bo0AdE.

BEaE#T

FCOS {3 rpm-ostree RFEHITESMEFR. TFHR yum FARIBFEARBDIRER, TRZ rpm-
ostree & 0S FARIEA—NRFEITHIT. A OS IEEAFIARAIT, HETREHNSISHE
. WWRFRHIED, W—RERMNEFENSERFREZCRIRVRE. R T RETHRIIE

ERENIRNPERIER/,
BFRIR

SR, SHIFNEMSIRASENTS, FCOS B—ARETEE T Docker CLI, podman
CLI TEXHFEZR_esiniThiIheE, AlaniatT, B, =1k, ZIHAMRESSF155. skopeo CLI
TEOLSS, INENSEE%., SR LUER crictl CLI TER4ME CRI-0 B85 | B haASE
B&.
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17.2 Fedora CoreOS &3t

17.2 Fedora CoreOS &3

17.2.1 % 1SO
£ FZTOAE Bare Metal & Virtualized Fr&S & ISO,

17.2.2 45 FCC

FCC & Fedora CoreOS Configuration (Fedora CoreOS Et&) AIEFR,

## example.fcc

variant: fcos
version: 1.0.0
passwd:
users:
- name: core
ssh_authorized_keys:
- ssh-rsa AAAA...

¥& ssh-rsa AAAA... BB AT SSH %8 (M F ~/.ssh/id_rsa.pub),

17.2.3 ##2 FCC 73 Ignition

$ docker run -i ——rm quay.io/coreos/fcct:v0.5.0 ——pretty —--strict < example.fcc > example.ign
17.2.4 ##; 1SO [SaIEHNHAHRSE
EIMWHRESE 3CGB LI ELRTF, BUSTEEN.

RN IRFITIA T <SRR:
$ sudo coreos-installer install /dev/sda —--ignition-file example.ign

TR IREHERIAER.
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17.2.5 {sEFS

$ ssh core@EEHIHIP

$ docker ——version
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17.3 podman - F—{ Linux g THE

17.3 Podman - F—{{ Linux 28 TE

Podman @— 1M TFIP#ETE. 5 Docker S EEFRBHT—K Linux 28T E. BH Red Hat JF
K, BERH—ELRENBEEITTINEG,

17.3.1 Podman vs Docker

Podman #] Docker iRITHES L EFAEREESR, FTEMRINEZRITFINPRES L,

desiet Docker Podman
C/S palzh N , ikas \# 2

;g*g / *1:/] {Kﬁij_?FL*EE %??}jﬁfi (Daem0n|eSS)
(dockerd)

FOAEE root B8R (B2H ZFRIASZHF Rootless (JE root F

PR
Rootless 1&=t) FiEf7)
& FERIESE SR (Compose, EFENAeE B
- Swarm) Kubernetes {3
B5aE docker build podman build 8% buildah

17.3.2 &%
Podman IFZFUEMER SR, LEIFEHEIEE.,

CentOS [/ RHEL

$ sudo yum -y install podman

macOS

macOS FEEZAE Podman Desktop k@it Homebrew 223

$ brew install podman
$ podman machine init
$ podman machine start
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17.3.3 EA{#H
podman FUTES1T/LFS docker TE2FHE, KZHIBER T, RRFTHE docker EE/9 podman BIF],
BITHES

## $ docker run -d -p 80:80 nginx:alpine

$ podman run -d —-p 80:80 nginx:alpine

FIHEs=R

$ podman ps

G

$ podman build -t myimage .

17.3.4 Pods HOHES:

5 Docker <A, Podman I3 "Pod"BIHES: (ZE{LITF Kubernetes Y Pod), FIF(RER—MB4s
BXERIETE) e

## EYE—T Pod

$ podman pod create ——name mypod —-p 8080:80

## 7£ Pod FuE{TEEE

$ podman run -d ——pod mypod —-—name webbing nginx
17.3.5 1 F#2E] Podman
ANERARINRER docker 3, PILAEERMMIZERIE:

$ alias docker=podman

Systemd 55§

Podman AJLA4ERK systemd BT, ILRREEBRFRS —HEE.
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#t CIEEREE

$ podman run -d —-—name myweb -p 8080:80 nginx

##t £RL systemd XfE

$ podman generate systemd —-—name myweb —--files —--new
# [SHAHIEIRS

$ systemctl —--user enable --now container-myweb.service

Podman Compose
B %X Podman 325 Docker Compose, {BFEELEIZE N/RAIEEERBHA(ER podman—compose,

$ pip3 install podman-compose
$ podman-compose up -d
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17.4 Buildah - BeSEGAE TR
17.4 Buildah - EEGHEETEH

AT5/048 Buildah, SEEEMELS. NAHRIUNRERES,

Buildah f&1}

Buildah 22— NATF#3%E OCI (Open Container Initiative) FRAIBX BB ENFERESSITIA.
5 Docker BE—HIZ{THITIFHTE (daemon) AR, Buildah HiRIHHIRELHETIFHE
(daemonless) BPEIT{E, HEMWAEHIZEK root t¥R (rootless) . IXHISFEIFEIEERL/FFELEE
(CI/CD) NEHITRRENREEENEEERS.

Buildah B Red Hat =5FF%, @& #F0 Podman, Skopeo —#EfER, #WIANEME. Z(TIEES
BEN—ENRHCIER. ARSEEIERTEUIILHEKETIRAENZES, Buildah 2 docker
build SHRFEBRSZE.
O
o FTFFiHFE (Daemonless) : Buildah BEEEIRFAEAREL. WEIEXES, HOTESA
HPEAIX B AR
o MEYER: YLUEHBGIRNERZFEIAN, HEEABABINNIEXNEHTRE, 3

=
MR IMo

o FEAM: RHEHMRIESRY Dockerfile, iFRESE£23EZS OCI (Open Container Initiative) #x
JEEF Docker 183X,

e 5 Podman ££p§: Podman BB E&AIHS podman build [EESLFR 24K Buildah
EESRSCINAY,

L4 Buildah

EFFZERAY Linux ZIThRFERTLIBIE B B eRE & %% Buildah,

L)\ Fedora/CentOS/RHEL J9f5ll:

$ sudo dnf install -y buildah

LA Ubuntu/Debian A6 (FSINERIERE) :
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$ sudo apt-get update
$ sudo apt—-get -y install buildah

EhtiiEapl
1. NIIER Dockerfile A E &

Buildah & E WHIFBIAFE Docker —H£1RHE Dockerfile RIEFE R, TJLABEREER buildah
bud (87 buildah build-using-dockerfile) #p<:

$ buildah bud -t my-app:latest .

TALEREXSE E, B5 docker build BIRIESES—34.
2. XENTEGTFREE

BRT{F8 Dockerfile, Buildah &3EARITIEER B T ERIZETIBMIAATENE, FATATLMN—
miERRG (BERE) FatE:

# HER—BhliEE5
$ container=$(buildah from alpine:latest)

# FEGEE R, HEERPBRE

$ mnt=$(buildah mount $container)

$ echo $mnt
/var/lib/containers/storage/overlay/xxx/merged

# FUBEEVEEZEEX Y, T s BB sIERNE TS
$ echo "Hello Buildah" > $mnt/hello.txt

# LR E S
$ buildah config ——cmd "cat /hello.txt" $container

# GBI IIE G
$ buildah commit $container my-hello-image:latest

# HIEES L E A LA IS H SRS L X
buildah unmount $container
$ buildah rm $container

A

IR AEBCTVKEFRABER, BRATNATLUE DASERSiAnER] bash BIAS, TFEAT
MR GRS REEIRIIEEFIZITRY Dockerfile 15,

3. BEEHEEREK
BT buildah images AILABESREMETRIGRS. HEXRERIINE Registry B+ DRE5E:
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# BEAMLZERIEG
$ buildah images

# HEEEEE] Docker Hub ((TEFESLER)
$ buildah push my-hello-image:latest docker://docker.io/username/my-hello-image: latest

FEEELTERNNRER AR, Buildah IERGHREZENTEMS & OCI RERIAFREE.
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17.5 Skopeo - FESREEE TR
17.5 Skopeo - REHEGEETH

AT5/148 Skopeo, BIEEEAMRS. NAMRUNRESRES.

Skopeo &1t

Skopeo 2—1"H Red Hat ZENFFRRIGSIT LR, EHUEATRIZTERTIFHEE (40 Docker
Daemon) HYAHE T, MERRGHITREASHRIRFNERE, € 08, 86, MRNEEHE
1E.

Skopeo BARISABRAINAE S HEHNEA I AT, ERIETH Registry (HEOHE)
ZESRREARE, WIAEETEHRIMEsE. RERCESSELNS R ER
AR
I

« I BT skopeo inspect AILIBETHCEPRGITTSIR (PUISAMLE. K

ZEES. NOwLF) , MxeLFARZEREE.

« REEHSAY: HIFSFMMSIZEREESE, WEFRNSRCEZE. BEN BRI
FXHER. SEFESN OC (hBEHEE.

o FBGMER: TTLUSEERRECETRIESG (SEHEENR) .

o BRWIF: IHFEDSKBEEHITHFEBLUREZ M.
4= Skopeo
Z5{IF Buildah, Skopeo thEZEEESEKAERS TR Linux IR,

1£ Fedora/CentOS/RHEL & A& 1ThR

$ sudo dnf install -y skopeo

1£ Ubuntu/Debian H:

$ sudo apt—-get update
$ sudo apt—-get -y install skopeo

WNERE macOS RS, mILUEIY Homebrew &4t
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$ brew install skopeo

EhitiFiEpI
1. ISR EER

BIHEFHRNABNETHEGIFRER, FABREE. TEZQE Docker Hub EAJ Alpine $5
BAIGIF

$ skopeo inspect docker://docker.io/library/alpine:latest

XN S eIRE—ER JSON B IEHE, HPEaTRWNE&IEE (Digest) . SIEARTE. 2844
(Architecture) . #3& (Tags) FFXEEE. EEMHNIENRSHEREY, XE—AAE
TRASREE.

2. AESEHER
skopeo copy RERENIZHIGL. EULUEARNECE. FREIZALEREERS.

fal, N—PMaHECEEERZREGEE—NFABERWVECE (LHFEEET docker pull EIAM, B
docker push) :

$ skopeo copy docker://docker.io/library/alpine: latest docker://registry.example.com/library/alpine:
latest

NEE, RALUSEEREGANEIA, RATIHEEIREEISI, ISRGERERIAE
B3R LA OCI Hisef7h:

$ skopeo copy docker://docker.io/library/alpine:latest oci:alpine-oci

MRBFNERAMEN BR TR TBFRIREGEIXER Registry B NHEFMHREIHE T
XY, Ea:

» docker:// iZtif Registry

e docker-archive: [ docker-daemon: Docker X MZAJITRY S4B AT IFHTR

* oci: [oci-archive: OCI ARSI\

o dir: AR
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3. REEIS%RE

MRFERMEELATHECELNEG, EFTEEIRFER TLS IEPFIEMN, Skopeo BITHEEHRRRER
FRUSZIFRY, LU LABREEIREUN —-src-creds 8f ——dest-tls-verify=false F&#{, XA
TRERENEREEIREIRFPEESER.

ST E A SS M SR AR A Fl TR R B BRI ki, Skopeo 12T —NEIEMIBARIEN
Bz,
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17.6 containerd - #ZI)>SE8i={THT

17.6 containerd - #&/()ASS8i={ThHY
ATNE containerd, EEMRBSRAKRPERAZOBEMBIEZ—. THE containerd BEIFE

IRNMIEAR Docker F1 Kubernetes FUJEEIZTTHLE,

containerd &1}

containerd 2—MTIWARENBSREITH, ©BRYIEH Docker 5|2 eh R EHRA— Mz OEE,
[G3k Docker KEEBWEETREITTEEESR (CNCF) , BRIBZE— CNCF Bl
(Graduated) ImH.

ENEEREEEER N EEN LBEREnEE, 8E:

o RERUCHMENE
o BeUTIIER
o EFREMMZEONER

fEeasE, S{RIEEA Docker 8% Kubernetes B, EIFXEEREBERBIERSAED (W0 Linux AY
Namespace ] Cgroups) RENFIEERI/HEN, FER containerd (REFFERAY runc 48
) .

5 Docker ] Kubernetes 9%
2% containerd, BGEIEEE SRR BEERIFRY Docker LUK Kubernetes BIXE.

Docker 9283

£8Hf, Docker 5|ZE2— 1S THEINEERIREEN, MERANKEMNIREAXESK, Docker
BEEX TR TIAEI DRk, A2k T containerd & runc,

HAFHAT— docker run @pSHY, AR AEINT:

1. Docker Client &i%Xig3k%5 Docker Daemon (dockerd) ,
2. dockerd B KEEALS containerd,
3. containerd JEFFREMNARNMNEIRNE, JAFEA runc,

4. runc TA=$ZAEB OCI (Open Container Initiative) T, At {TEIFRISSEHE,
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Ett, Docker BITESLER EEMIZTE containerd Z E— MO ESHAAERIFE Y (RS

f%&. Compose BE%) RUILBEFES,
Kubernetes 5 CRI

Kubernetes fEA— 1B REHIR R, N THEBEEARBIRETHHOSIMES, 5/A\T CRI

(Container Runtime Interface) Ak,
o BHBRRAA, Kubernetes BAIAEA docker {EAIEITHY, BIT—/ MR/ dockershim B
143%34Z Docker, Docker EB3d# containerd,

o [E#E containerd [RESTIFT CRIiHH, Kubernetes FHAEIES containerd &5, Xig7T
dockershim ¥ dockerd B9HEIE. XFESTAM Kubernetes v1.24 FI4"ZF Docker"3| A&
TIhizRiE, EFRE Kubernetes RZFFF dockershim, JREMATEFEM Docker EFE it
49 containerd,

N4 B8 containerd?

STEBMN BT A& R, Docker (RARAIAAIIMKANER. ENTHESFES. Btk
HREETE Kubernetes SEB¥IRF LI2IMRiR, EIZEMA containerd AJLAHR:

- FEEMAEESE/ITFE: ST Docker Daemon EIINAMAEIES A, $EIREME.

o EEANREN: (FATETITETRNNREEHE, e OINss N iaEEEi=is,

o EBHHS Kubernetes CRIFRAE: 1E4F4 Kubernetes S2REHENINERLS.

EEEZS5TAENA
AETF docker SITIE, containerd &7 ARNEFimkimEARRERDE
e ctr: containerd BmRIEIXAEFin. ©IhgetticEM, FERTHAE T A containerd
AT THEER, —RAMEAIREZBFNEEEETE.
e crictl: Kubernetes 29 CRI 51T THE., BRATHIE Kubernetes i LRI EEFNIDIE
(Pod) [AJRK,

o nerdctl: XE—MHEREFHLXMAR (EFER containerd MBN4EFE) AR, TE2FE
Docker CLI fK3&AY containerd S 1T& Fim, X3 F IR T docker run/ps/build FpSHIFER
ki, nerdctl BAJLUEANBERRIE containerd FNIREEN R, FEEAITERIGERER (K
#fi BuildKit) ,
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nerdctl SEFEAI
ZHe5c containerd # nerdctl f5, {REJLAKRIEZIJ LIS Docker e —H B4 <S17:

Soog

# JFa—1 nginx ZaES
$ nerdctl run -d -p 8080:80 —-name my-nginx nginx:alpine

# BEILITPHIBEE
$ nerdctl ps

# BEFSEG

$ nerdctl images

ST FHpL A B4 T IRFSEs L RIE Docker [BEARTR, {BXIBE(REZE( Docker HEMARSITIRE
BIFEF, containerd + nerdctl 22— M{ENAHS.
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17.7 R BBETH
17.7 REB/=RETHY

AN BESFAESTHNREE TG, TRRIERBENR M EHRE Linux F=REH

—SHAE, EA/ME Kata Containers ] gVisor,

I ARBREEE?

FREERY Linux 2§88 (40 Docker, Podman &Y containerd/runc FrigftAY) KT Linux A
BJ Namespace (##ZS[@) # Cgroups (IZHIEH) RECIARKIINBEESTIRERS. XMiE
EFNEMAXHZRE—NMEENIAZ.

REXMAAEUENENEELAEERMSE, EBHFRT—ITEENHRR: REY
(Isolation) FRB. WRENFRNAGERHIEFN AT BENARIIRRETTH T #K (Privilege
Escalation) , BB MEENLINRE LIETHRTE RS RHERMECK IR,

MREAB=E (BHFPZE) SUETAENE=ZSBE, EENZERARARBLEMN. A
THRRX—E, HtXEHT "ZELB85 (Secure Containers/Sandboxed Containers) "BYHES,
TERBENOIESE: IBESSCUEMTAEREY, BINRERUBSSENER. REEHNE
LETR,

H4 2 Kata Containers?

Kata Containers 2—1MNFRIIE, B OpenStack Foundation (& 479 Openinfra Foundation)
1BE. BRI NIE —Intel Clear Containers 1 Hyper runV Z5&mK.

Kata Containers BUB/VBESE : (EFIRBRIUERWL (Lightweight VM) RiE{TE— N E88HE
Pod,

TieRuE

4{EEFH Kata Containers i, EAERERBIEN LEBI— M E@BRHIIHRE, MERA— M SEaEN
CRIEHVETRERRR (40 QEMU, Firecracker & Cloud Hypervisor) Fa—NERIEHINL. Bes
R R I TEX NEIW IR E I 4SH Riza s,
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- BERS: RAREECIIRYAZ, ESHANNAFBRZRR@ZY, SHRREEmINE
MHEPALRRIR®Z, RATEMREETEERNRZ,

o FEAM: Kata Containers T2 LI Y OCI (Open Container Initiative) #52#0 CRI
(Container Runtime Interface) ., XEMKETCIILMES containerd 8 Docker UREIE
ITRITCEERIRERIARY runc,

e 5 Kubernetes £5f;: 7 Kubernetes &, {REJLAA—MEERY Pod FEXE runtimeClassName:
kata, ILEHEAMESBEEiTERIUN KRR EIREH,
H42 gVisor?
gVisor 2H Google FAFH RN —FAEIRIKE AR T AR,

BRI T 5 Kata Containers T2 RNERIAIES, EARENTEREIN, MERHT— K
&% (User-space Kernel)

TERE
gVisor B LAMR— R Sentry RIFFZEIFFE. Sentry 3378 T — M ZAE"HIAE.

o LRBRNNFEEHRTRSEA (System Call, tLINESE. MEERE) i, XEERS
# Sentry =B T—REMMWAIE, ARHBHE Sentry BT LT IRFNAERANERE RS
BETRZ,

o FJ9 Sentry ARSI T —E Linux RFEEMBENO, SR> T NAERZMKRERFR
FERRAIRER. XA T RRER R REREIEE IS

o gVisor E#EFRA OCI #l5e, E s EEIRA runse, IJLUWEAEEIZITATS Docker B
Kubernetes 756K,
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RESRITL

54 RV Linux 2588 Kata Containers gVisor (runsc)
(runc)
R Namespace & BZERE I ﬁ_ﬂi):"iﬂj\]’fz (RAER
Cgroups ) =8)
MR (HEE=EBENAR e EEREUHE & (RPDRENE
Zett -
%) bRE) H)
FE (REEWmL PFIRS (BURT
R4S
s R FEED e SO
BahEE IR (ZRFRR) R (RZA) R (BARERES)
T (BfERDHEZ
5o AR TR
Fak (FRRERA | B0F (RE7Er AR =E SR

PRSI ) SR TARE)
Y= B =]

NS, EI AWS XEHEN=] BB TEXI LIRSS 881088 (Serverless Containers) BIEEL
B 2R BV ETEES Firecracker, TJLABIERLTEARESHS Kata HUAENREEA.

S FEBIMIRS T A RN AT REAEEE RFERLTER S, BEREEASHPFERIRS (Paas) .
BITTRIRSIBSITEREL (FaaS) ENEZeREEKIREIHEF, LA Kata Containers #1 gVisor
IRENLZ 2 BEARNH T EXHNE.
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17.8 WebAssembly 53583

17.8 WebAssembly 5522

KT8 WebAssembly (BI5 /3 Wasm) AR ENARAMKERESHEZIEBRIBNG AR
5

H42 WebAssembly?

WebAssembly (Wasm) z#]2H W3C ESAI—I8 T RRARMIIH JavaScript HEEMRIAT A BRI,
AR, BR—FIMRRRY. INBARRE. BRUEZEDENERTHEISUAESERENE., BTk
C/C++. Rust, Go EFEHIESIRIFM wasn 181, XEEFITLERAEMGINARINGEEEFLEER
[RERBRREREREMIETT.

AM, —TURAATRIRIURARA, MMTNSHERR I BESTE TR FE R ?

RAFRAXEREIRE], Wasm FrEBIZFHTERES T =RERIRIIFK. AMMIEET#E
40 WASI (WebAssembly System Interface) Xt£A9tRAE, BEBEIMNNEEST BRI T RS 28 imE
ERZZ L,

Wasm 5538547 RE
% Wasm NEETFIRSFIRET, SEME T —LalsettiE4t Linux FEE NN EASME
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1. HRIERNSEaIMEE: E5% Lnux BREAKUERMNEERS, EEBIKATEREY
Namespace #1 Cgroups LAR—E#ENHZRESR, BERZLIEZMEIIF, MM Wasm &HRAE
BIXERZIBERNE, EBENEVZHATHRMANERNGT, XNTERS SR

(Serverless Functions) M= E2EXHBEF.

2. BY&1 (Write Once, Run Anywhere): F{iJX0i& Docker R R[BESYIEEEMN. R
2 x86_64 FE LITHIER, BELEIEEEET ARMBRER (WFER M RIS HEZERN
BHIK) FEEETRERB, BRIEFER QEMU HITEMEEIRHREEIHEES LM (Multi-
arch) $R{&F] manifests, T Wasm ZHFIAGEFELXNFEFHESHBENX! RimEFE
HRA—H wasm BTHUTIRIR, RRMUEAER, FATLITE x86 A9 Linux fRS588. ARM AUIH
Zigtg. BEZEE Windows 1 macOS EEE@ET Wasm i=1THIRIRENFIIT. EIEMEIT 4R
B5—R, BEbEiT.

3. RANZLDFENSH: Wasm it Z WM EE MR E NN GRS ERERIEITRANABN,
EHHTRRIEERS, RATRFNENSARSER, BAREHRERBHEFRRAY
Xaae). HEAR2REELLEIKEE Namespaces HlHIRIEZRZA Linux BesE 1R
&,

4. RNHNBHRA: Linux BRFEITE—EBENBEZEEMLA 0S REREN. M—IMriXlF
AIThRESTERY Wasm #RIRIFREEARZLIREEL+ Kb, RAMEINR T ZiE K WEFI A
W,

24 Docker i&_E WebAssembly
I BRES R RS, Wasm FAREEREMEUNERRT Docker & Kubernetes AR,
TR T —# 5 Linux FEREAMTEIE eI TIERERE,
B#l, 1Xi@Z OCI (Open Container Initiative) 1 CRI #&ESEI 7 &/ IS —:
1. %8 Wasm 7879 OCI &g : BEANBHIFESH Linux RootFS, {BREISIRENINITETE

EERI LSRR R E . wasm 1R RN A— eI LAHEEZE Docker Hub aiE i
registry BIFNERGIETE.

2. BT REEIE{TI BT Docker BE£540 WasmEdge # Spin & MHEERIB VLR Wasm i=
TR T T BN ETE.

AN<S1E Docker Desktop BE SR 1 containerd RYMRIER, FHATTLA+o BB E B RERRY
FEAEFREFIEIT—MET Wasm RiFNGEIRIRS (BISIEEEMNAY -—platform BE 245510 -
runtime=io.containerd.wasmedge.vl i®E) , BEHIUBEXNF— MrERBHE—#1L Docker A
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HiZgEHE. EEHEXIINSGROMES, EZE®IT Docker Compose &—/NEBAIEHERE S 5L
55— Wasm {{iRSS LI RIERET .

R

BEERANREE WASI HEEARRIREATE (AR EENERFTMEX SR AR FAGIRS
) . BIBELEEMBNETES LRGSR AR, ks TFERENTEYEREIE
PERNEREGERHRSFHERAX—ABERLRVEER HMES A" EE., ETNNE
3k, Wasm B ATRIRES Docker ESHIEEHE,
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AENE

FENGE

Docker HIFSRAESHIME—IRE, THEM T RS TRIEHRIMH SERIBREE,

me y=4\Vi R
BilE#H. AUTEMIRE.
Fedora CoreOS BESUIRIER S
raer = SRETRER
To<FIPIAFRE. F'ZA Docker
Podman ANEESHG|E CLI. 3% Rootless &8z, %
R4 Pod
Daemonless T{Fi&Ez,. RiE
Buildah BEiETE
e I BB A iR
T EAIBN RN R e Bt 5.
Sk RGCEERE
opeo REEES BSOS TR
RESX. & CRIE. 2
tainerd ZINEREIE{ T
container 2O EEE T Docker FEEZ—
AR EREIL (Kata) 2¢F
R e A1 ] PR R FEIE T &M% (gVisor) BrLE#ESA,

wHEZE

RN, IREIBIRE RS
Wasm B TR BraksESIHEEN
HYfSmERIFT T3 T

Podman vs Docker

MENEEXH:
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XL Docker
FHHE ZEH dockerd
BUR FRNAFEEE root
CLIFER -
Pod 37§ RZHF
Compose docker compose
SE{ER[SHEE
o [EESCIL: BFERANRZE
s TL: BeELeXLHK

7 RIGERSREMGHERIN? WBHEAS Issue B PR,

Built with mdPress

Podman

Tore FFIHE

[R4 5745 Rootless
5 Docker :p$FA
JRAESZHF Pod &

podman-compose EFESIE
e


https://github.com/yeasy/docker_practice/issues
https://github.com/yeasy/docker_practice/pulls
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FH\ERe

SRELREFIENBOROER, KENME Docker MRS BB
BT ENAR

BUEE: SEHEEEENA%, REESTREMUI. WAEEFMEMZ e BEEFE?

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

PN e Tt
i#_*l:l ==

Namespace <-- [EEiAR
Cgroups
Capabilities

R Z2tEE:

[ == H-eb+2
méﬂ—“—‘—’ﬁﬂ—‘j)
Guest OS

Hypervisor
<-- [REBLA

Host OS

FERE

AEiKzE Docker REMIZNEE, MAZIBETHIZNZITRITHFMMHA R 2.
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° 9"’;?‘ ZS[E
o MBRTEIZEEN. User Namespace SigINBHF.

o Izt

o j@id Cgroups [REISREIRME, BLEEFFERKE.
. i

o Docker SHPHENZ SBCE SMLEI I,
. pNiZAE |

o Linux Capabilities BOZR¥ I PRIZH,

e

o BigLe (BEEH. SFWIE) . B17HH%E (ErootizfT. RIEEERS.
Seccomp. AppArmor) . Dockerfile £4&LH. WthSE%L4E (SBOM, SLSA) ,

. BREe

o FRRENREM. RIS,

TEAMER

ERERIOE
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WE wIGiE

IR docker scout cves BY trivy
3F root iz{T HE Dockerfile #A9 USER
RRPRE] HET -m, ——cpus S5
RIENHRR @& —-read-only
ToASRAETU HIAIRE —-privileged
=ZN=Y8 F&E ——cap-drop=all

KB PR MENEEE

BRMER AT R TG,
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18.1 R¥ip2=S|E
18.1 IR =SIH

A= (Namespace) £ Linux FesfREEM, SRR 7 BSsNHET EEE T T E
B, BATEABSE 12 EhFH(IEENEELIMNBENE T Namespace, (BEATH, FHiE
BHRRTH 22BN MEXEE.

18.1.1 RBHNR LR

Docker SHFHREENERI], SEREAEHRIE—BEMVMETE. pRTERME T REM
thEREZARE:

e PID Namespace: [HIEREERNAHEEESRIEETVSEMSSRINHE, TEEERNFE
EABRWIKET root (R, BIEET kill S FNEEN _EAIKEEIRS.

e NET Namespace: B\BE8EHEHCHUAIMGEEL, NRRE B Tin M eE S Es
EERE—MGE, NEZATTEMEEIE, MRS T EmEEnIEE

e MNT Namespace: ABRMMTAAEHRFME, XALSLEARAE BT EEENTE
FNEERSESE (A0 /etc/passwd) o

18.1.2 R TR RES R AT

REGEZTERMETREFNESEM, BHRMNBMANRE: IENESBKALEZR—MBEENLN
Linux R#.

XE®E, —BEBRENNRNRFERNER (W0Z26) Dirty COW FiR) , WEEBREETRK
Namespace AIBRH, EEARNZEERFITESNAE, MMSE Saatie".

. Warning
NT EBRAZREERIRN, EFMESERFETN Linux WZBREHENS ST, =&
{&ENEYU0 gVisor, Kata Containers Rt 7 M WIZAZ £ B,

%

B ap2=[E), Docker EEMRHEIHAIZMINBIMEIRENER. Blal, BATHEMEHRIRE, HIEER
HIRTERANZISNREENNFEN. EERAERINEMMSRHES IR, BREBEIMNES
HRFHITRE (FRFRTRE) .

\
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18.1.3 PR R XA SR
TEFEHY Namespace #, User Namespace S3L 2RISR XK.

EEOABRT, B2EHAY root P (UID=0) #MEFEFEH LR root AR, MNRKNEHEIKIERE S
B EMIBEENHEERE T B ENBNHENIR, EHEEBEENNESEFIUR.

BT /5 User Namespace Remapping (AP =EIMEY), FAITLUEEZEAAY root AR
SRIEEN EAI— NN EE AR,

WTEE User Namespace

E 1% Docker fRSBimaFX—FFE, FE(EH Docker IECEIMH /etc/docker/daemon. json,
1. IRERRETRER

GRAEECE S, RN userns-remap EREIN:

{

"userns—-remap": "default"

F

5 default {BAY, Docker £EENIERBFALEIE—NE/ dockremap FIFAFFIFF4ZE.
2. IFF UID f1F GID £

Docker £7@1d /etc/subuid 1 /etc/subgid /4 dockremap S Ec— 1 N=AIAY UID SEE:

$ cat /etc/subuid
dockremap:165536:65536

XEKE: BEEAR UIDo (root FAF) EEEM _ELPR4EIRETAL T UID 165536, WIREREEHNAY
UID 1, XIRzfEFEALAY 165537, LALLSSHE,

3. EE]8 Docker FPHTE

$ sudo systemctl restart docker

IIFBRETIER
AT LU T—MEERAIBREFHUT sleep B, RBERBEN EMRIEENATEE
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#Ht HEBEEAILL root BHIET
$ docker run -d ——-name userns_test alpine sleep 3600

#t EEFYLEEZ sleep HE
$ ps aux | grep sleep
165536 12345 0.0 0.0 1568 47 Ss  14:20 0:00 sleep 3600

eI, REESHRNIZEERZR root Baly, BEBENL, BRIBER 165536 (— "2’
BRI .

v Tip
[SF3 User Namespace XA =B FEIES (Bind Mount) F=ENPRFIIN, (R
(RIRSYEHIEAL UID XTEEN LAER EREE S ENESIER.

18.1.4 g

WiZapAZIEM Linux 2.6.15 hRAS (2006 &) #5IN, +REFE, XENGaTEEEES KR4
FRFZPHSLEIOUE, BII/EFAGRA=TE (JLER User Namespace) , ALK RN E
H, BERASEINRENTSMH.
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18.2 #=fH)4H
18.2 =48

=HIZH (Cgroups) & Linux BEHEIRBIM 1N 82EME, tNRiRdRE=E (Namespace) RET A
2888 BRI 4, BBAHIEMRTE 78868 R S/ V&R,

EREMEFT, RENTTBEASHE—MRLM. BHERETIRTROEAIRG, X
FIRASRFERENE AEEIRSKE DoS) EXEE.,
18.2.1 A ATFIREIXF L 2?

BUABIT, Docker BasXRARRHIEARZRBREN: — P EREIC_LATLERBE ISR
CPU itEREN. IZEATERINTE. FERITERIRE PID,

BR—TLITZR:

o —NEERFRIFREEAMIINAAEEEHAIBR.
o NAREFEBRPEFERFTERE.
« BEAENESSRE, BEEIETTET ADIER.

WERIZHE Coroups BIIREI, ENARBANEETH (HTEEKDT) BearTRINNER, SEE
FH EEfEENESIEEZ Docker SFFHFEESEA OOM (Out Of Memory) ggiday CPU 1113
s bR,

18.2.2 LA TRPRFISCER

ATHREHEFFE (WABHFAER PaaS F5) RIREN, SEEEF MR IEIRSHREGTE,
HAEFRAEENE R BXEBRIR LR AR,

1. BRI
BR&I AR ARG LEMN FRRE R Rttt R E S e SEE £4/L OOM,
XESH:

e -m, ——memory="": FERE, BRIFENEARNFE.
o ——memory-swap="": PRHEIFEEAIFEREIIAFS Swap B£.

SRk
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PRHIZS s REeER 512MB W7F, FHBEZERE Swap (8 memory 1 memory-swap & &/ —HFHY
(E8PA])

$ docker run -d \
——name web_app \
——memory="512m" \
——memory-swap="512m" \
nginx:alpine

MR ZBERARNNANOEEY 512MB FIRTF, ZHAEFSWAZAT OOM Killer i, (BEAR
SRR EBEENRIEMERS.

2. CPU Rl
BRI CPU ATLABGLEN BT EZ SRR AR ZEWT CPU BB, (RIERFRIBEATFIE.
XgsH:

e ——cpus=<value>: IBEREFAILUFEREA CPU ZLEE (TR .
e —c, ——cpu-shares=0: KPR, REFSEA CPUBIENNE (VAR 1024)

SLERBI :
PR&IZSERERZ(HA 1.5 4 CPU OIE S

$ docker run -d \
——name worker_app \
——cpus="1.5" \
busybox \
md5sum /dev/urandom

BN EERISSE— M EMRRIERITTEHE, BRWKTIEIZHNZ CPU RENEERHES.

3. HTREPREY

HAENFE (Fork Bomb) B—fPHBAHRBIRSINETSIN, CRIIAUT fork() FHERIER RS
HIERFH, SERRLECIEEEFES.

ES
* —-pids-limit=<number>: PRHIFIFATITFEIERIRAIHIZEL.

SEkA:
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— NENR Web [RESHEFEET/LHR LB ZE. EITLURE—NSIEIY LRSS Fork KE
G

$ docker run -d \
—-name app_service \
——pids-1imit=100 \
python:alpine python app.py

HESRANHELDEXETE 100 B, FAEHIREFHENREEB KM HHIRE Resource
temporarily unavailable, MTIHMIBXBNTI T,

18.2.3 ER{ESCREEIN

FEEFINEFR, NMUEERERA Docker i SRNIREIXLSE, BN SR RAF L EPERIRA
BRI,

a0, & Kubernetes A, SEFUEIN T Pod iIRE requests F limits:

resources:
requests:
memory: "256Mi"
cpu: "250m"
limits:
memory: "512Mi"
cpu: "500m"

J&@id Cgroups IETRINFIEH, FAUMBER LM —RXSHEN R AT ISR, XtE#H—
£A#15 Docker LANRAS=FRANA TS BIRSHIEIIRESIE.
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18.3 RIS Imb:
18.3 JRES B

Docker SFRH#E (dockerd) RENSAMBIIILIEN, BIMERT, Docker [REAIEITEE
HRESEIRGUSAY (oot (UR) , FltEZ oM ERIBAEENETET.

=

gNZR Docker SFFHRERINIEHEHIRBMHYEY, TRIMEE T LAEID Docker API B S HtEa—MFN
Bes, FABEINARER (/) HEEIIEHEP, NMTceEERS=:S.

737 IGENIARSSIRAIRIF, BAIFENGAES. BENEMRERIME= MR TINE,

18.3.1 fR&l API ijia]

Docker ZFim (docker #3%) 1BId REST APl S<FiFHEHITE(RS.

ERHBMRA A, Docker BRISYBETE 127.0.0.1 1Y TCP EiE=x L, BXBTZEBIEWLHA (B
W) ., MENAITIREMAER Unix Domain Socket (/var/run/docker.sock) FKEHSIFRSE
AR BRIZ .

R 1: ARARENEFAIER TCP inORBEAN

XE2HENR Docker ARIMEEZT HWERER! EAREERBFALREEFINER FRITHE -H
tcp://0.0.0.0:2375,

AN SHSLEEITAZIHE) Docker SHPHAE, WRBHA TLS IAENE, 1tEFiRfIIRSimE
TIEBREE,

FE TLS IAENEINEE

FAZ2NE, BIRREESIENNENMNEG, HESEBFERPTNETES:

1. B5(ER openss | Sl ET AL CA TEER—EEF iR SRS EEA9IER.

2. Bt & Docker SHPHIE (BER daemon. json B dockerd BEI&%) , ISEUFBIRRER:

dockerd \
—tlsverify \
——tlscacert=ca.pem \
——tlscert=server-cert.pem \
—tlskey=server-key.pem \
-H=0.0.0.0:2376
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3. BEFREEIERN, e EFmIES.

v Tip
FRE TLS &R BHE S Ea LAE 5 Docker B TLS MY, EMARAERSK (0
Kubernetes) &, BESBBEIIMAREEXLEIRE.

18.3.2 {FFZth Socket i3jA]

BREAFEMNEim, AHAY /var/run/docker. sock tBEEEEIENITF,

{415 F1Z Socket EERRAIAEF (BEHION docker FAPH) , ERITFHETHBEENNE
BARNRIR, R TEEBIRZE sudo IPR".

@ caution

KIEAREATEEERFIIAE docker BFAEF ., BHE, TR RHINREEEEEE
MBS /var/run/docker.sock EiEMET S EBASERA, XMHEI(#FR/I Docker-in-Docker
(DinD) 8 Docker-out-of-Docker (DooD), TFERESHIHAUXIE.

18.3.3 Rootless t&83,: JEEHUETT
J97 MIRZA R385 Docker socket B2 root"fY(a)8%, Docker fEEEEHEH T Rootless &3,

Rootless S IFETTEBIRTIE root AFAYIAEHIZIT Docker SFIFHFE (dockerd) M=,
ZAEFUA T I Linux PIIZAY User Namespace R ARFIEASAR LR in4% 2= /A)SCHR,

BidEi=1T Rootless Docker
EEE root F/1EHIE T Docker, REEFR)LE:

1. ZRVERNERET (BER uidnap TEGLMERS ST newuidmap F1 newgidmap) :
$ sudo apt—get install uidmap

2. B NRBEEA sudo SURRIEBERAF (RIRAFR|A testuser)

$ su — testuser

3.1=1T Docker BEF1R{HHY Rootless L3RI :
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$ curl —fsSL https://get.docker.com/rootless | sh

4. B EIMRZ BISEFEZAIFAR socket:

$ export DOCKER_HOST=unix:///run/user/1000/docker.sock
$ docker version

TEABREBNNEER, ZAFNREEEEIR Ba1ETFtE 28I Docker Daemon, BMfERTH
LERX0 0-Day ImiAfFEINEERE T BeE, MIIBREZRT testuser XNIRFNAEFEIENS
[RERIMEAN,

18.3.4 Z5iE
REZ Docker fRSZImAIREEERMAE: RATBENMEEITR, ™& Socket iGAR. M—

BEMRFFMT, BRMBMEEFIMNEFH Rootless Rz, KT ENREINEIERE.
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18.4 XRE I
18.4 PIIZEEIHI)

&4¢ Linux RIS PRAEELAERERE: HIZD A F0HIE" (LA root B UID 0 1z1T) F0"IR4HTE"
(Hftt UIDiE1T) . XHRT— 1 EHSRE—RE—TEERSFE—HVNHY (FI048E
£F 1024 WimOA) , FLTHEE FATERY root RIR. —EIZRSWEIE, RAESLECH.

RTRRIX—FET, Linux 3|INT 8EH#4l (Capabilities) . TBEFRIILEE root BERRIS L
+NBRIERRIERES.
18.4.1 ZEEBAHER Capability HZE

FERANBIRT, BME—EIRZEELL root BFIE1T, Docker B RAEMZIRT T ATER ARSI+
A9 —INBD B R EEN.

FE AT Linux Capabilities 85
o CAP_CHOWN: {ZXHFRBE.
e CAP_NET_BIND_SERVICE: 4FE45Nin (BP 1024 LATFHGROA) .
* CAP_NET_ADMIN: MZREIRRIGRSIMNIR (HIUNEZERBARE, REHIKEANE) .
* CAP_SYS_ADMIN: #¥E/4"Linux WIZRANE", RIFSMERERIE (HEE. Husrig
&) .

ATE "BMNESURN" BISS TINsEL S, Docker ZRA BIRT KEFRESHB R EEMIAEE
HEIEES, Hlgn:

o TEEEIETIHAMET CAP_SYS_ADMIN HHTHIREL IR IRIE.
o ZIHENRZIER,
o ZIFERNEEERT.

XM IEFEEE /Y root FAFBERIEABE D NAEREEHERAIER, EBEST AN RRISEE

FIR(RE.

18.4.2 308: AINSRIFEEN

HBoh— Docker FHeghT, FANITLAFIEA —-cap-add (IBAN4FIN) FO -—cap-drop (RIFHEN) M
DNEEE RIS,
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SLEIHE— MERREZ 2 Web 541

BRIRIREERMA—ILRHRT Web FeR. (RARERERINHTEEHANMESHIEN RS E CIEIRET
R, IRETLABIE A< 5oiehs BT BOARED, REBRERIIZTIFHE— MU EERim RTI8ES.

$ docker run -d \
——-name max_secure_web \
——cap-drop ALL \
——cap-add NET_BIND_SERVICE \
nginx:alpine

XERY —-cap-drop ALL 2SLI4FNEGE/IME"BISERTF, RS, BMEREZFIA 0-Day FRE
BT Web IRSZHIZEE root Shell, HfEiENTHAIRNETFHE CHOHEEESEFEINET, RS
IR IEgEIAE),

LR AR EIMSESEIE

BISRENNTEFRE— M NEIIREE (40 tshark 3 tcpdump) , XEIAFLE Docker 32HAIZRIA
HERZN, AAzEF{EEERINEEN-RRE, Sff& Permission Denied,

RS, BAIBELAEBINRRRRIE D D ETERE

$ docker run -it —-rm \
——name network_sniffer \
——cap—-add NET_ADMIN \
——cap-add NET_RAW \
tshark—-image /bin/bash

BIRBF TIAENNEEERES (NET_ADMIN) T EEERFRINR (NET_RAW) , MR
E TR FEENFESEINRES ——privileged B4,

. Warning

AEFRARBE 7 "N REZNIEE IR, FEIREERSEERM —privileged XM
B, (EXEHE BEN LS RFEhR SR A SsmmrRAER, EelEFn
FIRAZEHRES! BV ERHELENINRE, BEENVENIEE CAP_x B8/,

18.4.3 g

FIFABESIMNE (Capabilities) RHHTHRAUCRFRNITHEFIRIXE—IR, BE"'BRRITF—IIFTY
EF (--cap-drop ALL) "EItRiRECEH NS, XEESIEEFASRREL, WEEBHK
SESUEARE— N LV F 2R R SRR DR IRERE .
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18.56 HER 2L
18.5 HEZ 245t

BT BARIEETE. EHEIEUREEINE, Linux IZEFREEESTIRE T AERSIERINEE
EIERRA T —EHHNRRN DEERL". ATEENEREHEET. REREREEURE
BRI RIERA,

18.5.1 REERAILIE

Seccomp (Secure Computing mode) 2 Linux RZHI— NN E, BFIREIHFERES LRI E
FERNE.

— M EIER Linux RZIRMET 300 ZMRFEM, M—MNEEEITHERMNA (HI20 Nginx fk
$) BERASAZHMNMEA, XMAKNEER T T RENRENARKHITRARERE P XimH
.

Docker BRIASFT Seccomp FHAIATRER FIABLE X BT LR BNR SRR HE T AE—
¥ (RMAZRET 44 1M ElRfFER, tHIENINKESERRSR) .

ANERMRIT R IR SRS TAHEE, (RelLA R EHEBEHN,
3ChK: 25 chmod RARAILE
B, RE— no—chmod. json AIZRAEII(4:

{
"defaultAction": "SCMP_ACT_ALLOW",
"syscalls": [
{
"name": "chmod",
"action": "SCMP_ACT_ERRNO"
}
1
}

2GR a1 Docker R ANXEIDEACE |

$ docker run ——rm -it \
——security-opt seccomp=no-chmod.json \
alpine sh

/ # chmod 777 /etc/passwd
chmod: /etc/passwd: Operation not permitted
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N FRRERAFFH TR, B FRFEEMSERZIZE.

18.5.2 35454 AppArmor [ SELinux

f&4ERY Linux 1REE(E DAC (BEXinEER) , XERENR— M XHRET TERIESNIR

(777) , EERE MEAAEEEER, B MAC CGEFIAREEEE) A, #E AppArmor (BATF
Ubuntu/Debian) 8 SELinux (BT CentOS/RHEL), ATLABIZELL" SXHFABEN"ERMBN IR
BRI,

TEFFE T LA HIRINES £

e AppArmor: Docker AFFERENHIR ANNE T — NEAIAR docker—-default 2R3, ANRIR
HRESESITH ((LEHEFNRZOIEERSANEE) AE AppArmor FaJ5zRz L, B]
(EREYIE Root, BNERELM,

o SELinux: FiGHY Docker E{FaaHIBINEIA L FIARRIRES., MEIEENRY / 45ER T B/
RIRSS, BEXAET Docker B WAMRERI I TIEE =T ARPELE,

NFRE N R LS EN RIEIN BRI NSRS RES, BB NSRRI :

$ docker run —--rm -it \
——security-opt apparmor=custom-nginx-profile \
nginx

18.5.3 ey RGIRRESME

MBI EHEE NMUIEIEITHER, A" EEE Tag 5o RIS, RET2REAF
ARAFPABHHERZERE, MEFTERREESINENELL APT ZREEZA T FHRFARA
FERNRIGA L.

{528 Trivy IRBINES

Trivy &2H Aqua Security ZITHI—REIBRRARREBREREIEFER. £ RKNARESE
AU AT LARLIE B A S EUXIBS
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## WRIEFA M ST B SRS
$ trivy image alpine:3.10

2024-03-01T10:05:07.1247Z INFO Number of language-specific files: 1
2024-03-01T10:05:07.1247Z INFO Detecting vulnerabilities...

alpine:3.10 (alpine 3.10.3)

Total: 2 (UNKNOWN: @, LOW: @, MEDIUM: 1, HIGH: 1, CRITICAL: 0)

| LIBRARY | VULNERABILITY ID | SEVERITY | INSTALLED VERSION | FIXED VERSION | TITLE
I

| busybox | CVE-2022-28391 | HIGH | 1.30.1-r3 | 1.30.1-r4 | busybox: out-of-bounds
read in... |

REMIRAE LEEIAER AR CED KIRSHIFYEHESINZE CI/CD iRk, WRHI HIGH K&
CRITICAL PEHIRIEICRBITIHIZSE, XABEREEATGIREEHINBEIZ 2K IRE. KR
Trivy 4b, E3#HY Docker IRAHEN E>2FE /5131 F)7] Docker Scout,

18.5.4 BB EEALE

EIXE, Docker AREBEFNBEFIRLTEHLNMAEGT: M EIRAEPRE (Coroups) ZI HE/M
& | B {0 kK (Namespace) . | $FINEESI B UL (Capabilities) B E| RZEH RIEEEHEH
(Seccomp/AppArmor) BB TeEE., BARMEITHE "100% REMNEFRINGL", REBFAEFEIC
BURER/IMURR , BEEMEL2HTLUMEISKIEEEIFNN.
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18.6 BB EAtNELS
18.6 REE{LLOMSHIERS

£ DevOps iz, BRRELEBEMNFTEBANRERT., NTER. W&, FHIHNE, &
BREBN LR EHHFER M. ATRANTISRGRELDE,. TEYRIEE (SBOM) | &
ERIIEEFHN %L £ 5L,

18.6.1 FRFHREWRIFHTEXILL
Trivy - BRSBTS
Trivy 2H Aqua Security FERRSFFIRRIRITMES, DIEEER. RE. ARmEE, EmALFR
;N
o
o TKER, BRI
PARERER ()
XIFEG. XGRS, Git CESMIIER
HEFEES R BhER
SHFEMEHIEIL (JSON, FRiE. SBOM %)
TR SEAER:

P

# Z% Trivy
curl —sfL https://raw.githubusercontent.com/aquasecurity/trivy/main/contrib/install.sh | sh -s —— -b
/usr/local/bin

# ARG

trivy image nginx:latest

# 4R JSON FEztIRE
trivy image -f json -o report.json nginx:latest

# FWHIXMHRGE
trivy fs /path/to/project

# 795 Git BiFE
trivy repo https://github.com/aquasecurity/trivy

£ CI/CD H&ERk:

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

# RETEEEIDE

trivy image —--severity HIGH,CRITICAL \
——exit-code 1 \
myregistry.com/myapp:v1.0.0

Grype - 3FZFiR4-a 0TS
Grype H Anchore FFA&, SHFE ZHIG-EEIRETIES.

fir:

#5 Java, Python, Go. Ruby. JavaScript &ZFNESHUKEIHEN
5 Syft (SBOM “4rkss) BELaXURF

& BN R REEER

SIFE SRR

TESER:

P

# L% Grype
curl —-sSfL https://raw.githubusercontent.com/anchore/grype/main/install.sh | sh -s —— -b /usr/local/
bin

# FHEEEG

grype docker:nginx:latest

# 5 Syft Ei&4tst SBOM
syft docker:nginx:latest -o json > sbom.json
grype sbom:sbom.json

# 1HEAFEER
grype dir:/path/to/app

Snyk - EENRETE
Snyk IR TEWENZSAMRS, HRIESEIKE,
B

o SUFFHIRRIRFIVFRIE

o 54 Git EERELER, (GitHub, GitLab, Bitbucket)
o IRHESENFIBINES PR

o 7§ Kubernetes ZPEG% L5

EHASR:
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# %2 Snyk CLI
npm install -g snyk

# AIUE
snyk auth

# FHEEEG

snyk container test docker-archive://image.tar

# KO
snyk monitor —--docker

TEXtE:

i Trivy Grype Snyk
TR v X X
HeET v v X
YFRNIE X v v
Halfigs X X v
FrERZ v v =)
IDE £ v v v

18.6.2 SBOM (#{4ipkliEt) £RSEE

SBOM (Software Bill of Materials) 2—iFM5IR, IR TGP ERNAEARG. KEERE
RAEE. SBOM It eHEXEE, Fi2EAIFNZERER, sEREEZF Y
=R

Syft - SBOM &R THE
Syft & Anchore #EHAIE W SBOM & T A,

T

curl —-sSfL https://raw.githubusercontent.com/anchore/syft/main/install.sh | sh -s —— -b /usr/local/b
in

4R SBOM:
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# MIEBGER SBOM (ZfEt)

syft docker:nginx:latest -o json > sbom.json
syft docker:nginx:latest -o spdx > sbom.spdx
syft docker:nginx:latest —-o cyclonedx > sbom.xml

# MBI R GER:
syft dir:/path/to/app -o json > sbom.json

# M OCI BGREEER

syft oci-archive:image.tar -o json > sbom.json

CycloneDX 5 SPDX 1&=,
R ETRAY SBOM 8=
CycloneDX &=~ :

<?xml version="1.0" encoding="UTF-8"7>
<bom xmlns="http://cyclonedx.org/schema/bom/1.4" version="1">
<components>
<component type="library">
<name>openss l</name>
<version>1.1.1k</version>
<purl>pkg:deb/debian/openss1@l.1.1k-1+debllu5</purl>

</component>
<component type="library">
<name>curl</name>

<version>7.74.0-1.3+debllul</version>
<purl>pkg:deb/debian/curl@7.74.0-1.3+debllul</purl>
</component>
</components>
</bom>

SPDX &= 73~ :

{
""SPDXID": "SPDXRef-DOCUMENT",
"'spdxVersion'": "SPDX-2.2",
"creationInfo": {
""created": '2024-03-01T12:00:00Z",
"creators": ["Tool: syft"]
}I
"packages": [
{
""SPDXID": "SPDXRef-Package-openssl",
"name'": "openssl",
"versionInfo": "1.1.1k",
""downloadLocation": "NOASSERTION"
}
1
¥
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SBOM MR Az S
IEAEX :
LEHY CVE SATIRT, mIiREEIEZ SRR :

# (& Grype £134 SBOM H{TiwiaHTiE
grype sbom:sbom.json —-add-cpes—-if-none

BRRE:

¥ SBOM {RIF/HIEEF~Y), FATHITFIGHMRE.

TR RER

BT SBOM FEUKERA, HIELEFHITL.

18.6.3 RGER SHIIE

BESEHREGIERYEERER. WHERIZ2 Cosign # Notary,
Cosign - R ERFRSE

Cosign /2 Sigstore IMBRYOLTE, IFAEATER, EEIMA CI/CD FitE.

Tk

wget https://github.com/sigstore/cosign/releases/latest/download/cosign-1linux—amd64
chmod +x cosign-linux-amd64
sudo mv cosign-linux—amd64 /usr/local/bin/cosign

ERERY (65530 -

cosign generate—key-pair

# 2R cosign.key #] cosign.pub

ERRE:

# [EFFRFES (HEEEICER])
cosign sign --key cosign.key myregistry.com/myapp:v1.0.0

# RASETHNIBER

ISR
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# (EFFLNBIZIUE
cosign verify ——key cosign.pub myregistry.com/myapp:v1.0.0

# BHHEETG
# Verification successful!

#4{

# "critical": {

# "identity": {...},

# "image": {...},

# "type": "cosign container image signature"
#

# "optional™: {...}

#}

Keyless &8 (#FFRT CI/CD) :

# fF GitHub Actions %2 CI FLEFEESH
cosign sign —--yes myregistry.com/myapp:v1.0.0

# IUFATERNER 0IDC SHEIRUFSHE
cosign verify myregistry.com/myapp:v1.0.0 \
——certificate-identity https://github.com/myorg/myrepo/.github/workflows/build.yml@refs/heads/main

\
——certificate-oidc-issuer https://token.actions.githubusercontent.com

Docker Content Trust 5 Notary
Docker Content Trust {§8F8 Notary SCIIE(8&%, 2 Docker EFNSERASZE.,

JBF DCT:

# FEANEHEA DCT
export DOCKER_CONTENT_TRUST=1

# I/EAA docker push/pull EFEESE
docker push myregistry.com/myapp:v1.0.0

# WRGBEARES, BIFSKEE

# Z2FH DCT ((XFEFFHFEREE)
docker push —-disable-content-trust myregistry.com/myapp:v1.0.0

ERTHER:

# BERIERATRIETE)# Delegation Key
# ZHFERELE ~/ .docker/trust/private/root_keys/ f1 ~/.docker/trust/private/tuf_keys/

# BESHEER
docker inspect —-format='{{.RepoDigests}}' myregistry.com/myapp:v1.0.0
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18.6.4 AR S ER{ESCE
1. Bt GEe

# X T [EF latest Hss
FROM ubuntu:latest
RUN apt-get update && apt-get install -y curl

# v HEE BEERIEGIRAFIEE
FROM ubuntu:22.04@sha256:a6d2b38300ce017add71440577d5b0a90460d0e6e0eld. .. (FTEE 64 (IIA7F)
RUN apt-get update && apt-get install -y curl=7.68.0-1lubuntul

2. fIEERTII

1£ Dockerfile HEKZLEITME:

FROM golang:1.20-alpine AS builder
WORKDIR /app
COPY .

# M Trivy R
RUN apk add —-no-cache curl && \

curl —sfL https://raw.githubusercontent.com/aquasecurity/trivy/main/contrib/install.sh | sh -s -
- -b /usr/local/bin && \

trivy fs . ——exit-code 1 —-severity HIGH,CRITICAL

RUN go build -o app .
FROM alpine:3.17@sha256:abcd1234... (IEEMALIFREN 64 (OEEISE)

COPY ——from=builder /app/app /app

3. B TR RS

# BIRIET SR T

trivy image —--severity HIGH,CRITICAL \
——exit-code 1 \
——timeout 30m \
$IMAGE_NAME: $IMAGE_TAG

# EHECEREREE
trivy image —--scanners vuln,misconfig registry:5000/myapp: latest

4. BROERERSE
Harbor (FABREGCE) N&EeM:
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# harbor.yml EZErW)
trivy:

enabled: true

# |EHESEGE

image_source: "Official"

# BN TEEE
scan_on_push: true # JEEATEZTE
scan_all: true # I CEFHITEEG

5. BURIT
1£ Kubernetes &= {&H Admission Webhook 3&8H (%S F O34 :

apiVersion: admissionregistration.k8s.io/vl
kind: ValidatingWebhookConfiguration
metadata:
name: image-security-policy
webhooks:
- name: image-security.example.com
clientConfig:
service:
name: image-security-webhook
namespace: security
path: "/validate"
rules:
— operations: ["CREATE", "UPDATE"]
apiGroups: [""]
apiVersions: ["v1"]
resources: ["pods"]
admissionReviewVersions: ["v1"]
sideEffects: None
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18.6.5 CI/CD eI
GitHub Actions T{ERH

name: Build and Scan Image

on:
push:
branches: [main, developl
pull_request:
branches: [main]

env:
REGISTRY: ghcr.io
IMAGE_NAME: ${{ github.repository }}

jobs:
build-scan:

runs-on: ubuntu-latest

permissions:
contents: read
packages: write
security-events: write

steps:

— name: Checkout code
uses: actions/checkout@v4d

- name: Set up Docker Buildx
uses: docker/setup—buildx-action@v3

- name: Build Docker image
uses: docker/build-push-action@v6

with:
context:
push: false
load: true

tags: ${{ env.REGISTRY }}/${{ env.IMAGE_NAME }}:latest

- name: Run Trivy vulnerability scan
uses: aquasecurity/trivy-action@master
with:
image-ref: ${{ env.REGISTRY }}/${{ env.IMAGE_NAME }}:latest
format: 'sarif'
output: 'trivy-results.sarif'
severity: 'HIGH,CRITICAL'

- name: Upload Trivy results to GitHub Security tab
uses: github/codeql-action/upload-sarif@v3
with:
sarif_file: 'trivy-results.sarif'

- name: Generate SBOM
uses: anchore/sbom-action@v@
with:
image: ${{ env.REGISTRY }}/${{ env.IMAGE_NAME }}:latest
format: cyclonedx—json
output-file: sbom-cyclonedx.json
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- name: Upload SBOM
uses: actions/upload-artifact@v4
with:
name: sbom
path: sbom-cyclonedx.json

- name: Sign image with Cosign
if: github.event_name == 'push'
run: |
cosign sign —-yes ${{ env.REGISTRY }}/${{ env.IMAGE_NAME }}:latest

- name: Login to Registry and Push

if: github.event_name == 'push'
uses: docker/login-action@v3
with:

registry: ${{ env.REGISTRY }}
username: ${{ github.actor }}
password: ${{ secrets.GITHUB_TOKEN }}

- name: Push image
uses: docker/build-push-action@v6

with:
context:
push: true

tags: ${{ env.REGISTRY }}/${{ env.IMAGE_NAME }}:latest
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GitLab CI T{Eftafl

stages:
- build
- scan
- sign
- push

variables:
REGISTRY: registry.gitlab.com
IMAGE_NAME: $REGISTRY/$CI_PROJECT_PATH

build:
stage: build
image: docker:latest
services:
- docker:dind
script:
- docker build -t $IMAGE_NAME:$CI_COMMIT_SHA .
— docker save $IMAGE_NAME:$CI_COMMIT_SHA > image.tar

scan:trivy:
stage: scan
image: aquasec/trivy:latest
script:
- trivy image --severity HIGH,CRITICAL --exit-code 1 docker—archive://image.tar
allow_failure: false

scan:grype:
stage: scan
image: anchore/grype:latest
script:
- grype docker-archive://image.tar

generate:sbom:

stage: scan
image: anchore/syft:latest
script:

- syft docker-archive://image.tar -o cyclonedx > sbom.xml
artifacts:

reports:

sbom: sbom.xml

sign:
stage: sign
image: gcr.io/projectsigstore/cosign:latest
script:
- cosign sign -—key $COSIGN_KEY $IMAGE_NAME:$CI_COMMIT_SHA
only:
- main

push:
stage: push
image: docker:latest
services:
- docker:dind
script:
- docker load < image.tar
- docker login —u $REGISTRY_USER —p $REGISTRY_PASSWORD $REGISTRY
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— docker push $IMAGE_NAME:$CI_COMMIT_SHA
only:
- main

18.6.6 BN RS R{ELke

Q: FfREPEIRE CVE, MELE?

A: 5L CVE TIREE R WIS SBEURERER, FILL
o FitReN T EEEMA
o EFATERIZIRFIZRINEE (80 Trivy BY . trivyignore)
o EHEFE T EMRREIEE

Q: IAEEREA IR S M?

A:

MR R D REEBA/N

SEFISEENER (Alpine, Distroless)

TEHAE R AR — AR/

ket HRRRZ

Q: I EERIRE R 2A?

A:

EESPEEEST (W0 HashiCorp Vault) H{FHEESH
TEHRRCHREEA (NS 90 X)

{53 Keyless &&HIREAEES M
REZRRENFITEE
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AENE

RE/NG
Docker M & HEKINT £ EIEH AR TIE, FRBERrSERELE,
BSEE, Docker BESER+HEER, HEIEIEEBNGER root IRSETHIENNE,

55, BPYLMERIETIER, tbal Apparmor, Seccomp,
SELinux, GRSEC gzl EEHCSERZPLIESH
KZ2HE,

7 RIGERSASHEEN? WIER Issue B PR,
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BT NEEFREESHEES

TEEFINREF, SRUNARETHE, ENERSRNETRSURNAESIFEEE. X8
LA Docker/Compose RIZSEANE, NERR RS HTEERIERERSR/NLEARA,

XJF Kubernetes 178, TN ERESEHEGXZFEFEESERAR (HlaNEHR Prometheus
Operator, HE&EXE DaemonSet &), AESAEXERABIEBIRET, ERASEFATEN
Kubernetes &,

HIIBERRILUTRE:

o HEIMEEE: LA Prometheus AF, HRINAIRENRRS R EREIEIR.

« HEEH: Ll ELK (Elasticsearch, Logstash, Kibana) E{4441, NMEE+HHEWEFS.
ATILEERBAEEFINEPRIERRE, AERHNSTUT SN

o XIS BERIIESE
o BEISIEHIERRER
o B/INEZFIA (Prometheus -> Alertmanager -> 12 Yix)

o HESERENR/INTHE

FERE

e Prometheus !5iz

o HeRmiEEA. BIFRESSTERE.
o ELK HiEEIH

o P ATKE. FHESHEER.
° ’Eﬁgﬂﬁj’i

o ZestHN FAMEREMILsLEE.
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19.1 Prometheus

19.1 Prometheus

Prometheus #[] Grafana R BRIRMITHFRGEEAS, AIERRMERESTEE, BERRE
CIE

Prometheus E— 1M HIENRALBEMNIREZETIERE®. ©% Google Borgmon 5%, H
SoundCloud 7£ 2012 F6lE,

19.1.1 Z283fE1
Prometheus FUFERHEIE:

Prometheus Server: #ZEY, AEKENFETERSIETE.

Exporters: faZ5[A) Prometheus &SR UE (4 Node Exporter, cAdvisor),

Alertmanager: {MEIRERE,

Pushgateway: HF37FE4REHIRY Job HEIXEUE.

19.1.2 {RIEZPE
FAInILAS R Docker Compose RIEZFE—E Prometheus + Grafana ISisifiE,
ABRBIERT :

e node-exporter: REBIENIEIR (CPU, RF. HE. NEE).

e cAdvisor: REEFRISIR (B8F CPURTF/MES 10, IR SF).

EEFIMES, #ISE Prometheus NEGRERMISAN, FHENERELEIEREFHA.

1. EREEN

BlJ# prometheus.yml:
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global:
scrape_interval: 15s

scrape_configs:
— job_name: 'prometheus'
static_configs:
- targets: ['localhost:9090']

— job_name: 'node-exporter’
static_configs:
- targets: ['node-exporter:9100']
— job_name: 'cadvisor'
static_configs:

- targets: ['cadvisor:8080']

rule_files:
- /etc/prometheus/rules.yml

2. 485 Docker Compose {4

BlI&E compose.yaml (8} docker-compose.yml):
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services:
prometheus:
image: prom/prometheus: latest
volumes:

- ./prometheus.yml:/etc/prometheus/prometheus.yml

- ./rules.yml:/etc/prometheus/rules.yml
— prometheus_data:/prometheus

ports:
- '"9090:9090"

command:

- ——config.file=/etc/prometheus/prometheus.yml

- ——storage.tsdb.path=/prometheus

- ——storage.tsdb.retention.time=15d
networks:

— monitoring

grafana:
image: grafana/grafana:latest
ports:
- "3000:3000"
environment:
— GF_SECURITY_ADMIN_PASSWORD=admin
networks:
— monitoring
depends_on:
— prometheus

node—-exporter:
image: prom/node-exporter: latest
ports:
- "9100:9100"
networks:
- monitoring

cadvisor:

image: ghcr.io/google/cadvisor: latest

ports:

- ''8080:8080"

volumes:
/:/rootfs:ro

- /var/run:/var/run:ro

- /sys:/sys:ro

- /var/lib/docker/:/var/lib/docker:ro
networks:

— monitoring

networks:
monitoring:

volumes:
prometheus_data:

3. [BnhiRSS

$ docker compose up -d

[Bahfa, ELATRHEAE :
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e Prometheus: http://localhost:9090

e Grafana: http://localhost:3000 (EMAMKSZ3L: admin/admin)

19.1.3 fid& Grafana [HiR

1. £ Grafana 99351 Prometheus #3E]JR, URL IES http://prometheus: 9090,

2. B NIELAY Dashboard #&4%, {5140 Node Exporter Full (ID: 1860) #1 Docker Container
(ID: 193),

XEE, (REURE 7T — 1 EMSRREAR,

19.1.4 £FRRSEEAR
SERUEBENS, BT TEFEM.
HERTORERAG B INAPR

1. £ Prometheus TAEI$TFF Status -> Targets, ffiiA prometheus, node-exporter, cadvisor
AY state 399 UP,

2. 7E Graph =i{Ei8):

Oup

o rate(container_cpu_usage_seconds_total[5m])
3. £ Grafana Dashboard &K F:

o fBEHL CPU/Load/TF/RLEE
o e CPUNE[ERR. FRERRE

MRFEERI"ERAT", BEAR Grafana BYEIFA, MR Prometheus ;[RIMBIEIES EAIRESS
Dashboard A~PTH,
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ERIAERIE

Target down: ISERIENEESERE, mOEEBREIIR—ML, LUK exporter EHBERES
WIEE T,

cAdvisor TCEIEEIRES . fEIAIEE T Docker BREBFEMAY /sys. /var/run ZFHRR, FHif
{RTBEH L Docker iIZ{TIEE.

o IEFRERSR: FIAIREY Docker/HZARAS cAdvisor 3%; XIF containerd Eiz1TRY, RE&EHA
A& E.,

KfetnEE: TRISR
EEFINGHIRRS, BN RE TELSSEIR, FHE Grafana EHRPEIMIINATE BIRE.

T CPU {#/E2R: 100 - (avg by (instance)

(rate(node_cpu_seconds_total{mode="idle"}[5m])) x 100)

TRNEEHEZE: (1 - (node_memory_MemAvailable_bytes /
node_memory_MemTotal_bytes)) x 100

PRz EEERZEE: (1 - (node_filesystem_avail_bytes{fstype!~"tmpfs|overlay"} /

node_filesystem_size_bytes{fstype!~"tmpfs|overlay"})) *x 100
Z588 CPU: sum by (name) (rate(container_cpu_usage_seconds_total[5m]))

BEEANTE: sum by (name) (container_memory_working_set_bytes)

WHE: RAEM AR cAdvisor/Docker XF label s B o] BEFEES (4 name. container.
container_name), WNREFHAZT, FINSH label_values(container_cpu_usage_seconds_total,
__name__) BYTE Prometheus BIBIFZREERD A label,

Targets down HEE &R

4 Status -> Targets I DowN B, FEINIRLATIRRHES
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1. REEM: Prometheus BESEAREMETHAIAIE R (B— Docker network, DNS, ii[0).

2. /B8R I\ exporter WIFiHOS Prometheus FtE—2; YERJTE Prometheus B8R
curl http://node-exporter:9100/metrics,

3. PRMAER: cAdvisor EZEIFAIEEA, /sys. /var/lib/docker SHEEIRRR, HRELEHEER
IR,

4. [EERE: BENSARMERESKTESH SIEER MY, TEMNE NTPIXES.
5. BirEkBRE: A exporter BREBRMTEER, BE docker logs,

Alertmanager &&&iY

SFFIREEIN S| Alertmanager &S ZER S5 H, F1E Prometheus FELE alerting 5

rule_files,
NTRE RNEGETR, BNEVBEMRETE:

o SREEHEBRESEE: IR0 up == 0, FBF &I exporter MR,
o HWENISESE: FUTREETERAE, ATIRIIANESENK,

1. EFEERN

BUEE rules.yml:

groups:
— name: docker_practice
rules:
— alert: PrometheusTargetDown

expr: up ==

for: 2m

labels:
severity: warning

annotations:
summary: "Prometheus IMEXEIRARNL"
description: "Job={{ $labels.job }}, Instance={{ $labels.instance }}"

— alert: HostDiskSpacelow
expr: |
(node_filesystem_avail_bytes{fstype!~"tmpfs|overlay"} / node_filesystem_size_bytes{fstype!
~"tmpfs|overlay"}) < 0.10
for: 10m
labels:
severity: critical
annotations:
summary: "W EZERE"
description: "Instance={{ $labels.instance }}, Mountpoint={{ $labels.mountpoint }}"
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A XERMNZR TRZENRT 10%"NRESE, FHE"RE 24 /N\EFH"FIFN. £F-R G2
WESHFEN R A SHEBRMERBHINTIE.

2. Fi¢E& Prometheus JIEFNIFEN Alertmanager

{&E4 prometheus.yml, IEA0:

rule_files:
— /etc/prometheus/rules.yml

alerting:
alertmanagers:
- static_configs:
- targets: ["alertmanager:9093"]

F1£ Compose HRIEEHAINISIA,
3. ZB= Alertmanager

BlJEE alertmanager.yml:

route:
receiver: default

receivers:
- name: default
webhook_configs:
— url: http://example.com/webhook

BB1E compose.yaml EHNARSS

alertmanager:
image: prom/alertmanager: latest
volumes:
- ./alertmanager.yml:/etc/alertmanager/alertmanager.yml
ports:
- "9093:9093"
networks:
— monitoring

ArFEifgE, BEEERERENEERRERE W IM A, BUHTE. TRRR), FESZHW
s Dashboard $EZSHEAD, BRELRNERS.

EINRI AR
AT EGROMEUSH, ENER—BER NESLUTE:
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compose.yaml: Prometheus, Grafana, exporters, Alertmanager FYERZ= {4
prometheus.yml: Prometheus JENECE SEZH/E
rules.yml: =y Wl

alertmanager.yml: SZIRHSIEKNEEEE
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19.2 ELK Ef¥

19.2 ELK Ef4

ELK (Elasticsearch, Logstash, Kibana) 2BRI/A&RITHFRB SRR, MESSWIE,
BT Fluentd EIIRERBXIDELIFELF, EFK (Elasticsearch, Fluentd, Kibana) H&tZE3E
BT,
19.2.1 5 EER¥
A VERALLTEE:
1. Docker Container: F&siEHEMBEIRERH (stdout/stderr),
2. Fluentd: {F/9 Docker iy Logging Driver Biiz{T/AFiFaes, WESHEE.
3. Elasticsearch: fFfigM Fluentd 1ZWEIFHEEIE.
4. Kibana: M Elasticsearch iSEEEEFHHITIMLER.
19.2.2 TERIE
A 1#5{EA Docker Compose Sk—EPE RN HEHER,
1. 485 Compose 3t

1. Y85 compose.yaml (8, docker-compose.yml) BB T :

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

services:
elasticsearch:
image: docker.elastic.co/elasticsearch/elasticsearch:8.17.0
container_name: elasticsearch
environment:
- "discovery.type=single-node"
- "xpack.security.enabled=false"
— "ES_JAVA_OPTS=-Xms512m —-Xmx512m"
ports:
- '9200:9200"
volumes:
— es_data:/usr/share/elasticsearch/data
networks:
- logging

kibana:
image: docker.elastic.co/kibana/kibana:8.17.0
container_name: kibana
environment:
— ELASTICSEARCH_HOSTS=http://elasticsearch:9200
ports:
- "5601:5601"
links:
- elasticsearch
networks:
- logging

fluentd:
image: fluent/fluentd-kubernetes-daemonset:vl.17-debian-elasticsearch8-1
container_name: fluentd
environment:
— "FLUENT_ELASTICSEARCH_HOST=elasticsearch"
— "FLUENT_ELASTICSEARCH_PORT=9200"
— "FLUENT_ELASTICSEARCH_SCHEME=http"
— "FLUENT_UID=0"
ports:
— "24224:24224"
— "24224:24224/udp"
links:
- elasticsearch
volumes:
- ./fluentd/conf:/fluentd/etc
networks:
- logging

volumes:
es_data:

networks:
logging:

2. BeE Fluentd

Bl%E fluentd/conf/fluent.conf:
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<source>
@type forward
port 24224
bind 0.0.0.0
</source>

<match *.xx>

@type copy

<store>
@type elasticsearch
host elasticsearch
port 9200
logstash_format true
logstash_prefix docker
logstash_dateformat %Y%mssd
include_tag_key true
type_name access_log
tag_key @log_name
flush_interval 1s

</store>

<store>
@type stdout

</store>

</match>

3. EcER AR fluentd IRzh
Bai— 1 it=sE, 1IEEHEIRENSN fluentd:

docker run -d \
—log-driver=fluentd \
——1log-opt fluentd-address=localhost:24224 \
——log-opt tag=nginx-test \
—-name nginx-test \
nginx

ER: BAR fluentd BREEZBNFHEIE localhost: 24224, FEEFIMER, WRIREERBN
B8 |, ZFEEIE localhost EHa/9IE1T fluentd BYFER IP,

4. £ Kibana P&EHE

1.1/0A http://localhost: 5601,

2. )\ Management->Kibana->Index Patterns,

3. BIEFAY Index Pattern, A docker—* (i 17E fluent.conf FECERIRILR).
4. 15%4% etimestamp {ESIREFER,

5. 2 Discover TUHE, {RHteEEZE Nginx BFEEHIHE T,
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Kibana @75 [{&={E i
B/R¥EN EFK/ELK B, “Elasticsearch B##E(E Kibana EAZ"EEN, BEE Kibana Bt & a0
& A :
¢ Index Pattern AAPCEZ: #fiA Kibana B9 Index Pattern S3CfRZR5 |[RiZE—2. BJLASCH
_cat/indices BEELES|R.
o HEFEREIREIR: EX5|EES etinestanp, —fRUIEIFE,; MRIERETEIRNFER, 285
Discover Jo, A &R a8k,
» KBEEO/MIX: Discover A LARATESEEENATBERERIT 15 £, BitXAIsEFIER.
EINSCIESBEY KRR 24 /NI EEGIE,
o HUEMRITN: SERERIEEMNA, eI NEEFERATH, £ MGz EiEst JSON H
TEREIRRT,
5. WIFH-HEAENA Elasticsearch: 4F=HHENE
L{RTE Kibana BEARZIHERS, EiXcHNT U, NEiEREEITE' HEEENE".
1. BERSIRE6E:

curl —-s http://localhost:9200/_cat/indices?v

WER Fluentd {7 logstash_format true H logstash_prefix docker, BESFEIFW
docker-YYYY.MM.DD BYZ5],

2. BERA—RISENEEE:

curl -s -H 'Content-Type: application/json' \
http://localhost:9200/docker—x/_search \
-d '{"size":1,"sort": [{"@timestamp":"desc"}]1}"

YNER Elasticsearch FEEE XA, (B Kibana {37AA=, EWEREZ:

* Index Pattern jRILECEIZRS | (BIANEHRL T docker— {BSLFRZERS [BISRAE).
o IEFENENHAMXA—EL, 52 Discover IHEEONBARZIEIE.

19.2.3 A&t

i#8id Docker FIEEIRANHE, 55 ELK/EFK SmARIMIEAISHTRES], TR LARIAEE— 1 EE
WEEERSHIEEYE, XNTHEEFIREXEE.
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19.2.4 &7 E gy
EEFMER, BERAEESERARSZEN'SESENEN"HITM, ESRIXT:

o FENMK: BEBRKEESHESHAEREX, BRERTRERRSES £ amEsRg
(ILM), ¥R Elasticsearch E#&/K Azl RisEaAnT A,

o HWIRECE: Elasticsearch XJ JVM Heap &80z, BR~AIGHY ES_JAVA_OPTS Ap, AFTINEEER
FETRATF. DHRUE, EaESETEE.

o ERERTIEEME: RERIFHEREERMNER D). EESENKRE, 3 Elasticsearch BAZIE
Y, RERVEPSERERBRE 7 2ESEATE.

o BEE: EENARMBSIHES (JSON) HEEXEFER (| trace_id, request_id,
service, env), LMERIETIESKEXDHT.

5| SIREERIRAVTE I
ToieE EFKIERZ ELK, &7 FEFEREER MM :

« BEREBSZAR?
o (REBEIRRIREAARIEA &R, NIESRAFME?

BENEMEEWSERMENESSER, FHERRRIREREL, Fia0:

o &FTINE: 7~30K
o MHIAER: 1~7 XK

LS BEBMX:

o BFHEEES|: f docker-YYYY.MM.DD, FEEHRMIBRITHRZREI,
o fEF ILM: TEX Hot/Warm/Cold/MiFRIER, #ZEJIESEEBENRNSEIL,

XITFeRIRERRE, Sl RRIRs + ITHAIMRR HELsE, EERIBERIR 80% BRI, SHEE
k. BREHLHTKRE, BELSSIA LM, HEFESERBENS R,

BT SRS B 6

WNER{RRBIERAENZEE| (540 docker-YYYY.MM.DD), BJLUEID Elasticsearch API EEBSIEITHAZR
CIR

TERARATEREE: SKEFTA docker- BIRZRS|FMBRIEERS]. £ MEEINETHERT
8. KERIFSIRESEERTENEE.
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1. FIHZR5E]:

curl -s http://localhost:9200/_cat/indices/docker—x?v

2. MFFFEANTHAZRS | (7-51) -

curl -X DELETE http://localhost:9200/docker-2026.02.01

INFRFHREEENRNEERES, TLAH—ZER ILM AR EERENSHIFRRE.
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19.3 FRRMEREILIL SEEEIZHT
19.3 ZSRRMEABIAL SHRESHT

BRIVRERFERMIERIEREIRSEaNER. ELirsdd, HaEfRMAIsERE CPU [RE. A7F
imit, #21/0. MBAESSNEE. A TRNITICERERERE. PHTEMILCRE.

19.3.1 FRRMREISEIgR
B BERRIRAR
Bttt AT KEER:
CPU 18IEHR:
e cpu.usage_usec: ey CPU {EFEATE (f1FD)
e cpu.stat.nr_throttled: CPU [RiiALEIRE
e cpu.stat.throttled_usec: CPU RifiGHTE
e cpu_percent: CPU {EFABE%DLL
e cpu_quota: CPU ECERRE (14F))
RFEXIER:
e memory.usage_bytes: LBINFHERE
e memory.max_usage_bytes: WNTFERIEE
e memory.limit_in_bytes: PN7FZPREHI
e memory.fail_cnt: OOM (Out of Memory) SMUREX

e memory.stat.cache: TREZEFHH
e memory.stat.rss: SEPRIRTESA (RSS)

e memory.stat.swap: SWAP {FHE

TP ST

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

e rx_bytes: BEEHE
e tx_bytes: Eﬁ?—qﬁ_?&
e rx_packets: EWEEL
e tx_packets: REEEL
® rx_errors: ?%W%ia:é%’ﬂ
o tx_errors: KRIXIEIREL
e rx_dropped: 1EUEEE
e tx_dropped: RIEEEE

ok i=-Sitas

e io_service_bytes: |/O ¥&{EFTH%
e io_service_time: |/O ¥{EiERT
e io_queued: I/O PAFIHKE
e fs_limit_bytes: N/4ZEKSRH|
e fs_usage_bytes: MHRF(FHE
19.3.2 {58 docker stats SCRT SIS
docker stats EREMERANERIZETE, RHLHINSSZRERER.

EASR:
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# AT B THRRIBES
docker stats

# Btrhl:

# CONTAINER ID  NAME CPU %  MEM USAGE / LIMIT MEM % NET I/0 BLOCK I/0
# abcl23def456  nginx 0.45% 24.3 MiB / 256 MiB 9.49% 1.2kB / 3.4kB 0 B / 0 B
# def789ghi0l12 redis 0.23% 12.5 MiB / 512 MiB 2.44% 2.1kB / 1.5kB @ B / 0 B

[T IV tssptoasiS Bg

# HREEss
docker stats nginx redis

# —RMRHAHNANRZ G
docker stats —--no-stream

# JEERFENE (B &, B 1 )
docker stats ——no-stream —-interval 2

# B (€ Go #ik)
docker stats —-format "table {{.Container}}\t{{.CPUPerc}}\t{{.MemUsage}}" --no-stream

# 875 ISON #EzLHTFHFICR

docker stats --format json -—-no-stream > stats.json

TERAPRER:

#!/bin/bash

# IR HIOREIAE
while true; do
timestamp=$(date '+%Y-%m—%d %H:%M:%S")
docker stats --no-stream —-format "{{.Container}},{{.CPUPerc}},{{.MemUsage}}" | \
awk —-v ts="$timestamp" '{print ts","$0}' >> container_stats.log
sleep 10
done

MEREF SRR

# CPU % #B1T 80%: FELN] CPU [RH#IECILIEE
# MEM % 2T 100%: ZESEDIE O0M, FEIEIIAFaHERNF IR
# YE NET I/0 7 dropped HIEF: MEHHZELEE

19.3.3 cAdvisor FEEINIER S
cAdvisor 2 Google FFRIIBSEISIET R, 12MHEL docker stats EIFMAIMBEEUR.

Docker Compose ZB2 cAdvisor:
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services:
cadvisor:
image: ghcr.io/google/cadvisor:v0.51.0
container_name: cadvisor
ports:
- ''8080:8080"
volumes:
/:/rootfs:ro
/var/run:/var/run:ro
- /sys:/sys:ro
/var/lib/docker/:/var/lib/docker:ro
/dev/disk/:/dev/disk:ro
privileged: true
devices:
— /dev/kmsg
networks:
— monitoring

networks:
monitoring:
driver: bridge

JB50/83518) http://localhost: 8080 BE:
o NEsMeeFIt
o RFERBFERBER
o [HSEHEEERE

M cAdvisor REUEIR:

# RERPrEZESHT JSON fEUIBEE0E
curl http://localhost:8080/api/v1l.3/machine | jq .

# REFEDESER
curl http://localhost:8080/api/v1.3/docker | jq '.docker | keys' | head -5

# RERBFHEAITES
curl http://localhost:8080/api/v1l.3/docker/abc123/ | jq '.stats[-1]'

5 Prometheus &5

# prometheus.yml Fi&
global:
scrape_interval: 15s

scrape_configs:
— job_name: ‘'cadvisor'
static_configs:
- targets: ['localhost:8080']
metrics_path: '/metrics'
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19.3.4 Prometheus B2 IEHlE
{8/ Prometheus #1 node-exporter H{T<EAI A2 HEREIRTE,

ST T TRARE -
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services:
prometheus:

image: prom/prometheus: latest

container_name: prometheus

ports:
- "9090:9090"

volumes:
- ./prometheus.yml:/etc/prometheus/prometheus.yml
— prometheus_data:/prometheus

command:
- '——config.file=/etc/prometheus/prometheus.yml’
- '——storage.tsdb.path=/prometheus'
- '——storage.tsdb.retention.time=30d"

networks:
— monitoring

node-exporter:

image: prom/node-exporter: latest
container_name: node-exporter
ports:

- "9100:9100"
volumes:

- /proc:/host/proc:ro

— /sys:/host/sys:ro

- /:/rootfs:ro
command:

- '——path.procfs=/host/proc'

- '——path.sysfs=/host/sys'

- '——collector.filesystem.mount-points—exclude="/(sys|proc|dev|host|etc) ($$]/)"
networks:

- monitoring

cadvisor:
image: ghcr.io/google/cadvisor:v0.51.0
container_name: cadvisor
ports:
- ''8080:8080"
volumes:
- /:/rootfs:ro
- /var/run:/var/run:ro
- /sys:/sys:ro
- /var/lib/docker/:/var/lib/docker:ro
privileged: true
networks:
— monitoring

grafana:
image: grafana/grafana:latest
container_name: grafana
ports:
- ""3000:3000"
environment:
— GF_SECURITY_ADMIN_PASSWORD=admin
— GF_INSTALL_PLUGINS=grafana-piechart-panel
volumes:
- grafana_data:/var/lib/grafana
networks:
— monitoring

volumes:
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prometheus_data:
grafana_data:

networks:
monitoring:
driver: bridge

Prometheus B2B3Z{4+ (prometheus.yml) :

global:
scrape_interval: 15s
evaluation_interval: 15s

scrape_configs:
— job_name: 'prometheus'
static_configs:
- targets: ['localhost:9090"']

— job_name: 'node-exporter’
static_configs:
- targets: ['node-exporter:9100']

— job_name: 'cadvisor'
static_configs:
- targets: ['cadvisor:8080"']
— job_name: 'docker'

static_configs:
- targets: ['localhost:9323']

E AN Prometheus &if) (PromQl) :

# B[2E CPU FAEEDL
rate(container_cpu_usage_seconds_total[5m]) * 100

# RENEFEREDL

(container_memory_usage_bytes / container_spec_memory_limit_bytes) x 100

# BEMENILRE (MB/s)
rate(container_network_receive_bytes_total[5m]) / 1024 / 1024

# DEaMEHILRE (MB/s)
rate(container_network_transmit_bytes_total[5m]) / 1024 / 1024

# DeEsREERURE (MB/s)
rate(container_fs_io_current([5m]) / 1024 / 1024

# CPU PRIAER

rate(container_cpu_cfs_throttled_seconds_total[5m])

# AEFEFAOLL

container_memory_cache_bytes / container_memory_usage_bytes

# IRBRBRRITTRIRE
count(container_memory_usage_bytes) by (image)
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19.3.5 & OOM HIESFIREIAM
OOM AL HT

# MBEREELH 00M #HFRIE
docker inspect <container_id> | grep OOMKilled

# BEESESHBUFG: 137 Fr# 00M FIE
docker ps —-a ——-format "{{.ID}}\t{{.Status}}" | grep "137"

# BEDEEHEFH] 00M 58
docker logs <container_id> 2>&1 | grep —-i "out of memory\|oom"

# MEBEEVHEEE 00M Fft
dmesg | grep —-i "oom\|kill"
journalctl -u docker -n 100 | grep —i "oom"

sz p =7l
FEREM T BN EREER:
Python AR -

# Dockerfile

FROM python:3.11-slim

WORKDIR /app

COPY requirements.txt .

RUN pip install =-r requirements.txt memory_profiler tracemalloc

COPY app.py .
CMD ["python", "-m", "memory_profiler", "app.py"]

# app.py - AEHETGY
from memory_profiler import profile
import tracemalloc

@profile
def memory_leak():
# THTEIERFEILRISZE
data = []
while True:
data.append([0] * 1000000)
print(f'List size: {len(data)}")

# (& tracemalloc [REEHIZHED
tracemalloc.start()

# HTEIREHIRAIAHE
# ...

current, peak = tracemalloc.get_traced_memory()

print(f"Current: {current / 1024 / 1024:.2f} MB")
print(f"Peak: {peak / 1024 / 1024:.2f} MB")
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Java WERESHT:

# EBHEHEH JVM mrEEid

docker run —e JAVA_OPTS="-Xmx512m —-Xms256m —-XX:+UseG1GC" \

-p 5005:5005 \
myapp: latest

# (EfF jstat EHIRENTIET
jstat —gc <pid> 1000 # FFLEHE—X

# Bdirhl:

# So0C Sic sou S1U EC
# 6144 6144 0 6144 39424
BRI BESCES

# HBERIREAFIRS

EU
12288

oc
149504

docker run -m 512m --memory-swap 1g myapp: latest

# SH0505:

# -m / —-memory: AIfFIRE (XEE 512MB)

84320

# ——memory-swap: PIfF+SWAP SET (XEE 16B, EkkE SWAP 5 512MB)
# YEFRE ——memory—swap, WZEF ——memory (&

# Docker Compose Fi&
services:
app:
image: myapp: latest
deploy:
resources:
limits:
memory: 512M
reservations:
memory: 256M

ANFEEHREIE (Memory Overcommit) :

# 7 Docker Compose HXH[REIFIFTE
# limits: (B BEEITHIRAIE
# reservations: Compose HEHATHIZSE(E

services:
web:
memory: 512M # [R#)/
memswap_limit: 1G # SWAP [R#/

db:
memory: 2G

memory_reservation: 1G # 7087 1GB, 7iFas/iZl 2GB
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19.3.6 RGN S ZMEBHIE
BHARSITTIR
5F dive DITHREE:

# Z2E dive
wget https://github.com/wagoodman/dive/releases/download/v0.11.0/dive_0.11.0_linux_amd64.deb
sudo apt install ./dive_0.11.0_linux_amd64.deb

# DTG
dive myapp: latest

# BWHIFRNDEER, EBra—EIANIRNE
{§FH Dockerfile 9t LE:

# %% hadolint

curl https://github.com/hadolint/hadolint/releases/download/v2.12.0/hadolint-Linux-x86_64 -L -0 hado
lint
chmod +x hadolint

# 188 Dockerfile SHESLREE
./hadolint Dockerfile

SRR R{ELE
Go RIFBRYS/ MU HR SR
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# Stage 1: HIEHER
FROM golang:1.20-alpine AS builder

WORKDIR /build

# LR
RUN apk add —--no-cache git ca-certificates tzdata

COPY go.mod go.sum ./
RUN go mod download

COPY .

# HEESTHE (%fF scratch EifiEE)

RUN CGO_ENABLED=0 GOOS=1linux GOARCH=amd64 go build \
-a —installsuffix cgo \
-ldflags="-w -s" \
-0 app -

# Stage 2: &7HER
FROM scratch

# M builder EH#ICERIIE

COPY ——from=builder /etc/ssl/certs/ca-certificates.crt /etc/ssl/certs/
COPY ——from=builder /usr/share/zoneinfo /usr/share/zoneinfo

COPY ——from=builder /build/app /app

EXPOSE 8080
ENTRYPOINT ["/app"]

# IR GA/\EE < 15MB (#8LE golang:1.20-alpine £ ~1GB)

Node.js BRI R ERHIRE :
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# Stage 1: HIiZkZE
FROM node:18-alpine AS dependencies

WORKDIR /app

COPY packagex.json ./

RUN npm ci —-only=production && \
npm cache clean —--force

# Stage 2: HENER
FROM node:18-alpine AS builder

WORKDIR /app
COPY packagex.json ./
RUN npm ci

COPY .
RUN npm run build

# Stage 3: IE/THER
FROM node:18-alpine

WORKDIR /app

# MIEENERER node_modules
COPY ——from=dependencies /app/node_modules ./node_modules

# MGEN BREFIGE™Y
COPY ——from=builder /app/dist ./dist
COPY —-from=builder /app/packagex*.json ./

# MRTF R AR BRI

RUN rm —-rf src tests *.config.js

USER node
EXPOSE 3000

CMD ["node", "dist/index.js"]
# BHEANITILE :

# ML ~500MB
# ZIERIEE: ~120MB (i 76%)

Python RIFARYZ I ERIERE :
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# Stage 1: HIENER
FROM python:3.11-slim AS builder

WORKDIR /build
RUN apt-get update && apt-get install -y ——no-install-recommends \
build-essential \

&& rm -rf /var/apt/lists/x*

COPY requirements.txt .
RUN pip install —--user —-no-cache-dir -r requirements.txt

# Stage 2: ETHER
FROM python:3.11-slim

WORKDIR /app

# M builder SH|EHIE
COPY ——from=builder /root/.local /root/.local

# g5 PATH

ENV PATH=/root/.local/bin:$PATH \
PYTHONUNBUFFERED=1 \
PYTHONDONTWRITEBYTECODE=1

COPY .

USER nobody
EXPOSE 5000

CMD ["python", "app.py"]
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BERAERMRERSR

# MEE

O FREEEMES (Alpine, Distroless)

O SREEIEEER (apt-get clean, rm -rf /var/cache/x)
O ERE— RUN 15<$HRZe4Ef SRk

O A .dockerignore HEBRAMAERIIG

0 SNSRI SRRERG

O XBRERAES: -ldflags="-w -s" (Go) . strip @< (C/C++)
O FEasaSEIRMN S

O {#A BuildKit EEFibimEraz:

# LHTH:
FROM ubuntu:22.04

# X TiHE

RUN apt-get update

RUN apt-get install -y curl wget git
RUN apt-get clean

# v HEE
RUN apt-get update && \
apt-get install -y ——no-install-recommends \
curl \
wget \
git && \
apt-get clean && \
rm —rf /var/lib/apt/lists/x

19.3.7 B MRERI N SR 3=
IFJRE 1: RESSNEH OOM R3E
TR : BESHEM RS, exit code 137 MR ZE:

# 1BIIAFIRE
docker update -m 1g <container_id>

# AEEAFRE

docker exec <container_id> ps aux | grep —-E "VSZ|RSS"

# (EHH docker stats LA
docker stats <container_id>

# ERAERIE (TEAREFR)
docker run -m 512m —-memory-swap 1g myapp:latest

iBl@ 2: CPU #fRi# (CPU Throttling)

ER: NFAMRESRATIE, (B CPU EREAS 21T
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# BE CPU Rt
docker exec <container_id> cat /sys/fs/cgroup/cpu/cpu.stat

# YFE throttled_time > 0, HBAA%ET CPU R

# RRARTE: 1B CPU [R#
docker update --cpus 2 <container_id>

)RR 3: MEERFIERS
121
# HNBERBENERE
docker exec <container_id> ip -s link show

# 1REESEIF] DNS
docker exec <container_id> cat /etc/resolv.conf

# JUERIESIEIR
docker exec <container_id> ping 8.8.8.8

# IEBENEI
docker inspect <container_id> | grep —-A 10 NetworkSettings

# ERGE: EIEpEIREIEEE MTU
docker run —-net=host myapp:latest # [F/HEFINE (HEEE1E)
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AENE

REING

AENBEMEENE T BRI :
o fEtRiEEE: LA Prometheus + Grafana A%, SEREIREER. FESTIMIL.
o AFEE: LAEFK/ELK /9, TREREEHETRE. 0R5D1.

MRS, EE EIUMS BRI &R -> Tl > B > BB > HEE > B8
i,

¥ RRFEE: Docker HiEIKz)
Docker 12t 7 Z#HEIKS) (Log Driver), BTSSR mERLHAIATEL IR E SR,
=R B SR ENEE:

o json-file: BAIABRZf), EHELL JSON BB NAMIIH,

* syslog: HFHTHEEZ syslog fRS5=7,

e journald: BHEBNA systemd journal,

o fluentd: IFATEERE fluentd INTEESE,

o gelf: 37¥F GELF iMYBIBE/Eim (20 Graylog),

e awslogs: A&I1£ZF| Amazon CloudWatch Logs,

£ TIeRAWMIKD), HEPERASIREE. FELRSERAISENE, B AEEH
BEE#R 5 REFEISHEAE".

19.4 HEEEEEN LS FREI

HEFEERE R REANEFEETRR LSS EM. BIEREE:
e EFK[ELK: Elasticsearch + Fluentd/Logstash + Kibana, E&E&NXEERSEEVE,

* Loki + Grafana: Ef{w"BEGiEn—F=ME"rIEER, BESHATEERF, BERENS
ERIEARE.

yrmzicliNFE IV SE
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ENEASEE: SFHREEN, XEREERRES. BE. B, ZEaamils.
FEGHE: ESESERMEANRD. RERE. EaEEEE (LM) F8eh.
RES5EM: £ TLS, =it BRFERSL.

AEdEE . FHRRER. EOIRE. SERETRESTE.

19.5 FREISESHR

FRILATENBERRECE ERESR/INEFI AT

» Prometheus HIREREFZFAN, FHRE TENIREREHEE,

* Prometheus Targets £&8/3 UP, FEXHEEIR (CPU/RNTF/E=5ER BEUE.

o Grafana ESNEMRFEEEMZIRMARLA)/SRE, BAKSEBEEK,

o ENVF—FXBELCITIE Alertmanager AUZIEEEE, FIGIFEZRURIERAIXE SHH,
o Elasticsearch HIEBRERFAL, HEPEBNASREFDHSEE LIRKEE,

o Kibana BEEHREIRHBEE, = Ul BERIEEMA Elasticsearch API IIENFE,

o AN AEAREREERZIAK, HEEINENEETRM,

7 RIGERSEBUHEI? WAL Issue B PR,
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BT E LA - BIFRS
EIA

REBNA Docker EAEBMERRRGIDR THLZERG, JRESSH[UNARN, EBESERNE
MREEXEE. TRANBRERFRGEXN/N. DEMMEIESERER, ERTARNERT
2., AEEIBERNER, FMAEU{AITE Docker PERAERBERZEGR, QIERERER
(Busybox. Alpine) f1522IhREER{& (Debian, Ubuntu, CentOS %),

A AEFEREENRM FERARGREE

AR AFAES, ERAENEMIRMERARGEETZMARZNA. BEE. £2UNE
THRE. AREAIEGIRH T ARRIThEEEFRIR S
o BRERFEMHR (Busybox, Alpine) - HEAIMYUL MB, BIMRE, EESHIRSS. loT REFXTH
TREURAYIAE, Busybox BE/\UIEEE, ST ENAY Unix TH; Alpine MR HT TEHNE
EIEES, HETEIINA,
o EBAER (Debian, Ubuntu) - 32{H522MY Linux IHEEFNEERVNAAERS, BIgA/INBEE
100-300 MB Zj8), EEHER ELESMKIFI TENNEZES.

o VREE& (CentOS, Fedora) - F Red Hat &7, Iz AFDMENS IR SR,
BT yum B EEETIRRNARAEETHE,

EEREIXRRNE NIBRA—EERENATERNRNESR. XFETLURD ZEiRmExRE
A IMRRERBFIHEXIRRE, [REFMERDS, BB ESREETOARE.
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ERARMERARENL

BE& KN BEEES
Busybox ~1MB 75
Alpine ~5 MB apk
Debian ~100 MB apt-get
Ubuntu ~80 MB apt-get
CentOS ~200 MB yum
Fedora ~200 MB dnf

H —

FIBFR

BEFIRERNS, (REEEE:
o BERARRERRRGIER. KIERGR

ERER

RIMLTRE.
initrd

MRS, BRI
F3

BRMNA. &
NS

Z(l Debian, I
RUES

AR, S
1R

FEBR. T
R

* ZiEfE Docker PRSI FRARGAVTIEZMRIESLHE
o FINARIECIRREKIESESENEMETS, SMRGMIL
o THAIEARBRERSSSRTRE. KEMNEENBEERS

o ERZNBMESERXD, RIMBREGEER/N
o ZF&{HF Docker Compose fRHFS MRIER SRS
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ﬂﬂ

TRESM
Busybox — BEEBR TEEHE, BASARNRIMES
Alpine — BB Linux 8, [-ZRTAF-TREHIRSS

Debian Ubuntu — IHEES2E8 M@ Linux &8, &35
CentOS Fedora — ™4 Linux &%, @883 &R%MNA

ARE/NE
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20.1 Busybox

20.1 Busybox

20.1.1 &1
TEEMtER T ATARE:
QBusybox - Linux lstZ&E7JJ

BusyBox B2— MNEK T —EZ MREH Linux SFILTE (30 cat. echo, grep. mount, telnet &)
B TEME, BREFE/L MBRX/N, RAEHTEZMHEREIE, WEN Linux RFENIREE
7",

BusyBox A[IE{TF 2Rk POSIX IMERVERERZ P, 40 Linux (BFE Android). Hurd, FreeBSD £,

20.1.2 SRNESFHR

BJLAMER docker pull 35S &K busybox: latest $&H{%:

$ docker pull busybox:latest

latest: Pulling from library/busybox

5c4213be9af9: Pull complete

Digest: sha256:c6b45a95f932202dbb27c31333c4789f45184a744060f6e569cc9d2bf1lb9ad6f
Status: Downloaded newer image for busybox:latest
docker.io/library/busybox: latest

TG, TLUEZR busybox BB HA 2.433 MB:

$ docker image 1s

REPOSITORY TAG IMAGE ID CREATED VIRTUAL SIZ
E
busybox latest e72ac66414f0 6 weeks ago 2.433 MB
N—
20.1.3 i=17 busybox

[BE— busybox &g, HEBEEFHIT grep B,
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$ docker run -it busybox

/ # grep

BusyBox v1.22.1 (2014-05-22 23:22:11 UTC) multi-call binary.

Usage: grep [-HhnlLoqvsriwFE] [-m N] [-A/B/C N] PATTERN/-e PATTERN.../-f FILE [FILE]...

Search for PATTERN in FILEs (or stdin)

-H Add 'filename:' prefix

-h Do not add 'filename:' prefix

-n Add 'line_no:' prefix

-1 Show only names of files that match

-L Show only names of files that don't match
-C Show only count of matching lines

-0 Show only the matching part of line

-q Quiet. Return @ if PATTERN is found, 1 otherwise
-V Select non-matching lines

-s Suppress open and read errors

-r Recurse

-i Ignore case

-w Match whole words only

-X Match whole lines only

-F PATTERN is a literal (not regexp)

-E PATTERN is an extended regexp

-m N Match up to N times per file

-A N Print N lines of trailing context

-B N Print N lines of leading context

-C N Same as '-A N -B N'
—e PTRN Pattern to match
—-f FILE Read pattern from file

BEERHRNIERER.
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/ # mount

overlay on / type overlay (rw,relatime, lowerdir=/var/lib/docker/overlay2/1/BOTCI5RF24AMC4A2UWFAN6ZWF
P:/var/1lib/docker/overlay2/1/TWVP5T5DMKIGXZOROR7CAPWGFP, upperdir=/var/lib/docker/overlay2/801lef@bf6c
ce35288dbb8fe00adf9cc47760444693bfdf339eddbdcf926e12a3/diff,workdir=/var/lib/docker/overlay2/801ef0b
f6cce35288dbb8fe00adf9ccd7760444693bfdf339eddbdcf926e12a3/work)

proc on /proc type proc (rw,nosuid,nodev,noexec,relatime)

tmpfs on /dev type tmpfs (rw,nosuid,size=65536k,mode=755)

devpts on /dev/pts type devpts (rw,nosuid,noexec, relatime,gid=5,mode=620,ptmxmode=666)

sysfs on /sys type sysfs (ro,nosuid,nodev,noexec,relatime)

tmpfs on /sys/fs/cgroup type tmpfs (ro,nosuid,nodev,noexec,relatime,mode=755)

cgroup on /sys/fs/cgroup/systemd type cgroup (ro,nosuid,nodev,noexec,relatime,xattr,release_agent=/1
ib/systemd/systemd-cgroups—agent,name=systemd)

cgroup on /sys/fs/cgroup/net_cls,net_prio type cgroup (ro,nosuid,nodev,noexec,relatime,net_cls,net_p
rio)

cgroup on /sys/fs/cgroup/freezer type cgroup (ro,nosuid,nodev,noexec,relatime,freezer)

cgroup on /sys/fs/cgroup/cpu,cpuacct type cgroup (ro,nosuid,nodev,noexec,relatime,cpu,cpuacct)
cgroup on /sys/fs/cgroup/cpuset type cgroup (ro,nosuid,nodev,noexec,relatime,cpuset)

cgroup on /sys/fs/cgroup/blkio type cgroup (ro,nosuid,nodev,noexec,relatime,blkio)

cgroup on /sys/fs/cgroup/perf_event type cgroup (ro,nosuid,nodev,noexec,relatime,perf_event)

cgroup on /sys/fs/cgroup/memory type cgroup (ro,nosuid,nodev,noexec,relatime,memory)

cgroup on /sys/fs/cgroup/devices type cgroup (ro,nosuid,nodev,noexec,relatime,devices)

cgroup on /sys/fs/cgroup/pids type cgroup (ro,nosuid,nodev,noexec,relatime,pids)

mgueue on /dev/mqueue type mqueue (rw,nosuid,nodev,noexec,relatime)

shm on /dev/shm type tmpfs (rw,nosuid,nodev,noexec,relatime,size=65536k)

/dev/vdal on /etc/resolv.conf type ext3 (rw,noatime,data=ordered)

/dev/vdal on /etc/hostname type ext3 (rw,noatime,data=ordered)

/dev/vdal on /etc/hosts type ext3 (rw,noatime,data=ordered)

devpts on /dev/console type devpts (rw,nosuid,noexec,relatime,gid=5,mode=620,ptmxmode=666)

proc on /proc/bus type proc (ro,relatime)

proc on /proc/fs type proc (ro,relatime)

proc on /proc/irq type proc (ro,relatime)

proc on /proc/sys type proc (ro,relatime)

proc on /proc/sysrq-trigger type proc (ro,relatime)

tmpfs on /proc/acpi type tmpfs (ro,relatime)

tmpfs on /proc/kcore type tmpfs (rw,nosuid,size=65536k,mode=755)

tmpfs on /proc/keys type tmpfs (rw,nosuid,size=65536k,mode=755)

tmpfs on /proc/timer_list type tmpfs (rw,nosuid,size=65536k,mode=755)

tmpfs on /proc/sched_debug type tmpfs (rw,nosuid,size=65536k,mode=755)

tmpfs on /sys/firmware type tmpfs (ro,relatime)

busybox FRIREA/ING, (BEETAERENR Linux a5, EERLIAERERE Linux 5%,

20.1.4 HHX®R

e Busybox BN : https://busybox.net/

e Busybox EABE: https://git.busybox.net/busybox/

e Busybox BFE{%: https://hub.docker.com/_/busybox/

e Busybox EABE: https://github.com/docker-library/busybox
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20.2 Alpine

20.2 Alpine

20.2.1 f&1¢
TEEWtER T A TAE:

QAIpine Linux {EZES

Alpine BIERFR—MNERLZ 2R Linux K1THR. EFRRTIEE Linux Z1THR, Alpine XA
7 musl libc # busybox LAR/NEGBIAFRFIZITHIRIRIEFE, {BINEELELL busybox XN5ERZ,
EERIFFRT KRS Z ISR, EERESHNRER, Alpine MMERTESHNEEETE apk,
BILABID Alpine Packages Wi FEEEEE, tETUEEET apk (s HEEIDMLER TR
1.

Alpine FRAFMMVARLREIFRY, IS5 ZERY Linux KIThR, ERBIARR/ERE Linux BTN
, XKiFe, MEEMEIFENEE. Alpine IREEULIERTEZEABSE, AER—MIFHNFILUIE
RATFEFNERR AR,

Alpine Docker SR{GBURET Alpine Linux RITHRAVXLE(LES, HELTFEAM Docker 5%, EHA
2IEFE/N, (UXRE 5 MB £4 (XILL Ubuntu KSR GIEIR 200 MB), BIRBIEE KIFHIESEIEN
. BAEGEKE docker-alpine INH,

BRI Docker B3 EFFRHEZFERA Alpine BN ZEIRY Ubuntu MUARRREGIRS., XFESTHREN
yrak. BIERGETHEREINR, REEEHES, EERIRESE, SRR HETEZ,

TREBESRERIA/NMER:

REPOSITORY TAG IMAGE ID VIRTUAL SIZE
alpine latest 4e38e38c8celd 4.799 MB
debian latest 4d6ce913b130 84.98 MB
ubuntu latest b39b8lafc8ca 188.3 MB
centos latest 8efed22e6104 210 MB

20.2.2 SFREGFHERES R

AFHEGR), TEHEFFRE, EETLAEZER docker run I5SEEIEIT— Alpine &
28, HiEEIE{THY Linux 184, fBan:
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$ docker run alpine echo '123'
123

20.2.3 iITBZE Alpine Bl
B#i, AZ5% Docker B BGETETIS Alpine (EARRMESR, TESEHTTE.
fIgn:

e ubuntu/debian -> alpine
e python:3 -> python:3-alpine

e ruby:2.6 -> ruby:2.6-alpine

FHh, WNERERA Alpine FREEHR Ubuntu BRERER, RNGEIFEER apk BEERER apt T
8,

$ apk add —-no-cache <package>

Alpine F M4 T X BN BFITRSEHEHMATRERAR, TJU"E
https://pkgs.alpinelinux.org/packages PGS RHAELTED IR, REENTEDAEE
R5|AR, BERENRSHXERS IR, BBATTLUZRRA TG A FERAXERER,

$ echo "http://dl-cdn.alpinelinux.org/alpine/edge/testing" >> /etc/apk/repositories
$ apk ——update add --no-cache <package>

FRTEERILA apk BERERE, BINEER apk ZRIFTERCEFTEIIAERERE.

RUN sed -i "s/dl-cdn.alpinelinux.org/mirrors.aliyun.com/g" /etc/apk/repositories \
&& apk add --no-cache <package>

20.2.4 IHXHIR

Alpine BEM: https://www.alpinelinux.org/

Alpine EFABGE: https://github.com/alpinelinux

Alpine BEFE{&: https://hub.docker.com/_/alpine/

Alpine BEFEIZGZE: https://github.com/gliderlabs/docker-alpine
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20.3 Debian Ubuntu

20.3 Debian Ubuntu

Debian # Ubuntu EB2 BRI NIRITHY Debian R HIIRSERFE(ERS, +OEEMAIHR. Docker
Hub LRI T ESREG, BRI ABRIRS EREIRM THENAISH.

20.3.1 Debian Z&H N
TEEWEE R ATAS:
lr-Debian 1B/EZ %

Debian ZH GPL FIEM B BHRAHFAIHIIENNBE BREHERNIEIER S, B Debian itXl
(Debian Project) 4H434£4F, Debian %l 2—MEZHY. SEEVER, B 3000 ATEEEMK, =
SHRESPMIEBFBLRIEEHRF, Software in the Public Interest IREIFHIFERIREN
RPN, Debian LAEIBSF unix FIEHMIARER, LIREETFRAFPNIRZIEEMES, AT
Debian EIETHEIT 25,000 NMXGFEFHIF 12 MIENRFRLEA.

Debian fEA— PN RKNIRERRABLRER, HTESHARRERSZONS AT, EEHAXKA Linux
M Debian GNU/Linux 245, EHAthiABXH GNU Hurd #%/()H Debian GNU/Hurd RZ. X
FreeBSD #Z/()Y Debian GNU/kFreeBSD %, LAK KA NetBSD #Z/)AJ Debian GNU/NetBSD R4,
EEIAEFIF debian NARRIEIFTE, XF openSolaris ZOMAEETIALAY Nexenta 05 &4, £
IXY6 pebian G, LAKH Linux B0 Debian GNU/Linux SR AZER.

RZH Linux Z91THR, %0 ubuntu. Knoppix #1 Linspire % Xandros £, EZHE F Debian
GNU/Linux,

{5/ Debian B & &
Debian E—MBE—MNEBNEMER.

B RME T KKRAFAY debian FRRLARERREATUZEAT neurodebian Ff&R. AJLAERA docker run
EIZIE{T Debian Hi&.

$ docker run -it debian bash
root@668e178d8d69: /# cat /etc/issue
Debian GNU/Linux 8

Debian RFRECIFAEMERE, WEBEEMERE.
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20.3.2 Ubuntu Z&&7t
TEEMMER T AT
le2Ubuntu BERS:

Ubuntu @—PMLARERAAER oNu/Linux BERSE, HERREIFMNEHBESEHIFEN
"ubuntu” —id (B ER "REHR", BE "EHBX'. "SHE". "BFL" 5 "SRR FiER).
Ubuntu BERE "Atlt" LR "BNFERERAARNEFE", SIEMERN—FNEN, RELAKH
Sy “{ZZ" B8, Ubuntu EF Debian &1ThRFO GNOME/Unity RMEIAE, 5 Debian NABRETE
8 6 MASKM—NIRA, § 2 FFHEH—MKHASIF (Long Term Support, LTS) iR4A, —#EX
¥F 3 GEATIEL,

5 Ubuntu 55§

Ubuntu R BRTEARITAI Linux RIThRZ—,

TELA ubuntu:24.04 96, SEAMAERZRGE—LE BRI,
B -ti SEEHAE, BF bash, &E ubuntu UEITIRAS.

$ docker run -ti ubuntu:24.04 /bin/bash
root@7d93de@7bf76:/# cat /etc/os-release
PRETTY_NAME="Ubuntu 24.04 LTS"
NAME="Ubuntu"

VERSION_ID="24.04"

VERSION="24.04 LTS (Noble Numbat)"
VERSION_CODENAME=noble

ID=ubuntu

ID_LIKE=debian
HOME_URL="https://www.ubuntu.com/"
SUPPORT_URL="https://help.ubuntu.com/"
BUG_REPORT_URL="https://bugs. launchpad.net/ubuntu/"

HIXEEZ(FER apt-get TER—PMILGHIRHR, SR E: Unable to locate package,

root@7d93de@7bf76:/# apt—-get install curl

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

E: Unable to locate package curl

XHIERFASIHF apt-get @<, Docker BGERWERT AT AR T apt BEER, BELWEEL
T apt-get update MSEKEFMCEER. EFMEERERIAIHINET apt-get KL=,
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root@7d93de@7bf76:/# apt—-get update
Get:1 http://archive.ubuntu.com/ubuntu noble InRelease [256 kB]
Get:2 http://security.ubuntu.com/ubuntu noble-security InRelease [126 kB]

Fetched 25.8 MB in 8s (3215 kB/s)
Reading package lists... Done

B, & wrl ITHE,

root@7d93de@7bf76:/# apt-get install curl
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:

ca-certificates krb5-locales libasnl-8-heimdal libcurl4 libgssapi-krb5-2 libgssapi3-heimdal libhcr
yptod4-heimdal libheimbasel-heimdal libheimntlm@-heimdal libhx509-5-heimdal

libk5crypto3 libkeyutilsl libkrb5-26-heimdal libkrb5-3 libkrb5support® libldap-2.4-2 libldap-commo
n libnghttp2-14 1libps15 libroken18-heimdal librtmpl libsasl12-2 libsasl2-modules libsasl2-modules-db
libsqlite3-0 libssl11l.1 libwind@-heimdal openssl publicsuffix

root@7d93de@7bf76:/# curl
curl: try 'curl ——help' or 'curl ——manual' for more information

Tk, B%E apache RS,

root@7d93de@7bf76:/# apt-get install -y apache2
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:
apache2-bin apache2-data apache2-utils file libaprl libaprutill libaprutill-dbd-sqlite3 libaprutil
1-ldap libexpatl libgdbm-compat4 1libgdbm5 libicu6@ liblua5.2-0 libmagic-mgc libmagicl libper15.26 1i
bxml2 mime-support netbase perl perl-modules-5.26 ssl-cert xz-utils

[BEMXA apache fRSS, RIEFER curl RMHAIBIGE],
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root@7d93de@7bf76:/# service apache2 start

* Starting web server apache2
AH00558: apache2: Could not reliably determine the server's fully qualified domain name, using 172.1
7.0.2. Set the 'ServerName' directive globally to suppress this message

*

root@7d93de@7bf76:/# curl 127.0.0.1

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.0rg/TR/xhtml1/DTD/xhtm

l1-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<!l—
Modified from the Debian original for Ubuntu
Last updated: 2016-11-16
See: https://launchpad.net/bugs/1288690
—_—>
<head>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
<title>Apache2 Ubuntu Default Page: It works</title>
<style type="text/css" media="screen'">

BCEERA -p SECIINRGIIRSS RO, ATLASIFE=RINRIIEIZIRSS .

20.3.3 1BX&HR

e Debian BM: https://www.debian.org/

e Neuro Debian EN: http://neuro.debian.net/

e Debian BEFABZE: https://github.com/Debian

e Debian BEFE{%: https://hub.docker.com/_/debian/

e Debian BEFHRRGE: https://github.com/tianon/docker-brew-debian/
e Ubuntu B : https://ubuntu.com

e Ubuntu BEABE: https://github.com/ubuntu

e Ubuntu BFER: https://hub.docker.com/_/ubuntu/

e Ubuntu BEFEIGGE: https://github.com/tianon/docker-brew-ubuntu-core
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20.4 CentOS Fedora

20.4 CentOS Fedora

20.4.1 CentOS ZFHN

Cent0S 0 Fedora #PEETF Redhat BUEN Linux 937, Centos BRI RIRFZERAVE BIRER
é}E,‘ Fedora U'\UIEEW/I\A%E}EEF'O

lricentos 1BEZS:

CentOS (Community Enterprise Operating System, FWERBE: #tXPIWIRIERE), EEETF
Red Hat Enterprise Linux JBRXCEBYRIEMAL. BT Cent0S 5 Redhat Linux JEFHEERMCEER,
FIURZ R ASREZTESREENLATIMER centos KB Red Hat Enterprise
Linux, Cent0S BEABEARKG.

{#F CentOS B EI&
CentOS EAHEIERIEEER,

ER: CentOS 8 BF 20214 12 B 31 HELL4 (EOL)., WFHEE, HETE[EA CentOS
Stream, Ef Rocky Linux, AlmaLinux &&{&1ThR.

{$FH docker run EHE5Z=1T Cent0S 7 1%, FHEH bash,

$ docker run -it centos:7 bash

Unable to find image 'centos:7' locally

7: Pulling from library/centos

3d8673bd162a: Pull complete

Digest: sha256:a66ffcb73930584413de83311calladcb4938c9b2521d331026dad970c19adf4
Status: Downloaded newer image for centos:7

[root@43eb3b194d48 /1# cat /etc/redhat-release

Cent0S Linux release 7.9.2009 (Core)

20.4.2 Fedora Z&&
TEEMSER T A THE:
[#2Fedora BERA

Fedora ] Fedora Project #tXFFA, £IMENEIEEENAY Linux R1THR. EBRBIREEIE—EHF.
ZIMeeH B ERNTFRAVEERS, Fedora NDIBEXS TS, BE—EEETEN, JLAEH
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RIRBBRIERS, MR Red Hat TS, ERWFSHEARNATE. SOANTBRIRARE

SHONE Red Hat Enterprise Linux B3,

{$5Fd Fedora EFE&

{§5F8 docker run A EIZILIT Fedora EFS RS, FHEFH bash,

$ docker run -it fedora bash

Unable to find image 'fedora:latest' locally

latest: Pulling from library/fedora

2bf01635e2a0: Pull complete

Digest: sha256:64a02df6aac27d1200c2572fe4b9949f1970d05f74d367ced4af994ba5dc3669e
Status: Downloaded newer image for fedora:latest

[root@196ca341419b /1# cat /etc/redhat-release

Fedora release 39 (Thirty Nine)

20.4.3 tHXHEIR

e Fedora BM: https://getfedora.org/

e Fedora BEAGZE: https://github.com/fedora-infra

e Fedora BEFER: https://hub.docker.com/_/fedora/

e Fedora BEFEIGEE: https://github.com/fedora-cloud/docker-brew-fedora
e Cent0S BEM: https://www.centos.org

e Cent0S EABE: https://github.com/CentOS

e Cent0S BFE%: https://hub.docker.com/_/centos/

e Cent0S BEASEIGEE: https://github.com/CentOS/CentOS-Dockerfiles
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AENE

RE/NE

AEFHR 7 AR ER SR T EHANER.

BT BEAHIEBGSIN, £ Docker Hub BIRBIFSHE=751HRE N A L&Y Docker Hi&,
EETLIRIBERE R RER, —hSkR:

o ENRGIRELR/N, ATE—LEXNEAN. BRNRAENTRE. RENSHRIE
17, BEGHITMEES.

o HTF%EER, JIFFEELTIFIVRGENRAERM SSH IR, TEBTAFRIEEERE
REIERBET.

7 RIGEREASHERN? WIER Issue B PR,
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B 1—F LhKEEGI - DevOps

DevOps B2A

DevOps B—FIEERIFFAMIEENXW, EEFRBMIZHERNZ MBI, BT
B ERMCAIRAE LI, INRERZIERE, RIHRSRFRISEMMATEY. Docker fEARREL
RARNASE, EANIN DevOps TIERPAAIEERAITR, BUFRUNA, FFARBBART LA
R—IXKZEE, fAbE1T", HRRFTA. WEMEFMERNES, KKE TEEIRIE.

Docker 7£ DevOps Ff{FEE

Docker 7£ DevOps TERFEESNREREB., Bk, BnELTNBRFAMESENRE, F5E
BARX RIEARREIRY Docker Fagh T1E, E R T "R LT LUET"RIEE, EIX, Docker 5
CI/CD iFiET4EEERL, BT EMURIRGHEE. WKAIEE, SCIREAECEHEA. toh, Docker
SRS RIS IR R mAE, (EREIPAREISE RiEH R R EIEEMIRNE,

Cl/CD EENEEY

SSUERLSTEEERE (CI/CD) TR DevOps HUIZL. B EFMLAIRIEN. Wiz, WRAINE
k2, EIAATEIRE R IR, PR RS RGHOISEIATAT AL, Docker £E CICD thifiE
TEERE:

-« WREACHIERTRS - Docker BIRFEE. WRFIAFTMERE—H, MR T INEERHERITE

- DAL - SEOVREENFUZRRISIE, KIBNIRT CICD FARAITHRE

- REMINMER - TLURIREEREIOUREE, FHPETE MU

- EXEBMCERRAET - CYCD TRALISANGR. Hi. FRCHIEE Docker BHEEIGHE

- ISRPENGUERT - FINSRIBEITIATESE, SIESRRHRE
ABIFIBITNE GitHub Actions, Drone Z/T#Y CI/CD TH, BAAITHESIFRE Piaissre

Baiftiitkg. FAIERERINAER TR IR ER Docker, M IDE RIBARFTAIEMS, OER
ZN: heS AV IR

AEFI B
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2% DevOps X{t. CI/CD fiZfIB LRI EEXRR

EETEAY Docker TIER, MRIBIRAREIZ EEENE— D
FSUNMaIfER GitHub Actions SEIIE#DE CI/CD, AR TERAVREFILKL
7% Drone &5 =75 CI/CD TERYZEM, PEMEES

ST IDE (VS Code) HREERY Docker, FIFIRESFFA TEIRFFTARE
ERLAPENR DevOps 7R, RELHRAIMEAIESE

ETRESM

DevOps FEETER — NMUBEIZBERNE MR
GitHub Actions — {3 GitHub Actions XL} CI/CD

Drone — Drone CI/CD SF&ENFIECE

Drone Demo — Drone SCEGEFIRN R

7 IDE #&FH Docker — IDE 5 Docker SEREAIFAEL
VS Code — Visual Studio Code B2 &R
SLEIF — ESEINE FRY DevOps R FAZEf)
ARE/NE
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211 DevOps SSETIER

21.1 DevOps ZETIER

AEBZET—1ET Docker, Kubernetes 1 Jenkins/GitLab Cl B952%& DevOps T{Fifi.

21.1.1 TYERIES

1. Code: FF&RARIERZHSE! GitLab,

2. Build: GitLab CI il A HIEESS.

3. Test: IZ1TEATTIHFNEERI.

4. Package: 33 Docker E{&FHEXZE] Harbor/Registry,

5. Deploy (Staging): BziEFEZIMHIAE Kubernetes 5E&F.
6. Verify: ATEKBEMLIGIIE,

7. Release (Production): Silt[aBIEE R4 ~INE,

21.1.2 XigRERH

AHBT—AS/NAT AR ER, EREE DevOps FifEH5 Docker HEXAIXERIE.
1. Dockerfile SRR

{5F8 Docker S M ERHIEEFTLASRURNEHEIATA.

## Build stage

FROM golang:1.23 AS builder
WORKDIR /app

COPY . .

RUN go build -o main .

## Final stage

FROM alpine:latest

WORKDIR /app

COPY ——from=builder /app/main .
CMD ["./main"]

2. GitLab CI Bl

GitLab CI (.gitlab-ci.yml) BT
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stages:
- test
- build
- deploy

unit_test:
stage: test
image: golang:1.23
script:
- go test ./...

build_image:
stage: build
image: docker:27
services:
- docker:27-dind
script:
- echo "$CI_REGISTRY_PASSWORD" | docker login —u "$CI_REGISTRY_USER" --password-stdin $CI_REGIST
RY
— docker build -t $CI_REGISTRY_IMAGE:$CI_COMMIT_SHA .
- docker push $CI_REGISTRY_IMAGE:$CI_COMMIT_SHA

deploy_staging:

stage: deploy

image: dtzar/helm-kubectl

script:
- kubectl config set-cluster k8s —-server=$KUBE_URL --insecure-skip-tls—-verify=true
- kubectl config set-credentials admin —--token=$KUBE_TOKEN
- kubectl config set-context default —--cluster=k8s —--user=admin
— kubectl config use-context default
- kubectl set image deployment/myapp myapp=$CI_REGISTRY_IMAGE:$CI_COMMIT_SHA

-n staging

only:

- develop
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21.1.3 5{ESCEe
1. Ao EEEGHGE: —BSRGIEET, TS NME (Dev, Staging., Prod) HERROZ{FEREE—
PN tag (BER commit hash) , TMIAREFIIE.
2. FeB9YE: {$F ConfigMap 1 Secret BEIFINEISFENELE, FAEITEHER,
3. Bi¥$ Docker Hub FR&A (Rate Limits):
o Docker Hub XtERZHIENELHE 7 FAERIBRSI (6 /NATAIZY 100 JR), &TE CI/CD FEREH
i, hSMA toomanyrequests fHix.

o ER{ERE:

» EARKETELIAEITRESMDIAILE (/8 PAT, MIEERD).
n 5E IR SR EERI B EAY Harbor/Nexus, {8 Pull-Through Cache,

» JFf5 Docker #3585 |22 (BuildKit) BY inline 8% registry &#7IhEE, LR EEERIEUR
2=

o

4. GitOps: F[E5|\ ArgoCD, HHEEEBIFAISFMETE Git &, LI Git IKAIEEE

1=
Vo
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21.2 GitHub Actions

21.2 GitHub Actions

GitHub Actions & GitHub #Hy—3X CI/CD TH,

AT LAESA job AY step #{sEA Docker HUUTHTEELS IR,

21.2.1 /N7~
ECERBEZRAIE /. github/workflows/ci.yml;

name: CI

on:
push:
pull_request:

permissions:
contents: read

jobs:
build:
runs—on: ubuntu-latest
steps:
— uses: actions/checkout@v4
— uses: docker/setup-buildx-action@v3
— uses: docker/build-push-action@v6
with:
context: .
push: false
tags: local/test:ci

ZRIETE GitHub Actions HR#IE2 HRETEEERY Docker =& (AH#EER registry)

21.2.2 FR{FsCH

o [EIXE action UEARA (40 eva [ @ve) , EER(ER emaster IXSEFERI5(H.
o IREE/IVPR (40 contents: read) , EEENRISEIIFF.
o FERMEFR, MAFEREASIFNEFAE (KN INESEEEEEH cache 5 BuildKit

cache) .

MRFFEEEN S REERETERRSR (MARWEERS) , JLMER docker:// 158E:

Built with mdPress


https://github.com/features/actions
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

- name: Run container step
uses: docker://golang:alpine
with:

args: go version

21.2.3 & 5E

e Actions Docs
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21.3 Drone

21.3 Drone

BT pdocker By c1/cD TE prone, FrEZHRIE. MiXAORIZEEDR S HIH1T,

FRERFEMBEHFES .drone.yml X4, ISRISHEEER] oit BEE, Drone HUAET BaMLIEEHITSR
1ENI U5 =L 8

A/NT5LA GitHub + Drone SRR Drone U TFAAE. SJAESLRFAITRET, RERBHBIFAE
GitHub £&, BPAIRAILAZIER Gogs + Drone 3i#t4T CI/CD.

21.3.1 KEKINH

1£ GitHub #3E—1N3 9 drone-demo BB EE.

HFRIIEELZBEFH Drone MiLEEE Drone Cloud, {8 GitHub IKEZE, EREHXEENINI
%2R drone-demo B,

21.3.2 REMBIRE
YIae— git BFE:

mkdir drone-demo
cd drone-demo

git init

git remote add origin git@github.com:username/drone-demo.git

XEBLA— MR Go F2FF A, 12 Hello World!
9%5 app.go S{4:
package main

import "fmt"

func main() {
fmt.Printf("Hello World!\n")
}

Y85 .drone.yml 3{4&:
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kind: pipeline
type: docker
name: build

steps:
- name: build
image: golang:alpine
pull: if-not-exists
environment:
KEY: VALUE
commands:
— echo $KEY
- pwd
- 1s
— CGO_ENABLED=0 GO0S=1linux go build -a -installsuffix cgo -o app .
- ./app

trigger:
branch:
- master

WML EREET

— .drone.yml
L— app.go

21.3.3 #EET ERCEEE GitHub

git add .
git commit -m "test drone ci"

git push origin master

21.3. 4 EEMBEMEEIERGER

FIFFEAIIEREEFHY Drone WubEl#E Drone Cloud, BIRIEZIMIZELER,
B

=

SR BATIAEAIE S R 53] GitHub, Docker Registry.  =IRSTIIRMIINSAH, HEt
PR,
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21.3.5 &EHERE

¢ Drone Github
e Drone &4

¢ Drone 7=/
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21.4 Drone Demo

21.4 Drone Demo

21.4.1 Demo In AR

XE2—1ET Go IESmERIEER Web N, FTEm Drone Cl BIFFELERIRAE.

21.4.2 R4

e drone_demo.app.go: EEHAI Go Web ARSSEE{LHI.

e drone_demo.drone.yml: Drone Cl FUECES S, TN THIEFINIARE.

21.4.3 U{a{s5

1. BRAHE %% Docker IR,
2. &R BIST4E AR /9 Drone HREEHISI4

cp drone_demo.app.go app.go
cp drone_demo.drone.yml .drone.yml

3.4 app.go 5 .drone.yml HE5XZ{/RAY drone-demo B ZF, BPRJI{E Drone REZEIFIFELER,
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21.5 7£ IDE {5 Docker

21.5 £ IDE 5h{s5FH Docker

{£F IDE #HTH A, FEERAMLIRGFTEY, —L IDE 37 Docker BRTHITEE, XHFFR
2T Docker BYfimR, MATEAMZE.

ALRE-NMROBR: B TR HE=S, B RBmEAN"BEAE IDE,

21.51ER%E

o FINBEHR—FAIAE (Go/Node/Python hiRA, RGIKE., HmiEtE) .
o AMEFARSELEME (70 Windows, NFIERIAE) .
o MEKHIRE (FINFE gcc. FUEEEFin. FERAE) .

AREGRIZR: BIKEAH GPU/USB g%, EFEEIFHERIEENH 10 IE (HAAIERER
MBS RIEZRIR) .

21.5.2 F/\oJ FtE=(,: docker compose + FFEE2E
THEHEA—MNKEIEITRIFAARSETERFIF (UL Go Af5l, {ReJLAE#E)S Node/Python) .

1. EIRBE HEIE compose.yaml (ERERRIREBHI compose 3f4) :

services:
dev:
image: golang:1.22
working_dir: /work
volumes:
- ./:/work
command: sleep infinity

2. B RERR:
docker compose up -d
3. EABRLERI TS

docker compose exec dev bash
go version
go test ./...
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XMER R MR EE. IDE LX", a2 IDEEEHIMCE (HINEE e EEESIR
%%, 8{ER VS Code Dev Containers) ,

21.5.3 BREFHSPPREIN

o Linux TAIRBEIBNEXHRIER, LIRS ssRNERS®EEN UID/GID X43F. VS
Code Dev Containers xiFEm4E; F5 Dockerfile/compose Bt e]LAE i E R,

NSRBI SHTERITALER (BT macOS/Windows RIREHMLSUHRS) | UITERIE
S/TESHHRIIFRTIEERS watcher BRTE,
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21.6 VS Code

21.6 VS Code

VS Code B9 Dev Containers ATLUB"F AR "HIHEEE, RATRE VS Code BU%RIE. #h2. I
X

ATRE—SNTRTA: BESME (A Go Hfl) 32" FIFFRIFF A RIS,

21.6.1 BIE &4

o L% Docker Desktop (8 Linux _EAY Docker Engine)

e VS Code &% E: Dev Containers (ms-vscode-remote.remote—-containers) .

21.6.2 §/)\i~ffl: .devcontainer/devcontainer.json

EINEEBERBIEE . devcontainer/devcontainer.json:

{
"name": "docker-practice-dev",
"image": "golang:1.22",
"workspaceFolder": "/work",
"workspaceMount": "source=${localWorkspaceFolder},target=/work,type=bind",
"customizations": {
"vscode": {
"extensions": [
""golang.Go"
1
}
}I
""postCreateCommand": "go version"
¥

PAJSTE VS Code ap<STEITRIERE :
e Dev Containers: Reopen in Container

VS Code RAIBREHEoIERR, MEIRHAILESRAIET:

go test ./...
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21.6.3 Z5& Docker Compose (TJi%)

NSRRI B RIRMREEIRE/EF (15140 Postgres/Redis) , BILAf$EA dockerComposeFile HB&kEi—iE
fIte,

5 (devcontainer.json FER) :

{
""name'": "compose-dev",
"dockerComposeFile": [
"../docker-compose.yml"
]I
"'service": '"dev",
""workspaceFolder": "/work"

}

SFE: service EEIIMN compose BAIIREZ.
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21.7 SLERERMBI: Go/Rust/EHEEIRRSS
21.7 SLEEZRB: Go/Rust/HUBEE/IRS

AT5EIS LRI B 26 E RN AR R LB I N FEEE &MIAY Docker Ei&, LARINEI{FER
Docker Compose 15855 A FIEFIME,

21.7.1 Go M RRIS/IMURSIE

o IESRERZFNFS _HEIMRESNMIEE SR/, IUTRERINETEETR/IG Go MNAR
&.

#8/\ Go Web 5
RZFACHS (main.go)

package main

import (
"fmt"
"log"
"net/http"
"os

)

func healthHandler(w http.ResponseWriter, r xhttp.Request) {
w.Header().Set("Content-Type", "application/json")
fmt.Fprintf(w, "{"status":"healthy","version":"1.0.0"}")
}

func helloHandler(w http.ResponseWriter, r xhttp.Request) {
hostname, _ := os.Hostname()
w.Header().Set("Content-Type", "application/json")

fmt.Fprintf(w, "{"message":"Hello from %s","version":"1.0.0"} , hostname)

}

func main() {
http.HandleFunc('"/health", healthHandler)
http.HandleFunc("/hello", helloHandler)
http.HandleFunc("/", helloHandler)

port := ":8080"
log.Printf("Server starting on %s", port)

if err := http.ListenAndServe(port, nil); err != nil {
log.Fatalf("Server failed: %v", err)
}
}
ZBE& Dockerfile:
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# Stage 1: HENER
FROM golang:1.20-alpine AS builder

WORKDIR /build

# LRSI
RUN apk add —--no-cache git ca-certificates tzdata

# ERIERXH (FIFERF)
COPY go.mod go.sum ./
RUN go mod download

# SRR
COPY .

# HIEERE

# -ldflags="-w —s" ZBRIFiR7FEm/MEER

RUN CGO_ENABLED=0 GO0S=1linux GOARCH=amd64 go build \
-a —installsuffix cgo \
-ldflags="-w -s =X main.Version=1.0.0 -X main.BuildTime=$(date —-u +'%Y-%m-%dT%H:%M:%SZ"')" \
-0 app .

# Stage 2: IBf7HE& (scratch 51%)
FROM scratch

# Sl CA UEPB (FFF HTTPS)
COPY ——from=builder /etc/ssl/certs/ca-certificates.crt /etc/ssl/certs/

# SHIRTXEHE (FFFANEE)
COPY ——from=builder /usr/share/zoneinfo /usr/share/zoneinfo

# Sz i
COPY ——from=builder /build/app /app

EXPOSE 8080

# (EFHEXTEEE(ES ENTRYPOINT
ENTRYPOINT ["/app"]

PRI :
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# MRS
docker build -t go-app:latest .

# EHEHEAN
docker images go-app

—cioog

# ETREE
docker run -d -p 8080:8080 —-—name go-demo go-app: latest

# iz
curl http://localhost:8080/health | jq .

# HN\BESIUF
docker exec go-demo ls -la /

# RBE /app HIRFZLEM

# $BGA)EE < 10MB (16 golang:1.20-alpine A9 ~1GB)
docker history go-app:latest

go.mod F{] go.sum 7=:f1:

module github.com/example/go—app
go 1.20

require (

// SNRTFE

WK Go RIFE
MRS (A Gin 1E23R)
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package main

import (
"github.com/gin-gonic/gin"
Illogll

func main() {
router := gin.Default()

router.GET("/health", func(c *gin.Context) {
c.JSON(200, gin.H{
"status": "ok",
1)
1)

router.GET("/api/users", func(c *gin.Context) {
c.JSON(200, gin.H{

"users": [lstring{"alice", "bob"},
1)
1)
log.Fatal(router.Run(":8080"))
¥
{1t BY Dockerfile:

FROM golang:1.20-alpine AS builder
WORKDIR /src
RUN apk add —-no-cache git ca-certificates tzdata

COPY go.mod go.sum ./
RUN go mod download

COPY .

RUN CGO_ENABLED=0 GO00S=1linux GOARCH=amd64 \
go build -a -installsuffix cgo \
-ldflags="-w -s" \

-0 app -

# RIZEG
FROM alpine:3.17

RUN apk add —--no-cache ca-certificates tzdata
WORKDIR /root/

COPY ——from=builder /src/app .

EXPOSE 8080

CMD ["./app"]
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21.7.2 Rust N AANSR/IMY E5Fa5E
Rust AE MR NILZ e MAER RN AT EZ TR,
R (main.rs) :

use actix_web::{web, App, HttpServer, HttpResponse};
use std::sync::Mutex;

#[actix_web::main]
async fn main() —> std::io::Result<()> {
println!("Starting server on 0.0.0.0:8080");

HttpServer::new(|| {
App::new()

.route("/health", web::get().to(health))
.route("/hello", web::get().to(hello))

1)

.bind("0.0.0.0:8080")?

.run()

.await

async fn health() —> HttpResponse {
HttpResponse::0k().json(serde_json::json!({
"status": "healthy"
)

async fn hello() —> HttpResponse {
HttpResponse: :0k().json(serde_json::json!({
"message": "Hello from Rust"

)

Cargo.toml:

[package]

name = "rust-app"
version = "0.1.0"
edition = "2021"

[[bin]]
name = "rust-app"
path = "src/main.rs"

[dependencies]

actix-web = "4.4"

tokio = { version = "1.35", features = ["full"] }
serde = { version = "1.0", features = ["derive"] }
serde_json = "1.0"

ZHER#I5E Dockerfile:
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# Stage 1: #HiF
FROM rust:1.75-alpine AS builder

RUN apk add —-no-cache musl-dev
WORKDIR /src

COPY Cargo.x ./
COPY src ./src

# HENIRIRTBIRAE

RUN cargo build —-release

# Stage 2: i&fTiE5
FROM alpine:3.17

RUN apk add —--no-cache ca-certificates
COPY ——from=builder /src/target/release/rust-app /app
EXPOSE 8080

CMD ["/app"]

HIEEFNIGE :

docker build -t rust-app:latest .
docker run -d -p 8080:8080 rust-app:latest
curl http://localhost:8080/health | jq .

# Rust JfFEELL Go &/\: 5-20MB (BRARF#HT)
docker images rust-app

21.7.3 BIRERRURIESE:

PostgreSQL 477 E
BEN PostgreSQL &
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FROM postgres:16-alpine

# TREVINTH

RUN apk add —-no-cache \
postgresgql-contrib \
pg-stat-monitor \
curl

# BRI RIS
COPY init-db.sql /docker-entrypoint-initdb.d/
COPY health-check.sh /

RUN chmod +x /health-check.sh

HEALTHCHECK —-interval=10s ——timeout=5s --start-period=40s —-retries=3 \
CMD /health-check.sh

EXPOSE 5432

FIAMEBIAE (init-db.sql) :

- BIEEENEF
CREATE USER appuser WITH PASSWORD 'secure_password';

- BIEHIEE
CREATE DATABASE myappdb OWNER appuser;

—-— BIET R
\c myappdb

CREATE EXTENSION IF NOT EXISTS uuid=-ossp;
CREATE EXTENSION IF NOT EXISTS hstore;
CREATE EXTENSION IF NOT EXISTS pg_trgm;

— GIEE
CREATE TABLE users (
id UUID PRIMARY KEY DEFAULT uuid_generate_v4(),
username VARCHAR(255) NOT NULL UNIQUE,
email VARCHAR(255) NOT NULL UNIQUE,
created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
updated_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP
);

— BIEZES]
CREATE INDEX idx_users_username ON users (username);
CREATE INDEX idx_users_email ON users (email);

-— BFHIR

GRANT CONNECT ON DATABASE myappdb TO appuser;

GRANT USAGE ON SCHEMA public TO appuser;

GRANT ALL PRIVILEGES ON ALL TABLES IN SCHEMA public TO appuser;
GRANT ALL PRIVILEGES ON ALL SEQUENCES IN SCHEMA public TO appuser;

{EREERIA (health-check.sh) :
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#!/bin/bash
PGPASSWORD=$POSTGRES_PASSWORD pg_isready \
-h localhost \
-U $POSTGRES_USER \
—d $POSTGRES_DB \
-p 5432 > /dev/null 2>&1

exit $7?

Docker Compose fi&:
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services:
postgres:
build:
context:
dockerfile: Dockerfile.postgres
container_name: postgres-db
environment:
POSTGRES_DB: myappdb
POSTGRES_USER: postgres
POSTGRES_PASSWORD: postgres_password
POSTGRES_INITDB_ARGS: "-—encoding=UTF8 —--locale=en_US.UTF-8"
volumes:
— postgres_data:/var/lib/postgresql/data
- ./backups:/backups
ports:
— '"5432:5432"
networks:
- backend
restart: unless—stopped
logging:
driver: "json-file"
options:
max-size: "1@m"
max-file: "3"

# SRS
backup:
image: postgres:1l6-alpine
depends_on:
- postgres
environment:
PGPASSWORD: postgres_password
volumes:
— ./backups:/backups
command: |
sh —c 'while true; do
pg_dump —h postgres -U postgres —-d myappdb > /backups/backup_$$(date +%Y%m%d_%H%M%S).sql
echo "Backup completed at $$(date)"
sleep 86400
done'
networks:
- backend

volumes:
postgres_data:
driver: local
networks:

backend:
driver: bridge

MERELICECE :
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services:
postgres:
image: postgres:1l6-alpine
environment:
POSTGRES_DB: myappdb
command:

"postgres"

n_cn
""max_connections=200"
n_en
"shared_buffers=256MB"

n_cn
"effective_cache_size=1GB"
n_cn
"maintenance_work_mem=64MB"
n_cn

"checkpoint_completion_target=0.

n_cn
"wal_buffers=16MB"

n_en
"default_statistics_target=100"
n_en

"random_page_cost=1.1"

n_cn
"effective_io_concurrency=200"
n_cn
"work_mem=1310kB"
n_cn
"min_wal_size=1GB"
n_cn
"max_wal_size=4GB"
n_en
"max_worker_processes=4"
n_cn

"max_parallel_workers_per_gather=2"

g"

- "-c

- "max_parallel_workers=4"

—_ "_C“

- "max_parallel_maintenance_workers=2"
volumes:

- postgres_data:/var/lib/postgresql/data
ports:

— ""5432:5432"

volumes:

postgres_data:
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MySQL/MariaDB 232

FROM mariadb:11

# EHIEENXEE
COPY my.cnf /etc/mysql/conf.d/custom.cnf

# HGIERIA
COPY init.sql /docker-entrypoint-initdb.d/

EXPOSE 3306

HEALTHCHECK —-interval=30s —--timeout=10s —-retries=3 \
CMD mariadb-admin ping -h localhost || exit 1

BENX my.cnf:

[mysqld]

# MBS

max_connections = 200
default_storage_engine = InnoDB
innodb_buffer_pool_size = 1GB
innodb_log_file_size = 256MB
query_cache_type = 0
query_cache_size = 0

# HEEE

log_error = /var/log/mysql/error. log
slow_query_log = 1

slow_query_log_file = /var/log/mysql/slow. log
long_query_time = 2

# EREE
server_id =1

log_bin = mysql-bin
binlog_format = ROW

Redis EF3RE

FROM redis:7-alpine

# BE#/ Redis EE
COPY redis.conf /usr/local/etc/redis/redis.conf

# (EFBEX S

CMD ["redis-server", "/usr/local/etc/redis/redis.conf"]
EXPOSE 6379

HEALTHCHECK —-interval=5s —--timeout=3s —--retries=5 \
CMD redis-cli ping || exit 1

redis.conf ft&:
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# SErEiE
bind 0.0.0.0

# imH
port 6379

# BERRRIP

requirepass your_secure_password

# NiFEE
maxmemory 512mb
maxmemory-policy allkeys-1lru

# BA

save 900 1
save 300 10
save 60 10000

# AOF FA1E
appendonly yes
appendfsync everysec

# BE
loglevel notice
logfile ""

# B imEH g RE

client-output-buffer-limit normal @ @ @
client-output-buffer-limit slave 256mb 64mb 60
client-output-buffer-1imit pubsub 32mb 8mb 60

21.7.4 HIRSZZR¥3H9 Docker Compose 4RHE
= EHiRSEERE:
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services:
# BlmRE
frontend:
build:

context: ./frontend

dockerfile: Dockerfile
container_name: frontend
ports:

- ''3000:3000"
environment:

REACT_APP_API_URL: http://localhost:8000

NODE_ENV: production
depends_on:

- api
networks:

- frontend-network
restart: unless—stopped
healthcheck:

test: ["CMD", "curl", "-f", "http://localhost:3000"]

interval: 30s

timeout: 10s

retries: 3

# API fRE
api:
build:
context: ./api
dockerfile: Dockerfile
container_name: api
ports:
- ""8000:8000"
environment:
DATABASE_URL: postgresql://appuser:password@postgres:5432/myappdb
REDIS_URL: redis://redis:6379
LOG_LEVEL: info
depends_on:
postgres:
condition: service_healthy
redis:
condition: service_healthy
networks:
- frontend-network
- backend-network
restart: unless—stopped
healthcheck:
test: ["CMD", "curl", "-f", "http://localhost:8000/health"]
interval: 30s
timeout: 10s
retries: 3
deploy:
resources:
limits:
cpus: '1'
memory: 512M
reservations:
cpus: '0.5'
memory: 256M

# PostgreSQL #(iEE
postgres:
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image: postgres:1l6-alpine
container_name: postgres
environment:
POSTGRES_DB: myappdb
POSTGRES_USER: appuser
POSTGRES_PASSWORD: password
volumes:
— postgres_data:/var/lib/postgresql/data
- ./db/init.sql:/docker-entrypoint-initdb.d/init.sql
networks:
- backend-network
restart: unless—stopped
healthcheck:
test: ["CMD-SHELL", "pg_isready -U appuser —d myappdb"]
interval: 10s
timeout: 5s
retries: 5

# Redis #&f7
redis:
image: redis:7-alpine
container_name: redis
command: redis-server —-appendonly yes ——-requirepass redispass
volumes:
- redis_data:/data
networks:
- backend-network
restart: unless—stopped
healthcheck:
test: ["CMD", "redis-cli", "--raw", "incr", "ping"]
interval: 10s
timeout: 5s
retries: 5

# Nginx [EfCHE

nginx:
image: nginx:alpine
container_name: nginx

ports:

- ''80:80"

— '"443:443"
volumes:

- ./nginx/nginx.conf:/etc/nginx/nginx.conf:ro
- ./nginx/conf.d:/etc/nginx/conf.d:ro
- ./ssl:/etc/nginx/ssl:ro
depends_on:
- frontend
- api
networks:
- frontend-network
restart: unless—stopped
healthcheck:
test: ["CMD", '"wget", "--quiet", "——tries=1", "—-spider", "http://localhost/health"]
interval: 30s
timeout: 10s
retries: 3

volumes:

postgres_data:
driver: local
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redis_data:
driver: local

networks:

frontend-network:

driver: bridge
backend-network:
driver: bridge

nginx.conf ft&:
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upstream frontend {
server frontend:3000;

}

upstream api {
server api:8000;

¥
server {
listen 80;
server_name localhost;
client_max_body_size 100M;
# (B B
location /health {
access_log off;
return 200 "OK\n";
add_header Content-Type text/plain;
}
# BilimiE
location / {
proxy_pass http://frontend;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;
}
# API #[O
location /api/ {
proxy_pass http://api/;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_redirect off;
# WebSocket 5fF
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";
}
# BERIRER
location ~x ~.+\.(js|css|png|jpg|jpeg|gif|ico|svg|woff|woff2|ttf|eot)$ {
proxy_pass http://frontend;
expires 30d;
add_header Cache-Control "public, immutable";
}
}

21.7.5 {§§FH VS Code Dev Containers
Dev Containers L.EEBNFANERSE, IEAERN—EE.

.devcontainer/devcontainer.json:
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"name": "Python Dev Environment",
"image": "mcr.microsoft.com/devcontainers/python:3.11",

"features": {
"ghcr.io/devcontainers/features/docker-in-docker:2": {},
"ghcr.io/devcontainers/features/git:1": {}

+

"customizations": {
"vscode": {

"extensions": [
"'ms—python.python",
"'ms—python.vscode-pylance",
"ms—-python.pylint",
"charliermarsh.ruff",
""ms-vscode-remote.remote-containers"

]I

"settings": {
"python.linting.enabled": true,
"python.linting.pylintEnabled": true,
"python.formatting.provider": "black",
"[python]": {

"editor.formatOnSave": true,
"editor.defaultFormatter": "ms—python.python"

}

b

¥
}I

"postCreateCommand": "pip install -r requirements.txt && pip install

"forwardPorts": [8000, 5432, 6379],
"portsAttributes": {

"8000": {
""label": "Application",
"onAutoForward": "notify"
}I
"5432": {
"label": "PostgreSQL",
"onAutoForward": "ignore"
}l
"6379": {
"label": "Redis",
"onAutoForward": "ignore"
}
}I
"mounts": [

"source=${localEnv:HOME}/.ssh,target=/home/vscode/.ssh, readonly"

1,

"remoteUser": "vscode"

.devcontainer/Dockerfile:
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FROM mcr.microsoft.com/devcontainers/python:3.11

# TREVINTH
RUN apt-get update && apt—-get install -y \
postgresgl-client \
redis-tools \
curl \
git \
&& rm -rf /var/lib/apt/lists/*x

# CIBEIIE
RUN python -m venv /opt/venv
ENV PATH="/opt/venv/bin:$PATH"

WORKDIR /workspace

Docker Compose F§F Dev Containers:

# .devcontainer/docker-compose.yml
services:
app:
build:
context:
dockerfile: Dockerfile
environment:
DATABASE_URL: postgresql://dev:dev@postgres:5432/myapp
REDIS_URL: redis://redis:6379
volumes:
- ..:/workspace:cached
ports:
- '"8000:8000"
depends_on:
- postgres
- redis

postgres:

image: postgres:1l6-alpine

environment:
POSTGRES_USER: dev
POSTGRES_PASSWORD: dev
POSTGRES_DB: myapp

volumes:
- postgres_data:/var/lib/postgresql/data

redis:
image: redis:7-alpine

volumes:
postgres_data:
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AEBET Docker HXIISERN, BENIEBSIUNRELEEE, SENZERMERNER
IER.

H=R

ENRFEES (FAQ): LR TEIFERA Docker HFRFHIE N AR SHEIRBRG 2.
o RIFENE: FHENET Nginx, MySQL, Redis FEREHEEINERE.
Docker #§5$Eif]: #E Docker ZEFIHHIIRSIHINERD S,

Dockerfile {3 RMHREFIL. T2 Dockerfile FIESIEN.,

Y0{eNEE Docker: 7142 Docker JEiRHIGFIT A,

WIREEE: HEFEZ Docker IHXAIFIRIR.

N Ay
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fiR—: BUEESEREE
P ERS
ST R R T

% : BILAfFH docker image prune 5%,

IMTEERESIFIMIREE?

2. BJLAM#EH docker run IMAGE env @5,

AR S AR IEHRER?

%: 5 Docker B XA B IRBRIATFZILIE /var/lib/docker/ BRT, LA overlay2 XHRFKEH
5, HP containers BRIFHAERE, image HREFHIREGER., overlay2 BR NMFREMNRIE
BENE.

fI%E Docker SR {RMIZIEFEHRLLRN?
& BARRN L, REFRHRGINEERIFHINIASIIEE, EREE
o REGEINHEZKER/INNEMAERRS, FIIAEBDFHEATLUSEE alpine TR, (NBAREN
JEKN;
IBIERRIFENN Y. REANEFEFIGRUY;
TERE MG IHREISEERIRAS, FERs I ATFEAR;
NZEHEER, NAEZREFMRFIEFRK;
WMRLEN AR ER S —SHRIINETE, ALERERRARERGNTEE,;
* {FH Dockerfile IR REATHZRERIN. dockerignore XAEFERET#INTIEER.

BEZRB/IEEE Dockerfile f{F5CH

RBIRLEIER, Fix pull TR, B<S1TIEE http_proxy 5?2

% 7£ Docker BRE /470N export http_proxy="http://<PROXY_HOST>:<PROXY_PORT>", Zf5
B3 Docker fRSSRIA],
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BRRER

Fe8RUMfS, B docker container Is S SEEARE, YURSEKRA?

% AREBHESWMTEIE (exited) JRZ, HAITTLUEIL docker container s -a BE. HPHIEL
B ASESL, FAILUET docker start S ERBIIE. RBEMRIESEASEREEUE.

MELLFr B IE S TR EE?

% TLMFEH docker stop $(docker container ls -q) #pd,
Nt &SR LEILNREE?

Z: TJLA{#FH docker container prune Ap<>,
WHEBREEEAN SRS PID (58?

% mILAMEA

docker inspect ——-format '{{ .State.Pid }}' <CONTAINER ID or NAME>

SMAIERENIE AN =RET IP stahik?
% AILAER

docker inspect ——format '{{ .NetworkSettings.IPAddress }}' <CONTAINER ID or NAME>

e RRRE—EE P lt, TIAREXREEES IP HIEFR%?
% R TR OESRTLMERS P EERE

$ docker network create -d bridge —--subnet 172.25.0.0/16 my-net

$ docker run —--network=my-net —-ip=172.25.3.3 -itd ——-name=my-container busybox

SfAiER R H—MNEERR RS S R, TIALELLEE?

& R Ctri-p Ctrl-q, WHRE Ctri-c FESULBSFANAHERIE, HMRLIESE,
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{$5F3 docker port SHEIREENIRON, RSHRSE “"Error: No public port ‘80’
published for xxx"?

2.

= -

o BUFERHRAT Dockerfile BT EXPOSE FEEIEFAYFHURC ;

o NEREENATHSTE PublishAllPort = true,

AJLE— SR RE TS M R RHEA?

B —RANEFER—ESRRIETESMNAHRE. RAERUFTXK, TLIBT—LERIMIHE
EHEHF), LI supervisord REIRFMEITHIMFE, TJLUAS%E Docker BEZ71HBA,

sNfEIE=HIESER G CPU, RESRGHEIRRIGOE?

& TEfEF docker create AR BIERESELEA docker run BIEEHEEIAESAANE, TLAER -cl-
-cpu-shares[=0] SR AERFEFER CPU BINE; {FH -m|--memory[=MEMORY] S£{kiF %
BHERARFAIARN,

BEEX

B, EiRSSE. ERSIEARER?
B, OERFR—AXKERNES, WIR— AN TFRERANSE.

MRS 2R R LR RR GRS . SEMERS INGRE4EFBFRKS. SR, BR. 7&F
ROEIE. FEUt, EMIRSSSFAEMERS RSINAEFEE.

[(W=1i=F S
Docker RECE 4 HEMRE, S KECE?

% (£ systemd BUERS (0 Ubuntu 22.04+, Debian 12+, Rocky/Alma/CentOS Stream 9+) H
BCESUE-1E /etc/docker/daemon. json,
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SN{AISERY Docker RIRKIATFRE(LE?

%: Docker IBRIATFHERIB R /var/lib/docker, TNERZALEN Docker RUAM S HFHERIE it
X, BJLAER Linux ZEENA R, BB IENECE X4 /etc/docker/daemon. json AY data-
root I, BJLA{EFE docker info | grep "Docker Root Dir" BEXEURIERHIFENS.

f5lgn, A TNRESERAFEAEITREE [storage/docker,

[root@s26 ~1# df -h

Filesystem Size Used Avail Use% Mounted on
/dev/mapper/VolGroup-1lv_root 506G 5.3G 426G 12% /

tmpfs 48G 228K 486G 1% /dev/shm
/dev/sdal 485M  40M 420M 9% /boot
/dev/mapper/VolGroup—1lv_home 222G 188M 210G 1% /home
/dev/sdb2 2.7T 323G 2.3T 13% /storage

[root@s26 ~1# service docker stop

[root@s26 ~1# cd /var/lib/

[root@s26 libl# mv docker /storage/

[root@s26 libl# ln -s /storage/docker/ docker

[root@s26 libl# 1s -la docker

lrwxrwxrwx. 1 root root 15 118 17 13:43 docker —> /storage/docker
[root@s26 libl# service docker start

{EFARTEH swap PRSI SERHERNRASTFTES?

Z: W58 % WARNING: Your kernel does not support cgroup swap limit HFZLE, XEERNER
HREINKBFEXIATFH swap FRENFKITINEGE, SIANZIDESTHRIEEER T, EFEIZI0EE,
B LASRENAN THE(E:

o YgiE /etc/default/grub X4 (Ubuntu RFEAH6I), EE
GRUB_CMDLINE_LINUX="cgroup_enable=memory swapaccount=1"

e EFrgrub: $ sudo update-grub
o« BEERS%, RIA.

Docker SEHIY,

Docker 5 LXC HoJA[R?

& LXC R Linux EHEXFIARSCIN 7288, Docker RN TEIJ LN EFT 7 B80H |
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o BiEIE: BIMREHREE, FaUULHN—FaBERIS— 1 Fa,

o REREE: BT OverlayFS FRERFNTRNOATHRK TRSHIEF, RRHERREER
wEFE—D, TIEREREFE,

o [RAEHE: FUUT Git RAEEES, APYLIESEREE. SERENMH,
o BERY: CERFAKFET RGNS KNERIIRA,

e FINTEH: EMIEIE EEEE. =F8) XTI Docker F32FF, LIKRET Docker By PaaS.
CI &%, 1k Docker IR FAEENNS{EFNIS L.

Docker 5 Vagrant §{aA[HE?
% MENEMNTEARRE.

* Vagrant 2£{il Boot2Docker (—5Riz{T Docker RIS/\R#Z), B—EEMAIEERRES.
Vagrant AJLAEZ MRS EFMEMIEAIE!T, AJLME Windows, Mac FF Linux F5 L£J9
Docker 12f#t375, BEEARFHIGRMEMBENE.

o JR4RY Docker BB RBEZITIE Linux Fa L, BEmFIEITRMREESLLEINER, FEE
E & REF A MEREN RIS,

@R Vagrant @S FIREIEEIN, M Docker &R FREIRN IS,

FFA&FFE Docker F] Vagrant iZ3{aliEi%?

% . Docker AZ2EMI, MIBHERS, MTHRRNERRD, BEEERFE Linux IMEH,
Vagrant 2R EMEVEEE, EUNABSEERR.

SNERAERRRY Linux MR, #E7FEB(ER Docker,

ANERAMERRIE macOS & Windows 3E, IPFiBEFEINL, B—HF&AIET Vagrant E{E
B, SINEFFA THEEFE Vagrant EEB{#EA Docker HTIMEIRE.

HE

Docker BEfE3E Linux & Hizf74? Heil Windows 8 macOS

& TEALL RELFRFEELE Docker —75
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IMITRE—ETEEEN Docker MBI EIBIM—EBEEN?

& {21k Docker BR55, 1A Docker FENHREHEIBZI—aBEEN, REEESI—GE
FFHRYECERDA.

AMEIHEN Docker ZRSRAURIE R EZSIA?

% Docker fEBIEREE, MERTHEEENL /var/run/netns BRFHIEXRIMEHETE
. Eit, EBEEEN LRI FERIEhEERIIMNEGR TR,

RFRILABT I T ERFHNREE.

B, EATHENGSEESRAERER, [LIXERY 1234,

$ docker inspect ——format='{{. State.Pid}} ' $container_id
1234

TR, & /proc BRT, IBXIMAIMLE R B34EZE! /var/run/netns BR.

$ sudo ln -s /proc/1234/ns/net /var/run/netns/

e, EEEENEMAILERI SRS hRTEER. Flal

$ sudo ip netns show
1234

RS, BRALUBEIERENR S REETIREFRINGmRATE Y. FluEXzSesa7 1P BiIHER
79172.17.0.100/16,

$ sudo ip netns exec 1234 ifconfig eth@ 172.17.0.100/16

RN SELB TR A AR veth 10 12

% Docker BREE, SBIY veth HMOXEREIARMET, veth BOGRIRSHRGEELX
£, ToHLIKEIIN K.

EERN—MLXBEIEEREANRSIS, AFFTHT ip a B3, EEFAMEORAIERTE
MZ51S, 0205, HULENNL 1, BY 206, RAISEAMENHIT ip a a5<, BEHIEORSISH 206
RURO, WERDIERZAY veth ZOIRY,
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fR—: #IIRENA

REBNB LR VRGNINEE, ER7TIEE. 85 Ubuntu, CentOS. MySQL. MongoDB,

Redis. Nginx, Wordpress, Node.js £,
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Ubuntu

Ubuntu

EXER

Ubuntu 27THY Linux &1ThR, EHETRIRAMEERIT—L.

Z B EATF Docker Hub 89 Ubuntu EFR &I, EARTARALL Docker Hub E£RY tags FIR S
.

ERAIE
NSRBI — 1 s/IMEA Ubuntu 3R1E,

$ docker run —--name some-ubuntu -it ubuntu:24.04
root@523c70904d54: /#

Dockerfile

152 Ubuntu EAEEYRER BE.
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CentOS

CentOS

EXER
CentOS ZiftiTHY Linux &1Thi, HIHFEKRZIR RedHat EFIRIF—EL,

L EE/R: CentOS 8 BF 20214 12 B 31 HIFLL4HF (EOL), CentOS 7 thE2F 2024 & 6
B 30 B 522455 374%. Docker Hub L9 CentOS B EG BELLEH BFEREENEER
i
2026 F7, WHHITHIME, BREN FRUTERENHE:

e Rocky Linux: CentOS [REIIE A KA XIKAINE, BRIERA Rocky Linux 9,
o AlmalLinux: H CloudLinux S#FIEWARAIThR, RAHKEISIF.

o CentOS Stream: RHEL B EFHAD > (E&F AN, FENBTEFHE).

1Z G R F Docker Hub [ CentOS EZTfR/& I, EAtT CentOS M 5 ~ 8 B MRARIRE (X
ARRIFE, ~BER) .

ERAIE
{5F3 Rocky Linux 9 & (E5):

$ docker run —-—-name rocky —-it rockylinux:9 bash

EFEIER CentOS 7 ((NFATF4EFIHIE, TR

$ docker run --name centos -it centos:7 bash

Dockerfile

5% CentOS EAEBEGYIHASE BE.
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Nginx 2FFRIIEET Web JRSSEESLHN, 24 HTTP, HTTPS, SMTP. POP3. IMAP &Y,

ZGEEIF Docker Hub B Noinx EFE&T. BERE]BMALA Docker Hub LAY tags FIFRAME.

fERGE
TENH S EI— N EERERSS =50,

$ docker run -—-name some-nginx -v /some/content:/usr/share/nginx/html:ro —-d nginx

PRI AR ERIXFRIRETS T, BIgFIFA Dockerfile REREISHSTUHANSHEIFEGT, AEA

FROM nginx
COPY static-html-directory /usr/share/nginx/html

ZIEERGFIRG, e 188,

$ docker build -t some-content-nginx .
$ docker run -—-name some-nginx -d some-content-nginx

FrismE, FIREIZIZAIHEAY 8080 tn.

$ docker run --name some-nginx -d -p 8080:80 some-content-nginx

Nginx BIERAECE S I8Z S /etc/nginx/nginx. conf, BJLAEISBRET ERERAUBAIECE X4,
Han

$ docker run -d \
--name some-nginx \
-p 8080:80 \
-v /path/nginx.conf:/etc/nginx/nginx.conf:ro \
nginx

Dockerfile

152 Nginx ELEEEER 5.
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PHP

PHP

EXER

PHP (Hypertext Preprocessor BN AT RN FRRES) —Fh# 12 B RBINZ A
EBHAES, ETBmAZ HTML &, TEES web FF A,

% BREIF Docker Hub # PHP S8R, EFRTFANRALL Docker Hub EHY tags FIZR0itE,
fERAE
TENHSHEIT—EEH PHP JIA,

$ docker run -it ——rm -v "$PWD":/app -w /app php:alpine php your-script.php

Dockerfile
B2 PHP EABENIEHER BE.
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Node.js

Node.js

EXER
Node.js &&F JavaScript BIAIY RERSS imtl LS4 AT A,

ZEERMTF https://hub.docker.com/_/node/, BE{AE]FERZALL Docker Hub E£RY tags IR A
i

EdZZp b7

FEInE S eliE—™ Dockerfile,

FROM node:20

## replace this with your application's default port

EXPOSE 8888

RIECIERE, FEsiE=s.

$ docker build -t my-nodejs—app
$ docker run -it ——rm —-—name my-running-app my-nodejs-app

BRI LAERE T ERER.

$ docker run -it —-rm \
——name my-running-script \
# -v "$ ":/usr/src/myapp \

—-—mount type=bind,src="$(pwd)",target=/usr/src/myapp \
-w /usr/src/myapp \

node:20-alpine \

node your-daemon-or-script.js

Dockerfile

152 Node ERHENEHR BE.
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MySQL
MySQL

EXER

MySQL 2FFIRAIX R EERFSLHL.

ZEERIF Docker Hub #9 MySQL EAE& T, BRATAIRALA Docker Hub /Y tags 53R A
.

sEARBGE

ZASTE 3306 i [1SHIEURERE.

$ docker run -—-name some-mysql —e MYSQL_ROOT_PASSWORD=mysecretpassword —d mysql

Z e LM E R R E N ARIEREIZ S,
[EEelEamE

$ docker network create my-mysql-net

PRIEFEEN MySQL g5

$ docker run --name some-mysql -d —--network my-mysql-net -e MYSQL_ROOT_PASSWORD=mysecretpassword mys
ql

EaEHN AR
$ docker run --name some-app -d ——-network my-mysql-net application-that-uses-mysql
BB mysql ap1TiEE,

$ docker run -it —--rm \
—--network my-mysql-net \
mysql \
sh —c 'exec mysql —-hsome-mysql —-P3306 -uroot —pmysecretpassword'
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Dockerfile

152 MySQL ERHREEER BE.
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WordPress

WordPress

BEXER
WordPress 2FF&AY Blog FINAEERFIEZR, ©ET PHP #1 MySQL,

ZGEERITF https://hub.docker.com/_/wordpress/, E{REIFARZALL Docker Hub fY tags FI3E
%)&0

fER7IX
EEEBREE MySQL IS, BUAKON so.
Rl

$ docker network create my-wordpress-net

351 MySQL &8

$ docker run -—-name some-mysql -d —--network my-wordpress—-net -e MYSQL_ROOT_PASSWORD=mysecretpassword
mysql

J85H WordPress 2528

$ docker run -—-name some-wordpress -d ——network my-wordpress—net —e WORDPRESS_DB_HOST=some-mysql -e
WORDPRESS_DB_PASSWORD=mysecretpassword wordpress

|35/ WordPress sl o] LB EN—LIMETE6IE:

WORDPRESS_DB_HOST: MySQL RSZHIFENZ
WORDPRESS_DB_USER: MySQL #UEERIFHEFZ

WORDPRESS_DB_PASSWORD: MySQL #IEZERYZERD
WORDPRESS_DB_NAME: WordPress B FBRIEIER %

Dockerfile

152 WordPress EF S VREEE BF.
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MongoDB

MongoDB

EAER

MongoDB 2FFEAY NoSQL FUEELH,

ZBERMTF https://hub.docker.com/_/mongo/, ERE]FEhRALA Docker Hub LAY tags 5IZR /9
;N

$ER7SIE

BUASTE 27017 inASEIEUERE.

$ docker run --name mongo -d mongo

EREMNAEERISRE, Bl

$ docker network create my-mongo-net

G55 MongoDB &8

$ docker run -—-name some-mongo -d --network my-mongo-net mongo

=) =t VREE

$ docker run --name some-app -d —--network my-mongo-net application-that-uses-mongo

& 1@i1d mongo

$ docker run -it —-rm \
--network my-mongo-net \
mongo \
sh —c 'exec mongo "some-mongo:27017/test"'

Dockerfile

152 Mongo ENHEHHER BE.
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Redis

Redis

EXER

Redis 2FHREAIATRF Key-Value EHEESLIN,

ZGEEIF Docker Hub B Redis BEFAE&T. E{RA]BMALA Docker Hub EAY tags FIFRAME.

sEARGE
BHASTE 6379 in[1/SEIEUERE.,

$ docker run -—-name some-redis -d -p 6379:6379 redis

BINERI AR REEASZAE,

$ docker run —-—-name some-redis -d -p 6379:6379 redis redis-server ——appendonly yes

FINBUEE (I ETE VOLUME/data, B LA{f#EF --volumes—from some-volume-container BY -v
/docker/host/dir:/data IGEURTFHEIA;,

(ERE b FEZRIEAR, BIcEIEMNE

$ docker network create my-redis-net

RIEBDN redis Bag

$ docker run -—-name some-redis -d --network my-redis-net redis

REEoINAERE

$ docker run --name some-app -d —--network my-redis—-net application-that-uses-redis

& E®Id redis-cli

$ docker run -it ——rm \
—--network my-redis-net \
redis \
sh —c 'exec redis-cli -h some-redis'
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Dockerfile

152! Redis ELHEEER &5,
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Minio

MinlO 2—ETF Apache License v2.0 FHRIMYAINISEFERS . ©RANL I S3 =FERS
ZO, EEESTEREASEIEEDCRIEIE, B R, TN, BEXE. SOEIEFISEE/EL
MEGE, M—MNNSRETLREEAN, MWL kb BIRXK 5T 7%,

MinlO 2— M FERENRS, TTLARESRENMEMNARES, 2L NodelS, Redis ;&
MySQL,

=VaBL
fEER{ER
Wiz, FFATRE NS IR EA0E R FaILUER FEAS S IR ERSS.

$ docker run -d —-p 9000:9000 —p 9090:9090 minio/minio server /data —--console-address ':9090'

HRE

FEEFRERE—RERBANTIRN, XHFEENETLAMIRIIRS S LERESEH, AESA
HFEEETRERIAMIRSS =R,

SHE®%
EAE L MEIFEAIIRS 28 ETEIF minio/minio IR

$ docker save -0 minio.tar minio/minio: latest

{&£F3 docker save RIEHE, tBAJLAGER image id kSH, BEFSHNIN R, MEERERL
REER, #E, RRERRGEF+ag XSHEHEE

SN
EBEEHEFRIAMIRSS L, ERTENGSSNES

$ docker load -i minio.tar
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1Z1T minio
o 3B /mnt/data RN ESIRAVEIEE R

EHr MINIO_ROOT_USER BYE

E 4R MINIO_ROOT_PASSWORD BYE
& name, minio1 (B]1%)
Y05 9000, 9090 im[hze, EtimORIEAILN 9009: 9000

$ sudo docker run -d -p 9000:9000 -p 9090:9090 --name miniol \
—e "MINIO_ROOT_USER=XKBEZEZEEZEM" \
—e "MINIO_ROOT_PASSWORD=XFZESEEA" \
-v /mnt/data:/data \
——restart=always \
minio/minio server /data —--console-address ':9090'

8 web ST

¥JFF http://<server-ip>:9090 i) Web I=HIE.
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fR=: Docker #pS &
BEXEE

Docker as ¢ BMAR, EFmpSHRS RS, BIEEEERERO,

Daemon,

o PGS HEAGSHER S docker [OPTIONS] COMMAND [arg...l;

o RBiHSDS: EADSIEI /I dockerd [OPTIONSI,
BILAUEIS man docker B docker help SREEIXLRHS.

ETRAVNTXE e SR TNA.
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ZRimips - docker

ZPFigip<d - docker

B inis <L

o ——config="": IBEEFIHRE.ENH, BRIAJ ~/.docker;
o -D=true|false: Z&{FA debug i&X. BARFZ;

e —H, ——host=[]: 1EEMMSXIN Docker SFHFHFHFERIEEITEEC, BILAAY unix EREF
unix:///path/to/socket, SMAHAJHH fd://socketfd B tcp B#E= tcp://[host[:portl], EX
TAJAJ unix:///var/run/docker.sock;

e -1, ——log-level="debug|info|warn|error|fatal": {gEHEHHBLKG;
o —tls=true|false: 2&EXY Docker SHFHIZEFA TLS 2%, BAANTE
e ——tlscacert=/.docker/ca.pem: TLS CA EZHIRI{ZUEPBIIFIRR;

e ——tlscert=/.docker/cert.pem: TLS A[{ZUFBIHIER

e ——tlskey=/.docker/key.pem: TLS ZZ$AS{4E&R;

e —tlsverify=true|false: B TLS &8, EIANA.

EFImap<

ATLUEIT docker COMMAND —-help SREEFIXLEHSHIEIREE.
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attach: {KMEI—NEEEITRISEES;

build: M— Dockerfile BlIiE—NE(&;

commit: M—MERRAUEMFEIE— N FRRE,

cp: ERENAMBEERFZASHIHF;

create: GIE—NITEEE, EBHAETE;

diff: IQBE—NFERXERFINER, SIEESFIEM,

events: MARSSUHIRENSCATAISEM;

exec: FEIEITHIBERHUTH S

export: SHBBABTI— tar &;

history: BR—MEGRIGEEE,

images: FIHFHERIGRE,

import: SA—IG (BRELS tar ) AR BRREIE— AR,
info: BR—EAEXNRRES,

inspect: BA— M BRNEREERER;

kill: KA—MEITHNES (BEHENRBEXER);

load: \— tar BHIIE— MR,

login: JFAEEREI— Docker B EEIRSSES;

logout: M Docker UG EIRSEEEH

logs: ZRENZE=RHY log 52

network: &I Docker %S, BIEEE. Q. MRk, &, HESE,
node: B swarm £EFHT R, BIEFEE. B, k. EA/EEEELRS,
pause: EE—NEETRIFTEHE;

port: EH— nat Bl—MABMOKNAHEO;

ps: FIHEN LRSS,

pull: M\— Docker F9BEEIRSS 28 MI—MEGH O,

push: F—MEEHE CEEEEI— Docker REAMARSSES;

rename: BEipE— A8,

restart: EE—MEITHHNERS,
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o rm: MBREERIETANBEE,

o rmi: MFREENETNES,

o run: BIE—NETEEE, HEEPIETEEDS,
o save: {REF—MEEA tar B3US;

e search: fE Docker index HR#EZE—MEM;

e service: BIE Docker FREsIlINFEIRSS, BIEGIFE. EHr. MRS,

e start: BEI— 1588

o stats: Ht (— M EEN) BRI RERRIHES,

o stop: Z&IF—METHHNEER,

o swarm: &I Docker swarm &8, ®IFGIE. MOA. BH. &R,
o tag: N—MREFTIRE,

o top: BE N ERPHEFESTHIHIZER

* unpause: B—ERAMBIIHENEEINEGHRE.,

o update: BEFTIEENETERNEERER,

o version: ¥t Docker FURASE,;

e volume: E1E Docker volume, SIEEZE. 6. MRS,
o wait: [AEEI—EREIL, ARRHEERLER.

—IKE/R4: Docker 9#<
YN 16-1 AR, Docker 3RS TIRINEED B,
DDocker SR
B A-1: Docker BFimHSHETREE
&%
BN
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IR #2S - dockerd

R55imap< - dockerd

{SEFREA

dockerd SESIBMRAT(., BIUITEBIRMIEE LT dockerd —-help, FFLA daemon.json AF
HITHRANERE.
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H %I : Docker Engine 29.x

e ——config-file="/etc/docker/daemon.json": 53 daemon ECE 4R,

e ——data-root="": Docker #IEBZ (BXIA /var/lib/docker);

e —H, ——host=[1: 385 daemon M&fitdil (Unix socket / TCP);

e -D, ——debug: FFEAIXHEE;

e -1, ——log-level="debug|info|warn|error|fatal": HEZH!;

e ——group="": Unix socket Fi/EFBFH (BXiA docker);

e ——containerd="": ¥8%E containerd socket;

o ——exec-opt=[1: BfTATHIITIEIN (40 cgroup IKFN);

o ——default-ulimit=[]: IREREFEIA ulimit;

e ——dns=[] /——dns-search=[] [ ——dns-opt=[]1: DNS fic&;

e ——registry-mirror=[]1: $E{&NNERHBLL;

e ——insecure-registry=[1: BIFHRIALZECE;

e ——iptables=true|false /-——ip-forward=true|false /——ip-masq=true|false: MEELES
NAT RRRIF=H;

e ——ipv6=true|false: S IPVG;

e ——storage-driver=""/--storage-opt=[1: TFBIRKEIRSEL;

e —-log-driver=""[--log-opt=[]: BEEHEWRFNSSE;

e ——authorization-plugin=[1: YSHUHEHE;

e ——selinux-enabled=true|false: 2R SELinux &% ((KEIAIThRERRES);

e ——userns—remap=.... FAFARRZZ|EIIRET;

e ——tls/——tlscacert/—tlscert [ —tlskey [ —tlsverify: TLS Z&HiE.
hsEeduR=

LTS ERBIREAE IR R

e ——graph: BX A ——data-root;
e ——cluster-store /-—cluster-advertise /[ -——cluster-store-opt: [

e ——disable-legacy-registry: Bk,
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= o 4
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%

B952P9: Dockerfile FR{ELEE

Mi5Pq: Dockerfile BfESCHEe

AHFFREEZETT Docker B 5SS Best practices for writing Dockerfiles BYIRfESERE,

—RRMERSTEREFIERIY

BRRMZ AT E

181 Dockerfile MERIRGITEMAIBRNIZR]AREEE (Eap/EE). "BE" BHRETLUZLEA
HEEs, AEEE— M ESRREFMEINRENRE TFENIZER/.

{#5H .dockerignore {4

{58 Dockerfile KIFREBGATRIF RIS Dockerfile HBE—MNTENTEHRT. REEHEEEGAR
FENERNEZERP. ATERSWEREIRER, RTLUEERTHE— .dockerignore
N FIEEERISAISFFIE R, . dockerignore HAYHERRIETZ(IEIEAFD Git B9 . gitignore SX{44H
4.

ERE B
£ Docker 17.05 LA ERRZAH, {RATLAERZM ERAE SRim/ D i iR AU AN,
BRZEINEND

ATREEZME. FMKE, BNSUERN, DLNERE), (R ZERZREAAGENE. f
. FEEREERETE S — XA wiERs.

— A BRRETNEE

ROZREE— N B P RET—THE. BT NREBEIARERRT, RIE T BmaERYT R
SR. 5Ia0 web MRAMNIZBE=15a% web WA, HiEREF. &7

SNERFERRE AR, (RALUER Docker HiE ¥ MAERIBIX LS 2RERIE R,
REEHR TR
{RFEAE Dockerfile AR (DEIEKHARIAI4EF L) FRD B B — 1,
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EEZRE e

BTt 8InFiF (CNERESITEH). XULBHRERESEESE— 8, BNt
FIRIEERS, BET PRs FISHEE. BNERMIMNS \ ZENANI—NZE, LUEINEE
.

TERKE buildpack-deps FRAIFIF:

RUN apt-get update && apt-get install -y \
bzr \
cvs \
git \
mercurial \
subversion

T

ERGAIEEIITES, Docker 2B Dockerfile MFHHIIES, RERKIAFHIT. ERITESRIE
<$2ZHI, Docker e EFHIEKEGCLFEIEANGESR, NREHMERMEFNESR, F~HE
S0E. WRIFANEEEEIREPERER, (ReJLAE docker build @3S H{#EH ——no-cache=true
EIR,

B2, MRMFEENZNTETERER, REHEAHARRS, FARIRASKEITERIRES,
BERIEANNINT:

o M—MNERIBEGITIA (FROMIESIERE), T—HRIESHEIIZEMBGNFIE FHEGHTIE, &
X ARG CEFERIES S EETIHIRENIESTE— . IRAE, NEFELH,

o HAZHIBERT, REEGEMIILY Dockerfile PRHESTIFES. A, BLIESEEFS
RO EFOMERE,

o X3F ADD 1 COPY 18S, BEFTWNAHHINBTEEFIEE, BN EESITEE— MRS,
NHNRERENEEFIREHOEASANKLE. EEFNEKRIERES, SEBXEREINS
EFEEGPISERIET I T, MNRSEEFHINEE, IR BHTERE, NEFL
.

o &7 ADD #1 COPY $§%, BEFIEEIIEASEEIRITBETHINE A ERFEEEITE. 50,
LHIITSS RUN apt-get -y update I5SfE, B —LEX4#EH, {H Docker AL EIXLE
X, XMERT, REIESEREASFARLESER.

—BEFR, FrAE4H] Dockerfile IEQEIFEHRIRS, EFASWER.
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Dockerfile }§$
TEETXT Dockerfile PEFIESHIRIERE H A HEI.
FROM

RETgEERERIE S BRI RGAVERM. HEFER Alpine 8, FEANCHK™BERF RS
&NRT (BRVVF 5 MB), BEMBAR— I EBRIAITR.

LABEL

(RIS FINFER B ARNE, CRETES. BOENLIRS, SMFE—T, B
LABEL FEKIIE— MRS MRS, FEMTART T SH TR, » FARTRITRR

IR URENFHRTEATE, YIBFHBRRASISTHENSBERE Y. WRFFFH
RNEASMEZ5IS, BINI5ISEREY.

## Set one or more individual labels

LABEL com.example.version="0.0.1-beta"
LABEL vendor="ACME Incorporated"

LABEL com.example.release-date="2015-02-12"

LABEL com.example.version.is-production=""
—MREITUESESMFE, BEEMNES MREHAR— LABEL 1§

## Set multiple labels at once, using line-continuation characters to break long lines

LABEL vendor=ACME\ Incorporated \
com.example.is-beta= \
com.example.is—production="" \
com.example.version="0.0.1-beta" \
com.example.release-date="2015-02-12"

XFIRESTLUESHEEY, £% Understanding object labels, X FEFRSELR, &%

Managing_labels on objects,
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RUN

A TERIF Dockerfile SAFRYENEMY:, BIIRMRMYE, LUNRATAEFM, BRUEKNSEZM RN I5SAR
FHL\ DEIREZAT.

apt-get
RUN IESERENNRIZRLTEEREM apt-get. EIRIN apt-get IESLLES, FALB/LNIRE
FTIE.

AAE(FF RUN apt-get upgrade Bf dist-upgrade, FEFZSEMBEF "D BASE—NE
BENARTAE, MREMEGTIHNENEENT, REZBEREN%ERE, NRIFREREMEE
BB, LB foo, FTWEFYK, f5F] apt-get install -y foo BT, IZIESEHEMNALK foo B,

7KIZtiE RUN apt-get update ] apt-get install ZHERK—2% RUN &EB, f5I40:

RUN apt-get update && apt—-get install -y \
package-bar \
package-baz \
package-foo

¥ apt-get update BIE—SREEIEAY RN FBBEHFS SR EFRMIAKG4EAY apt-get install &k
M. tban, RIRE— Dockerfile 3f4:

FROM ubuntu:24.04
RUN apt-get update

RUN apt-get install -y curl

MEEGE, FTERESBE Docker NEFH., RIZIRERIEN THEHFAY apt-get install iZ¥il
T

FROM ubuntu:24.04
RUN apt-get update

RUN apt-get install -y curl nginx

Docker ZHUESZHY RUN apt-get update IESFIZRIANTTE—HE. FTLA, apt-get update A&
17, MEERZEINEFRS. B apt-get update ;[REIE1T, [GHERY apt-get install AJEER
FRIRIIATAY curl O nginx hRAS,
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{£F8 RUN apt-get update && apt-get install -y RJLAFB{R{RAY Dockerfiles /R LEEREEHY
BATANRA, MAEXMNMIBAZTEA—THRBBEEIM TR, XTUZARWLE cache busting, RS
ALABNEE— MEHRRAERKIXE cache-busting, XFUEFTBAIEIENRZ, FlU0:

RUN apt-get update && apt-get install -y \
package-bar \
package-baz \
package-foo=1.3.%

EERASBERETEE RS ERNRA, MAEEFPEHA. XIEAETLURDERFEEH
RIHRIRIZTI SEHIKLML.

TEZ— RN IECRITRBIEIR, B TATEXT apt-get BIEIN.

RUN apt-get update && apt-get install -y \
aufs—tools \
automake \
build-essential \
curl \
dpkg-sig \
libcap-dev \
libsglite3-dev \
git \
redis—-server \
&& rm -rf /var/lib/apt/lists/x

Hrh redis-server 2018, BIRTENRENRA.

545, B apt &1F var/lib/apt/lists AJLURIMEBR K/, EJ9 RUN $5SRIFFLA apt-get
update, BEFRESTE apt-get install ZFiFIFET.

FE: B Debian 1 Ubuntu B1ESB5NETT apt-get clean, FRLAAREEZNAIEA apt-

get clean,

CMD

D IESATFHITERREGTEANKRGE, TJLEAS88. M KSHIBE R TERIZLL e
['executable', ‘'paraml', ‘param2'...] BFZZUEFAE. B, MNREIBFRGENENE AT EHER
MRS (EL40 Apache), {RETEESHITSRIUTF cMD ['apache2', '-DFOREGROUND'] FEZ{HI <. Fi)
EINHAIBRS HEE ERXM AR S,

ZHEIBERT, M HBEE—NZEHRAY shell (bash, Python, perl ), 0 cMD ['perl', '-
de@']l, BY&E CMD ['PHP', '-a'l, FAXMERERE, H{RHITELL docker run -it python
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BF, {REFN—NERIFAY shell B, cMD ROZFERDEIER FABELL CMD ['param', ‘param'] B
2205 ENTRYPOINT H[EERE, BRIARRFDIRAYERIG(EREEBXT ENTRYPOINT Y TIEA K +0RE.

EXPOSE

EXPOSE IS FITISERSIEEV IR, AL, REZARN AERERENmO, 50,
12t Apache web IRFHIRIG N 1Z{FFE EXPOSE 80, MiE{E MongoDB BRSZAVR G {F F3 EXPOSE
27017,

XITFHNEBIEIA), FBFRILATERAT docker run B¥fERI— MRSSKIE AR I8 E AYin L BRESZIRTIEHEE
A .

ENV

RTHEHERFIZET, (RATLAER ENV RABEPLRENZERFEF PATH IMELTE. HIGNEA Env
PATH /usr/local/nginx/bin:$PATH SEFR{R CMD ["nginx"] BEIERBIZEIT.

ENV I5S A BT AR ER RIS RHOERIANZTE, LLUN Postgres FZEHY PGDATA,
&E, EN BEERTIRERERANRAS, i NEaYyRAl:

ENV PG_MAJOR 9.3
ENV PG_VERSION 9.3.4
RUN curl -SL http://example.com/postgres—$PG_VERSION.tar.xz | tar -xJC /usr/src/postgress && ..

ENV PATH /usr/local/postgres—$PG_MAJOR/bin: $PATH

RKMUTEFTREE, XMFETLUHRRFLEE eV 15 RB IR R PRI ARE.
ADD f] COPY

E284 ADD F1 coPY THBERIN, B—MRMLSL(ER copy. EATLL AbD EiERA, COPY RzHHEEIE A
X4FENEIZEESH, ™ ADD B—LEHABREAITHAS (FLaNAHE tar FRENFNITFE URL 3255). EItE, ADD
IRIERGIREARE tar MEBEENREXZIFRGS, 540 ADD rootfs.tar.xz,

SNERAIRAY Dockerfile BENERBE[MEA L TP ABRIM. BIR copy BN, MAR—IR
HERY copY BN, XEBRIEE N TRANTRET RERERSUG RIS, fHin:

COPY requirements.txt /tmp/
RUN pip install —-requirement /tmp/requirements.txt

COPY . /tmp/
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SNERFG coPY . /tmp/ THETE RN FELZAT, RE . BRPEA—IXERL, BESEREIESH
BIFRL,

RTIULBGREN, BFAEEA A F§SMITFE URL 3XENE, M2 curl #l wget, XEE{RA]
AN HRE G e A B ZEN A SRR T RGN —E. (LR EEE TEFA
A

ADD http://example.com/big.tar.xz /usr/src/things/
RUN tar -xJf /usr/src/things/big.tar.xz -C /usr/src/things

RUN make -C /usr/src/things all

MENIZER FEXFA:

RUN mkdir -p /usr/src/things \
&% curl -SL http://example.com/big.tar.xz \
| tar —=xJC /usr/src/things \
&& make -C /usr/src/things all

TEERNEERE, FRLGRETEXAFERR.
T EMAFE A0 HIEINIRBEIRERN X ER, (RROX(ER COPY,
ENTRYPOINT

ENTRYPOINT UEREFRRIREBRENEGS, RIFERGEIAMGSAERKEIT (A cMp IRHBNALE
M),

plan, TEARAIREGRM TSI IR s3cnd:

ENTRYPOINT ['s3cmd"]

CMD ["——help"]

MABEETZRGENSSESERmSEHE:
$ docker run s3cmd

B E IR SERITE N <

$ docker run s3cmd 1s s3://mybucket

XEFREEATASMESTHES.
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ENTRYPOINT S BAJ LA S —MEEIMIZAGER, MelEm<S1TXERI, BEETEFERLE—

MR,
5N, Postgres BARGERATEAVEIAIES ENTRYPOINT:

#!/bin/bash
set —e

f [ "$1" = 'postgres' 1; then
chown -R postgres "$PGDATA"

if [ -z "$(1s -A "$PGDATA™)" ]; then
gosu postgres initdb
fi

exec gosu postgres "$@"
fi

exec ||$@||

IR ZMAERT Bash INERGS exec, FILIREETRIHIEME SR PID 7 1 RIBHE.
X, R LR ENE RIS SR Unix 57,

ZAEBR AR N EISES, RS SohEET ENTRYPOINT H147:

COPY ./docker-entrypoint.sh /

ENTRYPOINT ["/docker-entrypoint.sh"]

ZHART AL BRI AREAYS A Postgres 32H.,
{RAT LR TE BB /S 5 Postgres:

$ docker run postgres

BRILIAIT Postgres FHEIBRSEL:

$ docker run postgres postgres —-help

&a, MEALUBEBM— T2 AENIE, il Bash:

$ docker run ——rm -it postgres bash
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VOLUME

VOLUME I8 AT RETAHIEEFEX Y, EEXY, SFmtIZNENER, BEIENER
VOLUME SREIRRR PRI EEH oA A LAKEERIER S

USER

MRENRBSAZESFTIT, FINFER USER 15STIHREIE root AR, 5ofE Dockerfile HfEEFEZE
{EL RUN groupadd -r postgres && useradd -r —g postgres postgres HII§<RIZEBFFIEFA.

IR EEGTS, BRMBRESRESEEY UID/GID BERBEN, NAEFIEREEITHEYD
EcZIAY UID/GID BJgeaA—itf, MNREBYKEFRER UID/GID, {REIZEAYEE— UID/GID,

{RNGZIEES(ER sudo, ENEARTTRERRY TTY S SHERT AR BEERRIIAEEL ERERFRATAIRA
Z. MRIRERIFEM sudo SKABITHRE (HUEN, LA root BURKIAMIENTIFEHE, LAIE root 1R
PATE), IRAJLABER gosu.

Ria, NTRPEEHIIERE, BRIMEEER user REEAF.
WORKDIR

AT BWHEAII SN, (RALIZ/EZTE WORKDIR FREERMERTEER. b, (RMIZ(ERS WORKDIR K&
HKLTF RUN cd ... && do-something HIFES, [EEMELAUSIEE. HEETO4ER,

BARGTG

IXLEEE SR Dockerfile EBRESZ MG, 1M docker-library/docs,

Built with mdPress


https://github.com/tianon/gosu
https://github.com/docker-library/docs
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

M : WHafEiR Docker
MR : WA Docker
FF/3 Debug 15,

7£ dockerd EEEIZ{4 daemon.json (BRIASITF Jetc/docker/) HRiFRiN

{
''debug": true
h
BEETIFHE

$ sudo kill -SIGHUP $(pidof dockerd)
ItbAY dockerd & HEHMANEZEEM DT,

RERZES

$ sudo dmesg |grep dockerd
$ sudo dmesg |grep runc

Docker AN pzRT4aER
ATLAZRSE dockerd HiEEEE E L ARE R,

$ sudo kill -SIGUSR1 $(pidof dockerd)

B8 Docker ZAHiEE
FE, NEIELSBIRATBRY Docker MR, EIFERHIRESE.
BB AR RNAFERUTHSHITIEE:

$ docker system prune

WNRRREME "WEH]IRE", 7£ Docker Desktop BHRMH THEMAO,

$ sudo rm —-rf /var/lib/docker
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BENHFEHEE
VA =S
WRFESENEIZENBRY, TLABER docker logs EEIRHA.

o Exit Code 1: NEfEFiEIR. BEEOCEERIIKEERL,
e Exit Code 137: OOM (Out Of Memory), BREEREFAEEARZIT I,

o MBEBIINE.
o FRAZNEFIRF (——memory),

o Exit Code 127: #p$FkIKE, BJEER ENTRYPOINT 8f CMD I S A FHE,
P LR AR
BERPIEBICIERAR

1. #8& Docker DNS BEE (/etc/docker/daemon. json),

2. \eBEBENXIEE (iptables/firewalld) 2&1=# 7K.

3. B8R : ping 8.8.8.8 (MIHiEEM), nslookup google.com (i DNS),
i BRESASE

1. i ERNeSm A EERIEMRIEIT: netstat —tunlp (fE=FA1) 8% docker exec <container> netstat

—tunlp,

2. F AN SRR 0.0.0.0 TIARE 127.0.0. 1,
o WNRMALEIFTE 127.0.0.1, RESESNEEEAIR, MEIEIE VIR I EHINBIERK
e,
FSHENM

o connection refused: MEMKRHNRIELE,
 image not found: KMERIGEFZFRM Tag HE.
o EOF [timeout: MEAIRE, =XECERSINESS.
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RN BEE
MR/N: TREE

B3/

e Docker EAER
e Docker EAEZE

N 4

e Docker B
e Docker Hub
o Docker JE{CAI G2
o Docker fE&E

o Docker KTohRARE
e Docker & Dl[o]FR

e Docker iz B API

SMis
e Dockerfile &#

=W oS

e Dockerfile

AR
e Docker B4

e Docker #1[X Slack

¢ Docker Community Discord

e Docker f X (Twitter) &

HE
o Docker B4 StackOverflow [A]Z&FE T
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Rt REER

AYIREE 7 AP PE DA — LT ARTEREFR.

A

Alpine: —PMRERAY Linux KIThR, BIFAERRERE TSI Docker H{&,

API (Application Programming Interface): [ ARfEF4RIERE, Docker Daemon 12{it
RESTful APl it Fimak /M EPEF S 2R E.

Base Image (BflfRR): iIRERXRENGESE, BERRFRANRNETEES (W ubuntu &

alpine) ,

BuildKit: Docker T—AYEES|%E, BMHTESAEEME. BEFEFMIEIIFREES
5.

Buildx: Docker CLI R9—"Mlf4F, ¥R THIEINEE, SFF BuildKit RFFERRAFE, HlnZ &R
FEERIDRGIEE,

Cgroups (Control Groups): =H2H, Linux Riz8EE, BFIRF. iER. [REHERFER
YIERIR (%0 CPU, WfF. W 10%) .

Cluster (58f): —AMRAITIFATR (MMEN. EUNE)  EEF[WEFEIE Kubernetes &
.

Compose (Docker Compose): HFENINZTEZAES Docker MFEFITE, @iF
YAML X {4BcEMN FAIRSS .

Container (F28): REANZTEN, HHEITIMITENMHE, BEEMUMK.

Containerd: {TAARERNSRIZITH, ONEREEBII LSmEGEN (8. B
. =1k #H&R) .
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Daemon (FHHFE) . Docker EETIFHIE, HEEZANLMIE Docker APIEK, HEEE
%, B8, NEIEESSR.

Docker: FRERINAARESZE, tFFAELFTENAERREKHESE— NI BENSes
., REABENEARITAY Linux 8 Windows 128 L.

Docker Desktop: & Docker Engine, Docker CLI ZFim. Docker Compose F
Kubernetes RIS HEMNFTER, 1&AF macOS #1 Windows,

Docker Hub: Docker EITHIAHBRCEIRS, RUSHFEEIIFHENS K.

Dockerfile: BEATHSRGAIBSHINAIUY:, Docker BITIEE Dockerfile FRIFESRD
] BalTeRiR R,

Eted: —NEEUA. B—HMRIDMIVREFERS, ERTERER (W Kubernetes) HJ
RS KIFIRSEEEE.

Image (5f&): Docker RERE—MRiEENR, HHLGIE Docker AR,

Kubernetes (K8s): JFRRIS=RHS|IE, BT EMERUNARERRIEE. 7 RMNEE.

Layer ({R{&E): Docker BEHSNRIZEEATK, SF—E@EHEMNE Dockerfile FH—548
SHREER, BEBENHRSK (UFS) SEIE—I SRR 5,

Multistage Build (ZHEx#E#E): Dockerfile Y4, BIFER— Dockerfile H{EHZA
FROM 156, N\— 1 EREFIFFSIIMEEFIEIS—INER, MWMAIER/NEAR RGO,
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Namespace (52 Z08)): Linux RiZdFE, ATFRESMESREZR, WHE. WK, HEHa
%, [FRBRELERGEE— NEIABRIERS.

Node (T5/R): B2REEE (U0 Kubernetes) F—ETIENEE, mILLZYIIEN BRI,

OCI (Open Container Initiative) : FFHA=EITE, HESRITIARELEVHRFIENSEET
A NSRRI T .
Orchestration (4&HF): B3(EE. S, ¥ EINESRESSNRANTA (10

Kubernetes) .

Pod: Kubernetes &/ \iY. AIEBERIMESRIT, 83— 1T EHEZNMEERXNER, H=HEE
RYMIES AR R =S EFNTEAE,

Prometheus: FRNAFEEISETRE, | ZNATRRENGEARRS,

Registry (EfiRSSER): 1264 Docker &R THA LEFFED RIRFHIIRS .

Repository (BFF): EHEFHENNBIFMEEGINS, BEHBGREEN. — Registry
FEJLAE &% Repository,

Swarm (Docker Swarm): Docker [RAERIERFIRAFEE TR, A2 Docker FHIEE
Bi— N7 —HIREHL Docker EHitE,

UFS (Union File System): BX&XHRSE, —MoE. BERHBSUENNERER, BX
G RFRNEN—EESIN.
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\'

* Volume (80E%): THRIBMEXHRAMITAMTIRER, BT LNEREUERIFAML,
BES T B AR HHE.,
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B#R/\: Docker I IRE&E SHIRAR
Bi/\: Docker FIREESHIRAR

KRAFIEZRMEBWHZIBE., FIRRKECRR. INBESEERIIE, ESEREREKA
Docker #1 DevOps E3%,

S rES5
Docker RIS AMIMNMEHIMNER, B/MNEREFEIPMAIZ S BIRIRIERA.
SE—HEr: ERINIT (0-2 )
FIBiR:
o IERABRIVEARTS
o BEBIETT. EEEANAEE
o THRREMCENERRE

BLORE:

Docker f&7

F— SH+4ABE Docker

— &% vs B vs =it

L— Docker HI=KizMES:
— %f& (Image)
|— Z528 (Container)
L &F (Repository)

Hiitian$

— docker run / create / start / stop / rm
|— docker ps / logs / exec / inspect

F— docker pull / push / tag

L— docker build -t

Docker ZiEE

F— Linux oz

F— mac0S #0 Windows %%
F— SuRhnEEEEE

L WURFIAFERE

FIHR:
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° '_‘_'E 5?&}_{':'
o AHPFE1-3FE: N JREMEES
e Docker CLI &#¥

AN :

o IBPHS): 3-4 /AT
o SCIR4ES): 8-10 /BT

° IIEI\\-I_: 2 JE.I

USRI ER :

#

AW N -

STRGLA S 5 BFERAN [ T55/

. 1IZ1TEJ nginx $&f%, i http://localhost
. £ docker exec HARBBHER
BREKHES

. HEXEERE] Docker Hub (FEEIZEMKF)

BT Uk (2-6 )

FIBx:

o ZE Dockerfile 75
o HEMEIOER CHINFRE
o IBEUIESIRFNIMNEEE

o X Docker Compose 4gHE

BLORE:

Built with mdPress


https://docs.docker.com/get-started/
https://docs.docker.com/engine/reference/commandline/
https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

Dockerfile }E$1¥fE
— FROM / RUN / COPY / ADD
— WORKDIR / ENV / ARG
— EXPOSE / CMD / ENTRYPOINT
— VOLUME / USER / HEALTHCHECK
L— BESEAIMERE L

— SEEENH

— DRI

— Sz

L — RemELE

BRHEEE
— #9425 (Volume)
| |— @es
| | E=%
| L s
— 4P, (Bind Mount)
| mEsEmng
| L RIS
L— tmpfs ##

L RS RS:

o
i
k|
iR

ridge (BRiA)

> o M
fr

o
%]
~+

[TTT&

Docker Compose
|— compose.yml/docker-compose.yml RS
— services &YX
— volumes EE&
— networks B&
— RIER
— FigTE
L— @oRME
— up / down / ps / logs
— exec / run
L— build / push

FIF/R:
. AU ANE: HNE
o Docker EAREECHE
e Dockerfile &#

RIHEHR :
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o IBIPES]: 8-10 /AT
o SCIRZES]: 30-40 /MY (ZB/SLEKIHE)

° IIEI\:L-I_: 4'6%
B Lkk:

ITH 1: Python Web RF§ (Flask/Django)
- ‘REEMER Dockerfile

- R Compose ECEHURERE

- SCIAERTTAINNE

INE 2: Node.js RS

- G RAN

- BtE Compose ZMRS

- REMEIIMUEEE

e 3: $UEER=RW

- PostgreSQL/MySQL EE

- BEEAN
- BINIREREE

B=MER: £ (6-127)
ZIJBtx:

o ERABRLEHRETE

o IRfRMREISIETNMRAL

o FORBBHE (Kubernetes £ifitt)

o & CI/CD &Rk

BLORE:
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ot
0

I R

ES

R
S

e

JRAERE (Trivy/Grype/Snyk)
BEEEZFIE (Cosign)
SBOM ARANETER

HrhE= s

iZ%s

FIFFIRGR

Linux BEJIHH

AppArmor #1 SELinux
Rootless ZgE

L 22 Docker socket ifia
BENZSE

— API ipializsl

— TLS SAE

L #=itAE

TTTT%FTTT

PERSISIERIL

f— WSIERAR

| b~ cPu/ AT/ W% / 1I/0
| mRgEER

— ETH

— docker stats

— cAdvisor

|— Prometheus

L Grafana

|
|
|
— Bt
|
|
|
|

GG

— SgRIMEL
— P70 CPU PRI
— 00M iZH#rFnatIE
L— RIgIEBEIL
L gEEm

— BEERESE

— ELK Stack

L BAEERE

b E

— Kubernetes #ZUHES

— Pod / Deployment / Service
— ConfigMap / Secret

L— geEREEmRE
BEHITINEG

— containerd

— CRI-O

L— Docker

LRI

— NI #Rf

— Calico / Flannel / Cilium
L megsng

BB RS

— PV / PVC

— StorageClass

L— Statefulset

F___T___T___
=

CI/CD £5hk

— GitHub Actions

| | ssEEx
| =2

| L et
— GitLab CI
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— Jenkins Docker 5%
L— Drone

$5TE

— Buildx (Z2eHRR)
— Skopeo ($EHEEM)
— Podman (BR75%)
— Buildah ($f&i52)

L Kollabot
FIF/R:
o APFE12-215F: RNEFILHES

A/

e Kubernetes B
e CNCF 3R
ATEHRN :

o IFPES): 15-20 /A
o SCIRYAS]: 60-80 /MY (BNEFFRINR)

o Rit: 6-12 F
B Lkk:

e 1: L2 EEERE
- £5§ Trivy 19i%

- BEEZITE

- 4ERE SBOM 3TRY

mB 2: RSk

- ¥&% Prometheus + Grafana
- BESEZHN

- MEREEUESREFI DT

ImE 3: CI/CD ¥fd

- GitHub Actions Bf GitLab CI E&
- B GEE

- ReHEMeeE

- BIMYEREZE) Kubernetes

INE 4: Kubernetes £EEfIR=
- Zith K3s/Kind &8

- HEERSRA

- BmEBFAEHE

FIUER: EHRFE (12+ A)
FIBx:
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o E4E Kubernetes B4

o IBRSEITITHIEREEI

o BB ARIESRFES
o WX

BORE:
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Kubernetes E44HE
|— sprEm
| AR
| | smEses
| L TEEESAER
— 7hEgwHE
| | FREHERE
| | — BRSHAEE (StatefulSet)
| = %ﬁﬁﬂ)\iﬁﬁg
F— BRS®IE (Service Mesh)
| Istlo / Linkerd / Cilium
| |— MEEE
| L EEE
— ZefMzEm
| — RBAC (Ftimiazs)
| — Network Policy 3&A
| | Pod Security Policy
| L— MEAIZ%ISE (Admission Controller)
L BRI R
— RHMEEERHL
— BEX Operator
L SR¥EEER

BEETHER
F— Linux Pt

| | Namespace #f#

| | Ccgroup v1 # v2

| b OverlayFS # UnionFS
|  L— SELinux %1 AppArmor
— &ssisiTrd

| — containerd JRRBITIE

| F— runc st

| b gVisor #I Kata

| L Firecracker

L— oCI ¥

— Image Spec

L Runtime Spec

DevOps T#Et

— KiisssrrEE
— Helm / Kustomize
— GitOps (Flux / ArgoCD)
— @E%"é‘i@

BANAL
F— RERETIRRE
— asrEs
L— piAists
L— BBAIME
F— GitFlow I{ER
— RmEE
L SORMNERESCRAEIE

|

|

|

e

| E&Bﬁi’é;%
|

~

|

|

REVS:

Built with mdPress


https://github.com/yeasy/mdpress
https://github.com/yeasy/mdpress

Kubernetes
Cilium
Prometheus

Docker/Moby
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FRRRIR R

HMHS (Week 0-2)
F— &% vs E
F— Docker =X#E&
L— Hitss
.
Dockerfile FOE&EEE (Week 2-4)
— Dockerfile #£%
— Sz
L ik
U
HIEEIR - WEES ~ Docker Compose (Week 4-6)
— Volume — Bridge F— YAaML /5
— Bind Mount}— Overlay | — Z&4RHE
L— tmpfs L— BEYREL— FETIER
{ { {
l |
SLERTREFF A (Week 6-10)
— Web RzFAZSEs(t
— #uRERst
— iRsSLeH
L TR
1
BHRLE < MRt - AL (Week 10-14)
— &g |— XMt — Prometheus
— FREE |— KWEMt | Grafana
— @/%%8 |— CPU fift L— ELK Stack
L— sBoM L— ZTE
{ 1 {
l |
LZREFINE (Week 14-18)
— c1/cD g
— skeE
— B&&E+H
L sEzg
1
Kubernetes £ (Week 18-24)
|— Pod / Service / Deployment
— &mReEE
— e
L LR
'
Kubernetes #ffi (Week 24-36)
|— statefulSet / DaemonSet
— Operator FF&
|— sarEm
L ARSI
{
BAVRFERIT (Week 36+)
— s
|— Gitops TfEf
— At
— FrEEH
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HEEFIRIR
=p=pra=!
#iR
Docker B34
Docker Hub
Kubernetes B/

CNCF 2

ELZRE

URL

docs.docker.com

hub.docker.com

kubernetes.io/docs

landscape.cncf.io

e Udemy: Docker ] Kubernetes 2E4FF2 (70-100 /)\AT)

e Linux Academy: Linux f1BESE1H

e A Cloud Guru: AWS/Azure B2EIRSS

e Pluralsight: Docker fIARESEE

PR

o {Docker IRNZH) - ABRIFEIR

o {Kubernetes fUEFEFE) - IR Kubernetes BIWE
o (BREEARUEASHA) - ERRELI

* {SRE Google Iz#Z1E) - A IMRER{ELE

EETHtX

o Docker EAEZE

e Kubernetes B

o CNCF &%=

e DZone
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N2

Docker TAIE

Docker Certified Associate (DCA)

FIER:

ERE%: 5518

ATEIPRAE: 90 43¢
RIEDEL: 73% (29 411 BRR)

#A: $165 USD

BE: 34

ZINARELLAI:

BENEE (20%)
- EHEEinEE
- REENER
- FANECERE

HIE(T (15%)
- BeELmEE
- RRRH
- BeRiEE

MZE (15%)
- MLEIREN
- BENEE
- IR

FiE (10%)

- Volume &=
- BUERAL

- SBERER

fwHE (20%)

— Docker Compose
- Docker Swarm £t

Z2 (15%)
FEFFIRUR
TR

- EEZe
FiriEERe

I (5%)

- Logging drivers

- SHE
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RN

# 1. ¥IXBE 1-11 5 (BiFI+HE)

# 2. 5ok 20+ NLHIGH

# 3. BEELFFIEH

curl https://docker.training.kodekloud.com/dca—guide

# 4. #BUER
Linux Academy DCA Z3J&
Whizlabs DCA #&El#ix

# 5. BREENHS

docker build / push / pull / tag
docker run / exec / logs / inspect / ps
docker volume / network / service
docker compose up / down / logs / ps
docker stats / events / inspect

Kubernetes AME
TAIERRR:

1. CKA - Certified Kubernetes Administrator
o EE: &
o AiE): 3 /)M\AY (SCig)
o Z&FH: $395

o NE: Kikikx. B, HiEHE

2. CKAD - Certified Kubernetes Application Developer

o WE:
o BYiE): 2/\Ef (SEHR)
o ZEF: $395

o NE: NAFKRMEE
3. CKS - Certified Kubernetes Security Specialist
o ¥E: RS
o RYE): 2 /MBS (SCHE)
o Z&F: $395

o NE: RERMELE
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EREIESERER

ERHES AR

Q1: Docker FEFIEMNBHAXBI?
A (ER) :

AN

- SERRERSIE (GB )
- [EEAtiE: SR

- RERI: TeEHRS

- MEEFE: B (5-20%)

e

- HEWZ, SENEFKE (MB )

- [BohadiE: 4%

- [BERE: HEHRIEE (Namespace/Cgroup)
- MEREFFE: (K (1-5%)

B ARERE. R BEES

Q2: {+4R Docker F§? BUHIFHEA?
A (BER) :

BIEAR:

- REERINHRGRER
- DEFHEENE

- B-ERA—EAEE

FiEnp=:

- Union FS: Z40NREE + — M aIBR
- &1 RUN/COPY/ADD {5$tlE—E
- BZi@@ diff EEFE, BasE
fors:

- HE=EMERFE

- EREFINRE
- XFEEHOER

Q3: FERUNILIER?
A (BR) :
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RARFER:

1. Namespace (REFRE) :
- PID Namespace: HHZfEES
- Network Namespace: R4&fRE
- Mount Namespace: M{#HZR&FEE
- UTS Namespace: FH| &=
- IPC Namespace: HiZEIBESRES

2. Cgroup (HEFRMHI) :
- BR&% CPU {8
- PREINTEER
- PREIEE I/0
- PREIMSE S

3. Linux BEA#LEI (BUREH) -
- HIRASER root 1R
- PR%IZFEsEED

4. SELinux / AppArmor (EiliAialzs])

Dockerfile iR
Q4: WaI{4Y, Docker BE&A/IN?
A (Em) :

1. EEFSENEMTEER:
scratch < alpine:3.17 < python:3.11-slim < python:3.11

2. ZHBHEE:
- HEMBRRRBRETLE
- BITMEBRREERETH
- BENZE=: Go. Node.js. Java
3. FHEOEEREET
apt-get clean & rm -rf /var/lib/apt/lists/x
yum clean all & rm —-rf /var/cache/yum

pip install --no-cache-dir

4. AF RN 355
HREE

5. f#F .dockerignore:
HEBR A ERINTEE E TR

6. EREFHMAS:
Go: -ldflags="-w -s"
C/C++: strip binary

7. EEER:
gzip EFSMM, EREER

Q5: CMD #] ENTRYPOINT HHAXERI?

A (BR) :
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CMD:

- ENFREHKINBS

- ABE(TIEI#E= docker run image_name custom_cmd
- ABESA (MDD, RERE—MEM

ENTRYPOINT:
- ENBBNTHTIER

- BEETISEENmIEES
- 5 M0 EAfEA

HEERE:
ENTRYPOINT ["python", "app.py"]
CMD ["--port", "8000"]

# iz1T docker run image —-debug £HT:
# python app.py —--debug

RIEFIFFAEE A
Q6: Docker RIZEIRFIAIX BI?
A (BR)

Bridge (ZLIA)

- RN, REREEENEE
- TSGR CORET

- [BEMEF, MeeEs

Host:

- {ERBEENMLESE

- RN, RBRURE

- BesimOEESIRIEEN

Overlay:
- BENEE, EF VXLAN
- Swarm 1 Kubernetes #rf

- MEBERR(R, SO
macvlan:

- Z5883K18 MAC bt
- KUV, MERESF
- FATAPERZEEER
None:

- TR, TERE

Q7: Volume # Bind Mount BH4X3!?

A (ER) :
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Volume:

- Docker &, FhE[ISE: /var/lib/docker/volumes/
- BYaHRS, REtF

- XIS, AYR

- MEEEAEFINEFER

Bind Mount:

- BENERE, F5uE
- BYEHRENE—R

- BRYF, BTHRINE
- NREESZH

tmpfs:

- WEXHES, FFAW
- FAFIRES4. BUREdE
- MBERYF, EREX

oo =il ST TR
Q8: W{aRE Docker Zit?
A (Em) :

REHRe:

- FRESREHAERER

- EEERRE (Trivy/Grype)
- BEEEWIE (Cosign)

- HpANETE SBOM

NESBE(T:

- LA3E root FFIE(T

- f#f read-only XH&RHR
- BR# Linux B8

- {EMA AppArmor B SELinux

BENZE:

- FBF TLS SAE API

- FREE /var/run/docker.sock
- {#F Rootless Z&g8

- TEHAFE# Docker

MiELE:

- (FREEXMERE
- EMRHR

- [RAHNIGRE

Q9: 2% OOM X%E, WHERZHRFOfER?
A (ER) :
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e
ITERREAH 00M RIE:
docker inspect <container> | grep OOMKilled

Y

2. BEEEENEE:
dmesg | grep —-i oom
journalctl -u docker | grep —-i oom

3. ISEREER:
docker stats <container>
docker exec <container> ps aux ——sort=-%mem

iR
1. HEINAEBRE:

docker update -m 2g <container>

2. IEARERE:
fERARFSHTIA (heapdump, pprof)

3. {iEnAR:
— IENINBIRERREE
- IHDEFRN
- fERSIEL
4. ERAGERE (REFR) :

docker run -m 512m —-memory-swap 1lg

Q10: #AI7E CI/CD =hEERY Docker?
A (BR) :
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FIEERNER :

- f&S:: Push / PR St
- ¥IEEEt%: docker build
- FRMB: git sha. k&S
- A Trivy SR

- &4 Cosign BE&EE

TEHENER :
- HEXFWR&BEE: docker push
- B3 SBOM FHIHHRES

BEMER:

- WIFRGSS

- REURGRE

- EEELGE

- & GitOps T

HEIEMER :
- WENRHEE
- EEtEREEiR

kg ke
TR

B

TR

1.

o U W N

GitHub Actions / GitLab CI 0F push
EfTERTE

1952 Docker %%

#5525 Docker Hub / ECR

fin% ArgoCD / Flux BHzjEp=

SRR
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I IRERAR

# Docker ZIJHEIRER

| 1
—— - - —r— - - —— - -

1
—— -

— - - -

— et el e b — et et et — et el e

— et et e

— e et d e

F5E 1-3 E (6 /)

SEREMI SRS (10 /N\ET)
BITEAEG
BIEFHEXE—ME%Z Docker Hub
TRE: %

F5EE 4-11 & (15 /M)

5ot 3 4 Dockerfile HfESCHINHE
Z42 Docker Compose (5 MNIH)
FIHESIBIIMLGS (8 /\AT)

FERE : %

2R 12-21 F (25 /M)
RELeIENES

B Etinistk

ftE CI/CD ifg
Kubernetes Eff (30 /i)
SERE: %

Kubernetes BR4FE
BRSS WS>
JRESCIEAR
REFFRIE

FERE %

Docker DCA iAME
CKA TAIE
CKAD IAME

Python Web RIFIZSES(L
Node.js RS
HIREDEN

FERMBRSS LR
SEHIRTRS

CI/CD imfEstHl

RESEHETER
ERGSER:

Ap
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# BHEE

docker build -t image:tag .
docker images

docker rmi image:tag

docker tag source:tag target:tag
docker push registry/image:tag
docker pull image:tag

docker history image:tag

docker inspect image:tag

# BEEE

docker run [OPTIONS] image

docker ps [-al

docker stop/start/restart container
docker rm container

docker logs [-f] container

docker exec —-it container cmd
docker inspect container

docker stats [container]

# PLEETE

docker network 1s

docker network create name

docker network connect/disconnect
docker network inspect name

# LEH

docker volume 1s

docker volume create name
docker volume rm name
docker volume inspect name

# Docker Compose

docker compose up [-d]

docker compose down

docker compose ps

docker compose logs [-f] [service]
docker compose exec service cmd
docker compose build

# 1EEG
# ZlHEE
# WSS
# BrCEER
# HEXEG
# FUEREER
# BEFEGIIL
# BEEEGIEE

BITERS
SYiEEE
BRsE /A
W E
BEAF
HANBZE
BEBFIFIE
BEZIRER

HOH R R R R R R

SUttipgs
BRI
S/ B
BEEMEFS

H R R R

SHtE
BlEE
WS
BELFIE

H B R R

IERIARS
1EIEARSS
SRR
BEAF

# HEREFH TS
# HEIRSHES

H R R R
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